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Use the F1 button on any page of a ThinManager wizard to launch Help for that page.

Visit www.thinmanager.com/TechNotes4/01 Intro/Manuals.shtml to download the manual, manual chapters,
or the abridged ThinManual.

Microsoft has re-arranged administrative tools and tightened security on Windows 2008 Servers. This adds
additional steps to do normal things. This article covers some of the things that are different in Windows 2008
that may need to be addressed to run ThinManager and ThinManager Ready thin clients.

This is a guideline and is not meant to replace official Microsoft Windows 2008 Server documentation. Please
refer to their documentation for further information.

Note: Tips and instructions are based on workgroup membership and not domain membership.

This document contains a Summary followed by a Details section that has screen shots of the configuration
changes.

Summary

Terminal Server Setup

Build a Windows 2008 Server. A fresh install is preferred.

2. Add the Terminal Server role.
See Figure 1 - Server Manager Window for details.

3. Install the desired applications using the Install Application on Terminal Server program found in
the Control Panel.
See Figure 6 - Install Application on Terminal Server Icon for details.

4. Create the users on the terminal server and add them to the Remote Desktop Users group.
See Figure 7 - Server Manager — Local Users and Groups for details.

5. Gotothe TS RemoteApp Manager and either allow unlisted applications or add permission the
applications you want to run.
See Figure 8 - TS RemoteApp Manager for details.

ThinManager Server Setup

1. |Install ThinManager using the Install Application on Terminal Server program found in the Control
Panel.
See Figure 11 - Install Application on Terminal Server Icon for details.

2. Go to the firewall and allow all inbound communications or open ports in the firewall to allow UDP port
4900 and TCP port 2031 traffic.
See Figure 12 - Windows Firewall with Advanced Security or Figure 14 - Local Security Policy for
details.

3. You may need to go to the Local Security Policy and change the User Account Control: Behavior
of the elevation prompt for administrators in Admin Approval Mode to Elevate without
prompting.

See Figure 20 - Local Security Policy — User Account Controls for details.
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Details — Terminal Server Setup

Adding Terminal Server Role

Windows 2008 Server, like Windows 2003 Server, allows two RDP connections for administrative purposes.
To make the Windows 2008 Server a terminal server where many people can access applications requires
adding the Terminal Services Role.

Open the Server Manager window.

E,: Server Manager !EI
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_;i Diagnostics . . View the health of the roles installed on your server and add or remove
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Figure 1 - Server Manager Window

Highlight Roles in the tree and select Add Roles in the right pane. A wizard will launch allowing you to add
Terminal Services as a role.

Highlights of the Role Wizard include:
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Add Roles Wizard E3

Select one or more roles to install on this server.
Roles; Description:

E Active Directory Certificate Services wpm“des

[ ] Active Directory Domain Servi technologies that enable users to
ctive Directory Homain services access Windows-based programs that

E Active Directory Federation Services

i are installed on a terminal server or to
[ ] Active Directory Lightweight Directory Services access the full Windows desktop. With
Progress [] Active Directory Rights Management Services :Erm.'”all SE”"'E';S: userl:hc.an SREETEE
1 anolicat erminal server from within your
Results L ication Server corporate network or from the
E DHCP Server i

E DNS Server
E Fax Server
[ File Services
[ Metwork Policy and Access Services

[ web server (115)
[] windows Deployment Services

More about server roles

< Previous | Mext = I Instzll Cancel

Figure 2 - Role Wizard - Select Server Roles

The Role Wizard lists 16 roles that are available.
Check the Terminal Services checkbox and any other roles desired.
Select Next to continue.
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Select Role Services
Select the role services to install for Terminal Services:
Server Roles Role services: Description:
Terminal Server enables a server to
. . hostWindows-based programs orthe
L]Ts L|cenlsmg full Windows desktop. Users can
|:| TS Session Broker connect to a terminal server to run
[] T8 Gateway programs, savefiles, and use network
D T5 Web Access resources on that server.
Licensing Made
User Groups
Confirmation
Progress
Results
More about role services
< Previous | Mext = I Install Cancel

Figure 3 - Role Wizard —Select Role Services

Terminal Services has several options:
e Terminal Server — the basic terminal services option. Check this option

e TS Licensing — This makes the server a 2008 License Server.
You need a 2008 License Server and 2008 Terminal Services Client Access Licenses
(TS CALs) to operate.
Select this if this will be your Terminal Services License Server.

Select Next to continue.
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Before You Begin The Terminal Services licensing mode determines thetype of Terminal Services client access licenses (TS
CAlLs) that a license server will issue to clients that connect to this terminal server.

Server Roles
Terminal Services Specify the Terminal Services licensing mode that you want this terminal server to use.
Role Services
" Configure later
Application Compatibili
. Remind me to use the Terminal Services Configuration tool or Group Policy to configure the licensing mode
Authentication Method within the next 120 days.
Licensing Mode  Per Device
User Groups A T5 Per Device CAL must be available for each device that connects to this terminal server.
Confirmation
{* per User
Frogress
A T5 Per User CAL must be available for each user that connects to this terminal server.
Results

{D The licensing mode that you specify must match the TS CALs that are available from your Terminal
Services license server.,

Cancel

< Previous | Mext > I In

Figure 4 - Role Wizard — Specify Licensing Mode
Windows 2008 TS CALSs, like Windows 2003 TS CALs, are available as Per Device or Per User.
The terminal server should match the mode that the license server is using.

Select Next to continue.
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Add Roles Wizard E
;g}a Confirm Installation Selections
Before You Begin
To install the following roles, role services, or features, dick Install.
Server Roles
S B ‘1 1warning, 2 informational messages below
Role Services ':i:' This server must be restarted after the installation completes.
Application Compatibility ~) Terminal Services
Authentication Method Terminal Server
icensing M ;__!___ You may need to reinstall existing applications.
SaEE 1) IE Enhanced Security Configuration will be turned off.
= Authentication method: Do not require Metwork Level Authentication
Confirmation Licensing mode: Per user
Progress Groups allowed access: Administrators
Results
Print, e-mail, or save this information
< Previous Mext = | Install I Cancel
Figure 5 - Role Wizard — Confirm Installation Selections
The Add Roles Wizard will end with a list of the configurations that will be installed.
Select Install to add the role(s). Once the wizard is finished it will assume the role of a terminal server.
ACP ThinManager Tech Notes — Windows 2008 Tips -6



Adding Applications

Applications on terminal servers need to be installed in the Install Mode. Open the Control Panel and click on
the Install Application on Terminal Server icon to start the installation wizard.

™

:{ S| 2
Y
Install

Application an
Terminal
Server

Figure 6 - Install Application on Terminal Server Icon

A wizard will run that allows the installation of the application.

The Install Mode can also be entered by typing change user /Zinstall atacommand prompt. You
can then run the setup . exe to install your application.

Type change user /execute when finished installing to leave the Install Mode.

Create Users

Users management is located in the Server Manager console.

E,_: Server Manager !EI
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e | 2mIXE = | H
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9 Windows Firewall with Advar gﬂistril:uuted COM Users Members are all
S Services %Event Log Readers Members of this
ﬂ’;ﬁ WMI Control & cuests Guests have the
= % Local Users and Groups :EJIIS_ILISRS Built-n group us
| Users &INetwork Configuration ...  Members in this
| Groups g:Perﬁ:rmance Log Users Members of this
5 storage $performance Monitor ...  Members of this
.E'F'DWEF Lsers Power Users are
ﬁ?rint Operators Members can ac
Remote Desktop Users Members in this
ﬁ-‘Replicab:ur Supports file FE[—
ﬁllsers lsers are preve
1 | KN | b

Figure 7 - Server Manager — Local Users and Groups

Users need to be members of the Remote Desktop Users group to access the terminal server.
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Allowing Application Access

Applications installed on a terminal server are not available to remote users unless the Terminal Server
Settings are changed to allow access to the applications. You can either allow access to all applications or
allow access to specific applications in the TS RemoteApp Manager.

Allowing Application Access — All Applications

Applications installed on a terminal server are not available to remote users unless the Terminal Server
Settings are changed to allow access to the applications.

You can change the settings to allow access to all installed applications in the TS RemoteApp Manager.
ESEwer Manager =]

File Acton \View Help
&=
:‘?'_a EEVE QYRR E P S I TS RemoteApp Manager (2008T5E49) Actions

= ;‘ Eoles - -
Bl '3 Terminal Services TS RemgteApp Manager - moteApp Manager (...

TS5 RemoteApp Ma RemoteApp programs are programs that are access Add RemoteApp Programs
Terminal Services C ( - appear as if they are running on the client’s local o
=R Terminal Services M A o | RemoteApp program available to users, you must:

fﬂ Features

Terminal Server Settings

I

T5 Gateway Settings
i Diagnostics L - .
jﬁ Configuration ST Digital Signature Settings
fg Storage Export RemoteApp Sethi...
| Terminal Server Settings| Change Distrik % Import RemoteApp Setti...
0 The =
(D Clients will connect to: 2008 TSE49 em View ¥
/v Users can start listed and unlisted uni 7 |
programs on initial connection, £ All . Help
T5 Gateway Settings Change We
(D Clients will use TS5 Gateway settings @ Ar
defined by their domain's Group Policy. el
Chizz:
Digital Signature Settings Change
/0 Mo digital certificate is configured, (Using .@. tlc
a digital certificate may improve security,)
RDP Settings Change Other
@ Clients will not use any custom ROP Sel:ct
settings. P Ifm
Cre
[, I
J| | )R | >

Figure 8 - TS RemoteApp Manager

Highlight TS RemoteApp Manager under the Terminal Services branch of the Server Manager tree.

Select the Change link for the Terminal Server Settings to launch the RemoteApp Deployment Settings
page.
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RemoteApp Deployment Settings
Commaon ROP Settings | Custom RDP Settings |
Teminal Server | TS Gateway I Digital Signature I

Clients will use these settings while connecting to this terminal server.

— Connection settings
Server name: [2008TSE43

if the terminal serveris in a fam, enter the DNS name of the

BDF port: 2389

I Require server authentication

If you use server authentication, you may have to provide a fulty qualified DNS
name in the Server name boo.

— Remote desktop access

™ Show a remote deshktop connection to this terminal serverin TS Web Access

— Access to unlisted programs

" Do not allow users to start unlisted programs on inttial connection
{Recommended)

% Allow users to start both listed and unlisted programs on initial connection

oK I Cancel Apply

RemoteApp Deployment Settings

Select the Terminal Server tab of the RemoteApp Deployment Settings page.

Select the Allow users to start both listed and unlisted programs on initial connection radio button in
the Access to unlisted programs section.

This will allow any program to be run by an authorized user.

You can also select and define specific applications that can be run by configuring them in the TS
RemoteApp Manager.
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Allowing Application Access — Specific Applications

You can control application access on Windows 2008 Server by only allowing access to specific applications.

E,: Server Manager

File Action ‘iew Help

IS[=1 B3

Cake Al el 7 1]

i Server Manager (2008TSE49)
= _5}) Roles
=] ;ﬁ :F‘erminal Services
TS RemoteApp Manage
Terminal Services Confi
=8 Terminal Services Mana
gﬂ Features
i Dizgnostics
B i} configuration
Task Scheduler
9 Windows Firewall with Adve
25 Services
& WMI Control
B ¥ Local Users and Groups
] Users
=] Groups
fg Storage

TS RemoteApp Manager

C

'
i

RemoteApp programs are programs that are accessed through Terminal Services, and |
appear as if they are running on the cient's local computer. Before you can make a
RemoteApp program available to users, you must add it to the RemoteApp Programs list,

TS RemoteApp Manager (2008TSE49)

Actions

TS RemoteApp Manager (2008TSE49)

| Add RemoteApp Programs

Overview

Terminal Server Settings Change

@ Clients will connect to: 2008TSE49

o Users can only start listed Remotedpp
programs cn initial connection,
(Recommended)

TS Gateway Settings Change

@ Clients will use TS Gateway settings defined
by their domain's Group Policy,

Digital Signature Settings Change

/0 Mo digital certificate is configured, (Using a
digital certificate may improve security.)
RDF Settings Change

(D Clients will not use any custom RDP
settings.

| @I The RemotelApp Programs list is empty.

| @ A remote desktop connection for this server

| '@' Meore about using TS Web Access

| '@' Meore about distribution opticns

Distribution with TS Web Access

A The TS Web Access Computers group is
empty. RemoteApp programs may be
unavailable to users, Refresh | Learn more

is not visible in TS Web Access. Change

Other Distribution Options
Select a Remotelpp program and choose an
option below,

Create .rdp File

Create Windows Installer Package

RemoteApp Programs

Mame | Path

| TS Web Acce... | Arguments

o EL

Terminal Server Settings
TS Gateway Settings
Digital Signature Settings

Export RemoteApp Settings

g

Import RemoteApp Settings
View

Help

-

Figure 9 - TS RemoteApp Manager

Highlight TS RemoteApp Manager under the Terminal Services branch of the Server Manager tree.

Select the Add RemoteApp Programs link in the Actions column on the right of the screen to launch the

RemoteApp Wizard.
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RemoteApp Wizard |

Choose programs to add to the RemoteApp Programs list
Select the programs that you want to add to the RemoteApp Programs list. You
can also configure individual RemoteApp properties, such as the icon to display.

[Name | -
14 Calculator
(0% Data Sources {ODBC)
[]&5 Disk Defragmenter
1€, 155 Intiator
g Memory Diagnostics Tool
Y Paint
C18 rFairt Shop Pro 5
D%" Problem Reports and Solutions
(% Remote Desktop Connection
H _i', Securty Configuration Wizard
] :5- Server Manager —_—
C1E& System Corfiguration
[ & System Information
[ Windows Contacts ;I

Select Al Select Mane Properties... | Browse. .. |

< Back Next > Cancel |

Figure 10 - RemoteApp Wizard

The RemoteApp Wizard shows a list of applications installed on the Windows 2008 Server.

Select the checkbox for each application that you want available for deployment as a ThinManager Display

Client.

Select Next to complete the wizard. A remote user can run any checked application.
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Details - ThinManager Server Setup

Install ThinManager
It is a common practice to install ThinManager on a terminal server but ThinManager is independent of
terminal services and doesn’t need to be installed on a terminal server.

Applications on terminal servers need to be installed in the Install Mode. Open the Control Panel and click on
the Install Application on Terminal Server icon to start the installation wizard.

)

Install
Application an
Terminal
Server

Figure 11 - Install Application on Terminal Server Icon

Once the wizard begins navigate to the ThinManager setup.exe program and continue with the wizard. See
http://www.thinmanager.com/TechNotes4/02_Installs/InstallThinManager.pdf for details.

The Install Mode can also be entered by typing change user /Zinstall atacommand prompt. You
can then run the setup . exe to install ThinManager.

Type change user /execute when finished installing to leave the Install Mode.
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Allow Inbound Traffic to Firewall

ThinManager requires communications to the ThinManager Ready thin clients. This communication is blocked
by default in the firewall and needs to be allowed.

You can either open the firewall to all traffic or open the specific ports needed.
Allow All Inbound Traffic

You can configure the firewall by selecting Windows Firewall with Advanced Security in the Server
Manager tree.

a Server Manager !li[

File Acton View Help

YRR

ERE TGN wWindows Firewall with Advanced Security Actions

= f';i Roles i
= ':;_“:_| Terminal Services Windows

4 T5 RemoteApp Ma ﬂ Windows Firewall with Advanced Security provides enhanced n | Import...

= T?rm!nal Slerw::.es ( — | & Bport...
73 Licensing Diagr :
= g=g Terminal Services | | Qverview Restor...
- o 2008TSE43 Domain Profile View b
5| Features -
= Fm Diagnostics & Windows Firewall is on. @ Refresh
Event Viewer (® Inbound connections that do not match a nile are blocked. ER:
Reliability and Perform . _ TP -
o . ) Outbound connections that do not match a rule are allowed. "
gy Device Manager = Help
=1 it Configuration Private Profile
Task Scheduler ~
Windows Firewall with ®'  Windows Firewall is on_
gy Services ® Inbound connections that do net match a nule are blocked.
ﬁ ILI"‘IMI I:c'ntrcll .'ji'. . T ) IS [ PRSP ) NS S [N N ) S, PN———— | J— | i

&/ Local Users and Group: | 4 | I
% Storage

Resources

el

«| | s |
| | I

Figure 12 - Windows Firewall with Advanced Security

Highlight Windows Firewall with Advanced Security in the Server Manager tree. Right click and select
Properties to launch the Properties window.
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Windows Firewall with Advanced Security |
Domain Profile I Private Profile  Public Profile I |Psec Settings |

Specify behavior for when a computer is connected to a public netwaork

location.
— State
i Firewall state: IOn recommended) j
Inbound connections: INIDW j
Quthound connections: INIDW (default) j
— Settings

7| Specify settings that control Windows : |
¥— | Firewall behavior. i

o'

B Specify logging settings for : |
:{ _______ troubleshooting. i

Leam maore about these settings

0K, I Cancel Ay

Figure 13 - Windows Firewall with Advanced Security Propeties

Select the profile tab that matches the type of network you are using, either Domain, Private, or
Public.Profile.

Change the Inbound connections to Allow and select OK to accept the change.

This will allow the thin clients to connect to ThinManager through the firewall.
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Open Ports in Firewall

You can open specific ports in the Windows 2008 Server firewall instead of allowing all inbound connections if
you prefer.

Open the Local Security Policy by selecting the Start > Administrative Tools > Local Security Policy.
EE Local Security Policy M=l E

File  Action ‘“ew Help

s rm= HE

i Security Settings Mame | Group =
&, Account Polides
4 Local Policies There are no items to show in this view,

=[] windows Firewall with Advanced Security
B @ Windows Firewall with Advanced Sea
¥ nbound Rules
f£% Outbound Rules
#a Connection Security Rules
| Metwork List Manager Polidies
_| Public Key Policies
| Software Resfriction Polices
g IP Security Policies on Local Computer

4| | NAEY | i

Figure 14 - Local Security Policy
Expand the Windows Firewall with Advanced Security to show the Inbound Rules.

Right click on the Inbound Rules and select New Rule. A wizard will launch that allows configuration of a
new port.

You need to run the wizard twice, once to allow UDP 4900 and once to allow TCP 2031.
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#® New Inbound Rule Wizard E3 |

Rule Type

Select the type of firewall rule to create.

Steps:

s Rule Type
@ Protocol and Ports
@ Action

@ Profile
&

MName

What type of nule would you like to create?

" Program

Rule that controls connections for a program.

& Port
Rule that controls connections for a TCP or UDP port.

" Predefined:

BITS Peercaching
Rule that controls connections for a Windows experience.

" Custom
Custom rule.

Leam more about nile types

¢ Black

Cancel

Figure 15 - Rule Wizard — Rule Type

Select Port as the rule you are configuring and select Next to continue.
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* New Inbound Rule Wizard E3 |

Protocol and Ports
Specify the protocol and ports that this nule matches.

Steps:

@ Rule Type Does this nule apphy to TCP or UDP?
< Protocol and Ports & ICP

@ Action " UDP

@ Profile

@ MName

Does this nule apply to all local ports or specific local ports 7

Al local ports

* Specific local ports: |2-|}3‘||
Example: 80, 443, 3080

Leam more about protocol and ports

<Back |

Figure 16 - Rule Wizard — Protocols and Ports

You will need to select the protocol and port for each rule. You will need to run the wizard once for UDP 4900

and once for TCP 2031.

Select the protocol and enter the port as shown in Figure 16 - Rule Wizard — Protocols and Ports.

Select Next to continue.
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#® New Inbound Rule Wizard E3 |

Action

Specify the action that is taken when a connection matches the condttions specified in the rule.

Steps:
Rule Type What action should be taken when a connection matches the specified conditions?
Protocol and Ports

' Action * Allow the connection
Profile Allow connections that have been protected with |Psec as well as those that have not.
MName i Allow the connection if it is secure

Allow only connections that have been authenticated and integrity-protected through the use
of IPsec. Connections will be secured using the settings in IPsec properties and rules in the
Connection Securty Rule node.

[ Require the connections to be encypted
Require privacy in addition to integrity and authertication.

= | Ovemide block nies
Useful for tools that must always be available, such as remote administration tools. | you
specify this option, you must also specify an authorzed computer or computer group.

" Block the connection

Leam more about actions

cBack || Nea> Cancel

Figure 17 - Rule Wizard — Action

Select Allow the Connection.

Select Next to continue.
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#® New Inbound Rule Wizard E3 |

Profile
Specify the profiles for which this rule applies.

Steps:

Rule Type When does this rule apply?

Protocol and Ports
¢ Action ¥ Domain
Profile Applies when a computer is connected to its corporate domain.
MName v Private
Applies when a computer is connected to a private network location.

¥ Public
Applies when a computer is connected to a public netwark location .

Leam more about

cBack |[ Nea> Cancel

Figure 18 - Rule Wizard — Profile

Select the network(s) that the rule will apply to.

Select Next to continue.

A Name page will allow you to name the rule and add a description for management and organizational
purposes.

Select Finish to save and apply the rule.

ACP ThinManager Tech Notes — Windows 2008 Tips -19



E_, Local Security Policy

IS =] E3

File  Action Wew Help

&= 25wl
i Security Settings
“a Account Polidies
‘4 Local Polides
Bl [ Windows Firewall with Advanced Security
= @ Windows Firewall with Advanced Sea
%k Inbound Rules
Cutbound Rules
¥ Connection Security Rules
| Metwork List Manager Polices
| Public Key Polides
| Software Restriction Polides
g IP Security Policies on Local Computer

Name
@Firmware—‘?‘gﬂﬂ
@ThinManager—ch—ZﬂSl

| Group  ~

7 &

4| | L | -

Figure 19 - Applied Rules
Repeat for UDP 4900 or TCP 2031.

This will allow thin clients to use port 4900 to download the firmware and allow the thin client to use port 2031
to download the configuration but will keep other ports closed on the firewall.
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Local Security Policy — User Access Controls

You may need to go to the Local Security Policy and change the User Account Control: Behavior of the
elevation prompt for administrators in Admin Approval Mode to Elevate without prompting for
ThinManager to run properly.

Open the Local Security Policy by selecting the Start > Administrative Tools > Local Security Policy.

E-: Local Security Policy _ O]
File Action View Help

&= 2| XE = H

ig, Security Setlings Palicy = | Security Setting :l
7, Account Polides ) Recovery console; Allow floppy copy and access to all drives and all fol,..  Disabled
= chal Policies o) Shutdown: Allow system to be shut down without having to log on Disabled
:’__!n Audit Policy ') Shutdown: Clear virtual memory pagefile Disabled
"_E‘I User I?'\ights ;.!'.ssignment \o| System cryptography: Force strong key protection for user keys stored... Mot Defined
'v‘fnjz::‘slr::titec:::r:isﬂﬁ Adve | System cryptography: Use FIPS compliant algorithms for encryption, ha... Disabled
= Network List Manager Poiic 1| System objects: Require case insensitivity for non-Windows subsystems  Enabled
- ) - 20| System objects: Strengthen default permissions of internal system obje... Enabled
~| Public Key Policies ) . .
| Software Restriction Policie: | - | System seth_ngs: Optional _subsystems _ F‘_usm
g IP Security Policies on Locall| 2 | System settings: Use Certificate Rules on Windows Executables for Sof...  Disabled
1o) User Account Control: Admin Approval Mode for the Built4n Administrat... Disabled
1%e| User Account Control: Allow ULAccess applications to prompt for elevati... Disabled
. User Account Control; Behavior of the elevation prompt for administrat... Elevate without promptin
1Zs| User Account Control: Behavior of the elevation prompt for standard us... Prompt for credentials
o) User Account Control: Detect application installations and prompt for el...  Enabled
i User Account Control: Only elevate executables that are signed and va... Disabled
1o/ User Account Control: Only elevate UIAccess applications that are insta... Enabled
12| User Account Cantrol: Run all administrators in Admin Approval Mode Disabled
'o| User Account Control: Switch to the secure desktop when prompting fo... Enabled
12z User Account Contrals Virtualize file and registry write failures to per-us... Enabled =
| | M | b

Figure 20 - Local Security Policy — User Account Controls

Highlight Local Policies > Security Options in the tree.

Browse to User Account Control: Behavior of the elevation prompt for administrators in Admin
Approval Mode and change the setting to Elevate without prompting.

This may be needed to run ThinManager as a non-administrator.
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