26 Permissions

Permissions restrict access to applications unless a person has been given a TermSecure login and the
matching permission set.

26.1 Creating Permissions Groups

Permissions grant or limit access through the TermSecure Access Groups. Select the Permissions
button in the Terminal Configuration Wizard, the Terminal Group Configuration Wizard, the Display
Client Wizard, the TermSecure User Wizard, or the TermSecure Users Group Wizard to set these up.

e Terminal Permissions is the list of named permission groups whose members may
access a terminal. The Unrestricted group does not require a membership to
access.

e Terminal Group Permissions is the list of named permission groups whose
members may access a terminal belonging to the Terminal group. The Unrestricted
group does not require membership to access.

e Display Client Permissions is a list of named permission groups whose members
may access and view a Display Client. The Unrestricted group does not require a
login.

e TermSecure User Permissions is a list of named permission groups to which a
TermSecure User belongs.

e TermSecure User Group Permissions is a list of named permission groups to
which members of a TermSecure User Group belong.

A TermSecure User can use a terminal when they share membership in a TermSecure
Access Group.

A TermSecure User can use a Display Client when they share membership in a TermSecure
Access Group.
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26.1.1.1

Creating a TermSecure Access Group

Selecting Manage > TermSecure Access Groups from the ThinManager menu will launch the Access

Groups window.
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Access Groups
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Delete

Access Groups Window with Default Groups

Select the Add button to add an Access Group. The Add button launches an Access Group window.
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Arcest Group

Enter Group Mame

=3l
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Edit Members

Permission Group Creation Window

Enter a name for the new TermSecure Access Group and select OK to create the group.
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Additional TermSecure Access Groups Created

The created Access Groups will be displayed in the Access Group window. These TermSecure Access
Groups, like Microsoft User Groups, do not have settings and parameters, but instead get their
usefulness by adding members to them or applying restrictions to them.
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26.2 Per

mission Groups for Terminals

TermSecure Access Groups are assigned to a terminal with the Permissions button on the first page of
the Terminal Configuration Wizard.

Note: Removing the Unrestricted group from a terminal and replacing it with a TermSecure Access group
will render the terminal functionless until a member of the group logs in.

Open the Terminal Configuration Wizard for an existing terminal by double clicking on it in the tree. Start
the Terminal Configuration Wizard for a new terminal by selecting Edit > Add Terminal.

i

¥=3 Terminal Configuration Wizard

Terminal Name
Erter the name for this teminal, select the terminal group to which
this terminal belongs, or choose to copy the configuration fram
another teminal.

Teminal Mame

Teminall

This must be a unigue name using letters, numbers, hyphens (),
and underscores () only.

Description

Teminal Group

Change Group

Copy Settings

[ Copy Settings from another Teminal

Permissionz

| Nead > | Finish | Cancel

i

=

Help

-

(mESa)

Terminal Configuration Wizard

Select the Permissions button on the first page of the Terminal Configuration Wizard to launch the

Permissions w

indow to apply the TermSecure Access Groups to the terminal.
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Permissions Window

By default, the terminal uses the Unrestricted access group, allowing anyone access to the Display
Clients that are assigned to the terminal.

If Additional Permission Groups are configured, they will be displayed in the Available list. Access can be
granted or denied by moving the Access Groups into or out of the Member Of list by double clicking or
highlighting the desired group and selecting an arrow.

-~ L
Permissions

T erm5 ecure Access Groups

Aailable kember OF
all zers Superizong
IT Services
|Jrrestricted

A |w

Object Permissions

If the terminal has the Unrestricted access group removed from Member Of list and is replaced by other
Access Groups, TermSecure will deny access to the terminal except for members of the selected access
groups.

Note: Removing the Unrestricted group from a terminal and adding a different group will render the
terminal functionless until a member of the group logs in.

Select OK to close the Permissions window.
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26.3 Permission Groups for Display Clients

TermSecure Access Groups are assigned to a Display Client with the Permissions button on the first
page of the Display Client Wizard.

Open the Display Client Wizard for an existing Display Client by double clicking on it in the tree. Start the
Display Client Configuration Wizard for a new Display Client by right clicking on the Display Client branch
icon and selecting Add Display Client.

¥=3 Display Client Wizard @

Client Mame
>

Enter the Display Client name.

-

Client Name Desktop

Type of Display Cliert

Teminal Services

Permizsions

< Back Mexd Finish Cancel Help

Display Client Configuration Wizard

Select the Permissions button on the first page of the Display Client Configuration Wizard to launch the
Permissions window to apply the TermSecure Access Group to the Display Client.
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By default, the Display Client uses the Unrestricted access group, allowing anyone access to the
Terminal Server.

If Additional Permission Groups are configured, they will be displayed in the Available list. Access can be
granted or denied by moving the Access Groups into or out of the Member Of list by double clicking or
highlighting the desired group and selecting an arrow.

e

-

Permissions

T ermS ecure Access Groups

Aailable kember OF
all zers Supervizong
IT Services
|Jrrestricted

Permissions Changed

If the Display Client has the Unrestricted access group removed from Member Of list and is replaced by
other Access Groups, TermSecure will deny access to the terminal except for members of the selected
access groups.

Note: Removing the Unrestricted group from a terminal and adding a different group will hide the Display
Client until a member of the group logs in.

Select OK to close the Permissions window.
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26.4 Permission Groups for TermSecure Users
TermSecure Access Group permissions can be applied to TermSecure Users. This is useful for
SecureAccess or Terminal-specific Applications.

Create a TermSecure User to apply the permissions by right clicking on the TermSecure User branch of
the ThinManager tree and selecting Add TermSecure User.

TermSecure Access Groups are configured on the first page of the wizard by selecting the Permissions

button.

26.4.1.1 TermSecure User Information

-

i

¥=d TermSecure User Configuration Wizard

TermSecure User Information
Erter TermSecure usemame, password and pemission information.

lemaoecurs User Infomation

llzer Mame |.-’-'-.dan'|

Massword | o

Werfy Massword |"“*"|

Password Options |

Group

Change Group
Copy Settings

[~ Copy Sattinge from another Uear
Permissions

Mead = Finish | Cancel

[l

=

Help

TermSecure User Information

Selecting the Permissions button will open the Permissions window that allows the assignment of a
TermSecure Access Groups.
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The Permissions window for TermSecure Users does not show the Unrestricted or the All Users
groups, just the created groups. Access can be granted or denied by moving the Access Groups into or
out of the Member Of list by double clicking or highlighting the desired group and selecting an arrow.

Select OK to close the Permissions window.

Select Next to continue with the TermSecure User Configuration Wizard.
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26.4.1.2 Card / Badge Information

The second page of the TermSecure User Configuration Wizard is the Card/Badge Information page.

¥=d |ermSecure User Lontiguration Wizard @

Card / Badge Information m‘

Enter card/badoe information i user has one. }
()

Rl T i
Card / Badge Infomation
Criter Card/Dadge |D number
r
< Back MNexd Finish Cancel Help

Card / Badge Information Page

The Card / Badge Information Page enables the use of Identification devices such as USB flash drives,
HID ProxCards, and WaveTrend Radio Frequency IDs (RFIDs) as login devices. This will be covered
later. See Card and Badge Configuration for a TermSecure User for details

Note: Terminals using the USB flash drives, HID ProxCards, and WaveTrend RFIDs, as login devices will
need the appropriate module added. See TermSecure Modules for details.

Select the Next button to continue with the configuration.
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26.4.1.3 Display Client Selection

The next page of the TermSecure User Configuration Wizard is the Display Client Selection page.

-

¥=d |ermSecure User Lontiguration Wizard @

Display Client Selection \ O /
Select "fes" to specify Display Clients for this user. } -

Add Userspecific Display Clients?

Answer '"fes" here f you want to select userspecific Display Clients in
addition to the Display Clients that are in the terminal configuration.

Ary userspecic clents will be added to the clients specfied in the terminal
configuration.

< Back MNexd Finish Cancel Help

Display Client Selection

The Display Client Selection page allows Display Clients to be assigned to the TermSecure User.

Add User specific Display Clients? - This setting, if set to No, will allow the TermSecure User to access
the display client hidden on a terminal with the TermSecure Access Group permissions. This is used with
SecureAccess or Terminal-specific Applications.

This setting, if set to Yes, will allow the selection of Display Clients for the TermSecure User that will be
added to the terminal when the TermSecure User logs in top the terminal. This is used with SmartContext
or User-specific Applications.

Select the Next button to continue with the configuration.
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26.4.1.4

Terminal Interface Options

-

The next page of the TermSecure User Configuration Wizard is the Terminal Interface Options page.

¥=d |ermSecure User Lontiguration Wizard

....................................................

v Show Selector on [eminal

| Enable Tiing
[ Scrcen Edge Diaplay Clicrt Sclection

Main Menu Options

< Back

Terminal Interdface Options
Select the group selector and main menu options that will be

available on the teminal .

Display Client Selection Options

Seleclor Oplions

=)
ke

Main Menu Options

Finish Cancel

Help

Terminal Interface Options

The Terminal Interface Options page sets the menus and hotkeys for the TermSecure User so a
terminal using MultiSession will need to have a method to switch between sessions.

See Terminal Interface Options for details.
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26.4.1.5

Terminal Hotkey Options

The next page of the TermSecure User Configuration Wizard is the Terminal Hotkey Options page.

Teminal Hotkeys

Terminal Hotkey Options
Select the hotkeys that will be available on the teminal .

r

< Back

....................................................

| Enable Instart Failower Hotkeys

I¥ Enable Display Cliert Hotkeys

Mext

¥=d |ermSecure User Lontiguration Wizard

Change Hotkeys

=)
ke

Finish Cancel

Help

-

Terminal Hotkey Options

Terminal Hotkeys on the Hotkey Configuration page allows the selection of keyboard combinations

that allow switching between sessions.

See Terminal Hotkeys for details.
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26.4.1.6

User Options

The final page of the TermSecure User Configuration Wizard is the User Options page.

User Options
Select options for this user.

Loa In / Log Out Options

Inactivity Timeowut
Rezat Sezsinns at | ngod

Activate User Group at Log In

User Schedule
[ Set Schedule

Teminal Effects
[v Enable Teminal Efects

Shadowing
Alow terminal to be shadowed

[+ Alluw Interactive Shaduw

¥=d |ermSecure User Lontiguration Wizard

o
:
_ Sufede |

TES

< Back | Finish |

seconds

Cancel |

<

Help

-

EX=

See User Options for details.

Select Finish to finish the configuration.

User Options
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26.5 Shortcut Method of Adding TermSecure Access

Groups

Members can be added to TermSecure Access Groups quickly through the TermSecure Access Group

Wizard.

Open the TermSecure Access Group Wizard by selecting Manage > TermSecure Access Groups from

the ThinManager menu. This will launch the Access Groups window.

-

Highlight the desired TermSecure Access Group and select the Edit button.

Access Groups

i

i

Access Groups Window
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Access Group Window

Select the Edit Members button to launch the Access Group Members window.

Access Group Memkers

i Termirals T Diplap Clienls " TermSecure Users 0

Carcel

il

T earninal M ame Termminal Path

add

Remowve

J

Access Group Members Window

Select the Terminals, Display Clients, or TermSecure Users radio button to configure that category
and select the Add button.
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Select Terminal Window

A Select Terminal window will be displayed with a tree of the configured terminals and terminal groups.
Select the desired terminals and terminal groups and select OK for each addition.

Access Group Memkbers
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Access Group Members
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The Access Group Members window will show the members of the TermSecure Access Group. These
can be removed by highlighting and selecting the Remove button.

Display Clients and TermSecure Users can be added by the same process of adding by selecting the
appropriate radio button.

L —
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Member Display Clients

Members can be removed by highlighting them and selecting the Remove button.
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26.6 TermSecure User Configuration Wizard

A TermSecure User can be configured with a user name, password, and user-specific Display Clients.
When the user logs into a terminal with that identity, TermSecure will allow the user access to the
personalized Display Clients for that user in addition to the Display Clients already assigned to the
terminal.

Note: The TermSecure Users branch of the ThinManager tree will not be visible unless a Master License
is installed on the ThinManager Server.

The TermSecure User Configuration Wizard is launched by right clicking on the TermSecure Users
branch of the ThinManager tree and select Add TermSecure User.
26.6.1.1 TermSecure User Information

The first page of the TermSecure User Configuration Wizard is the TermSecure User Information
page.

i )

¥ad TermSecure User Configuration Wizard CX

TermSecure User Information m‘
Enter TermSecure usemame, password and permission information. ’ = ‘

TemSecure User Information
User Mare ||

Password |

Verity Pazsword |

Password Options |

Group

Change Group

Copy Settings
[ Copy Settings from anather User

Pemissions

i

Flease enter a name

| | | Cancel | Help

ThinManager User Information
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The TermSecure User Information has fields for the user name and password that will be used by the
TermSecure User to log into ThinManager security to access TermSecure functions.

The TermSecure User Information is for account information:

e User Name - Enter the user name that the user will use to log into the TermSecure system.
Although this can be the same as the Windows user name, the TermSecure user name is
independent of the Microsoft Windows login. This TermSecure user name can be tied to a
Windows login later in the wizard on the Windows Login Page.

e Password - Enter the password for the TermSecure User in this field.
o Verify Password - Re- enter the password for the ThinManager User in this field.

e The Password Options button launches the Password Maintenance Options window that
regulates rules for the ThinManager User password.

P )

Password Maintainance Options @

Pazzword Complesihy Bequirerrents

Minirnum Paszward Lengh |E]

[ Mus: contain numbers | Must contain spmbals
[ Mus: contain capital etters

Pazzword Maintainznce

[ Allow User to change passward

[ Fome User to change passwond at rest login

[ Farce User ta change pazswond peradicaly

zer must change password eveny | days
Cancel | | Ck |

Password Maintenance Options

Password Complexity Requirements:

e Minimum Password Length - Sets the amount of characters that the password must contain to
be valid.

e Must contain numbers - This checkbox, if checked, will require that the password contain at
least one number in it.

e Must contain symbols - This checkbox, if checked, will require that the password contain at
least one symbol in it.

e Must contain capital letters - This checkbox, if checked, will require that the password contain
at least one capital letter in it.

Password Maintenance:

e Allow User to change password - This checkbox, if checked, will allow the user to change the
password at the TermSecure menu.

e Force User to change password at next login - This checkbox, if checked, will require the user
to change the password at the TermSecure menu when they login the next time.
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e Force User to change password periodically - This checkbox, if checked, will require the user
to change the password at the TermSecure menu on the schedule set by the User must change
password every X days field.

e User must change password every X days - This field sets the time period between the
scheduled password changes caused by the Force User to change password periodically
checkbox.

The OK button closes the window with any changes. The Cancel button closes the window without
changes.

Group:

e The Change Group button opens the Choose User Group window that allows a User to be
placed in an existing TermSecure Users Group.

o "

Choose User Group

[l
=) Users 0k |
| G |

- East
: Dielaware Cancel
- Maryland
e Mewark
El Marth
. - Michigan
. Ohia
_ L Wiscansin
El Sauth
- Flarida
i e Georgia
- west
- flizona
- California
- Mevada

Choose User Group

If TermSecure User Groups have been created, the Choose User Group window will display the
TermSecure User Group branch of the ThinManager tree.

e To add the TermSecure User to a TermSecure Users Group, highlight the desired TermSecure
Users Group and select the OK button.

e To change the TermSecure User to a different TermSecure Users Group, highlight the desired
TermSecure Users Group and select the OK button.

e Toremove the TermSecure User from all TermSecure Users Groups, highlight the top-level
Users branch and select the OK button.

The OK button closes the window with any changes. The Cancel button closes the window without
changes.

Copy Settings:
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e The Copy Settings from another User checkbox, if selected, activates the Copy From button
that allows the configuration of an existing TermSecure User to be applied to the current
TermSecure User.

e The Copy From button opens the Select User window that allows the selection of the desired
TermSecure User configuration.

|
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Select User

[
Bl Ll_sers 0k |
_ Cored |
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- Marth Cancel
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Ohio

- West

Select User Window

The Select User window will show a tree with the existing TermSecure User Groups and the TermSecure
Users.

Highlight the TermSecure User whose configuration you want to copy and select the OK button. The OK
button closes the window with any changes. The Cancel button closes the window without changes.
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26.6.1.2 Card / Badge Information

The next page of the TermSecure User Configuration Wizard is the Card/Badge Information page.

¥=d |ermSecure User Lontiguration Wizard @
Card / Badge Information m‘
Enter card/badoe information i user has one. }
()
[ This userwill use a card, badge, or ather device to login
Card / Badge Infomation
Criter Card/Dadge |D number
r
< Back MNexd Finish Cancel Help

Card / Badge Information Page

The Card / Badge Information Page enables the use of Identification devices such as USB flash drives,
HID ProxCards, and WaveTrend Radio Frequency IDs (RFIDs) as login devices. This will be covered
later. See Card and Badge Configuration for a TermSecure User for details

Note: Terminals using the USB flash drives, HID ProxCards, and WaveTrend RFIDs, as login devices will
need the appropriate module added. See TermSecure Modules for details.

Select the Next button to continue with the configuration.
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26.6.1.3 Display Client Selection

The next page of the TermSecure User Configuration Wizard is the Display Client Selection page.

-

¥=d |ermSecure User Lontiguration Wizard @

Display Client Selection \ O /
Select "fes" to specify Display Clients for this user. } -

Add Userspecific Display Clients?
* “Yes
" Mo

Answer '"fes" here f you want to select userspecific Display Clients in
addition to the Display Clients that are in the terminal configuration.

Ary userspecic clents will be added to the clients specfied in the terminal
configuration.

< Back MNexd Finish Cancel Help

Display Client Selection

The Display Client Selection page allows Display Clients to be assigned to the TermSecure User. When
the TermSecure User logs onto a terminal, these Display Clients will be available on the terminal for him.

Add User specific Display Clients? - This setting, if set to Yes, will allow the selection of Display Clients
for the TermSecure User that will be added to the terminal when the TermSecure User logs in top the
terminal. This provides the user-specific Display Clients.

This setting, if set to No, will rely on Permissions to grant access to terminal-specific Display Clients.
Select the Next button to continue with the configuration.
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26.6.1.4 Display Client Specification

The next page of the TermSecure User Configuration Wizard is the Display Client Specification
page.

i )

Yad TermSecure User Configuration Wizard @
Dizplay Client Specification G
Select the Display Clients to which this user can connect. ’ ‘
AR
Awvailable Digplay Clients Selected Display Clients
E Sales Deskctop _': Deshtop
P _1
F 9
— e 4
Edit Display Clients
< Back Mext = Finish Cancel Help

Display Client Specification Page

The Display Client Specification page allows Display Clients to be assigned to the TermSecure User if
the Add User specific Display Clients? radio button is set to Yes.

Move a Display Client you want the TermSecure User to use into the Selected Display Clients list by
double-clicking on it in the Available Display Clients list or by highlighting it and clicking the Right
Arrow button.

To add a new Display Client, select the Edit Display Clients button to launch the Display Client Wizard.
See Display Client List for details.

Select the Next button to continue with the configuration.
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26.6.1.5 Windows Login Information

The next page of the TermSecure User Configuration Wizard is the Windows Log In Information
page.

-

Yad TermSecure User Configuration Wizard @
Windows Log Im infformation ﬁ"
Enter Windows usemame and password information ’ . ‘

Windows Log In Information

[ Use Terminal Corfiguration Login Information

[ Same as TermSecure Lser usemame/password

|Jsemame

Pasawiard

|
|
Verfy Password |
|

Diomain

< Back Mext = Finish Cancel Help

Windows Login Information

The Windows Log In Information page allows the configuration of how the TermSecure User will log on
to the Windows terminal servers.

There are several Windows login options for the TermSecure User.

1. The TermSecure User can use the terminal’'s username and password to auto-log on to the
terminal server. To do this, check the Use Terminal Configuration Login Information checkbox

2. The TermSecure User can use the TermSecure User username and password to auto-log on to
the terminal server. To do this, check the Same as TermSecure User username/password
checkbox. The TermSecure User username and password must match a Windows User
username and password to get authenticated by Windows.

3. The TermSecure User can use a separate username and password to auto-log on to the terminal
server. To do this, use the fields for the Username, Password, and Domain that are provided.

4. The TermSecure User can be required to manually log onto the terminal servers. To do this,
leave the checkboxes unchecked and the Username, Password, and Domain empty.
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Select the Next button to continue with the configuration.

26.6.1.6 Terminal Interface Options

The next page of the TermSecure User Configuration Wizard is the Terminal Interface Options page.

i )

¥ad TermSecure User Configuration Wizard @
Temminal Interface Options m

Select the group selector and main menu options that will be } ‘
available on the terminal . A

Diigplay Client Selection Options
| Use Terminal Settings

Iv Show Selector on Teminal Selector Options |

[~ Enable Tiling |
[ Screen Edge Display Client Selection

Main Menu Options

Main Menu Options

< Back Mexd Finish Cancel Help

Terminal Interface Options

The Terminal Interface Options page sets the menus and hotkeys for the TermSecure User so a
terminal using MultiSession will need to have a method to switch between sessions.

Group Selector Options allow on-screen switching of sessions.

Use Terminal Settings - This checkbox, when selected, will let the TermSecure User inherit the
properties that were configured for use with the terminal.

Show Group Selector on Terminal - This checkbox, if selected, will display an on-screen drop-
down menu that can be activated by mouse.

Enable Tiling - This checkbox, if selected, allows the sessions to be tiled so that the user can
make a visual selection of the desired selection.

Screen Edge Group Selection - This checkbox, if selected, will activate a feature that will switch
windows if the mouse is moved off screen.

Selector Options - This button, if selected, will launch the Group Selector Options window.

Tiling Options - This button, if selected, will launch the Tile Options window.
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Display Client Selector Options

[ Tile on Selectar activation

==
[ Aute-hide Selackar

Cancel

Group Selector Options Window
The Group Selector Options window has several settings.

e The Auto-hide Group Selector checkbox will hide the Group Selector until the mouse is moved
to that space.

e The Tile on Group Selector checkbox, when selected, will tile the Display Clients when the auto-
hid selector is chosen. This allows the user to select from the available sessions.

Select the OK button to accept changes or the Cancel button to close.

The Tiling Options button will launch the Group Selector Options window that allows configuration of
the on-screen Group Selector bar.

Tile Options @

. T G0
Tile Inactivity Time ﬂ

[ Tile Dizplay Clients at startup

[ Include Main Menu as tile

[~ Til= on right elick [mouss or touchzorasn)

[ Tile Interactive

Tile Options
The Tile Options window has several settings.

e Show Grid — This checkbox, when selected, will show the tiled sessions in a grid with each grid
labeled with the session name as while the session is loading.

e Tile Inactivity Time — This field sets the length of time that the terminal screen will stay focused
on a selected session before reverting back to a tiled state due to inactivity.

o Tile Display Clients at startup — This checkbox, when selected, will show the sessions tiled
when the terminal first connects to its sessions.

e Include Main Menu as tile — This checkbox, when selected, will include a session displaying the
TermSecure Main Menu.

e Tile on Right click (mouse or touchscreen) - This checkbox, when selected, will initiate tiling
when a session is right clicked.

e Tile Interactive — This checkbox, when selected, will allow a user to click into a tiled session and
control it interactively without switching focus to a single session. To focus on a single session
use the Group Selector Dropdown or the tiling hotkey (CTL + T), if enabled.

Select the OK button to accept changes or the Cancel button to close.

The Main Menu Options button will launch the Main Menu Options window that allows configuration of
the TermSecure Main Menu.
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Main Menu Options
[ Usze Teminal Setings

[ Allow reboat / restark

v Show Main Menu on Selector

=
_ Caneel |

Cancel

u,

Main Menu Options Window

The Allow Reboot/Restart checkbox, if selected, will add a Reboot and Restart button to the main menu.

26.6.1.7 Terminal Hotkey Options

The next page of the TermSecure User Configuration Wizard is the Terminal Hotkey Options page.

¥ad TermSecure User Configuration Wizard

Terminal Hotkey Options

Teminal Hotheys
| Usze Terminal Settings

[ Enable Instant Failower Hotleays
I Enable Dizplay Cliert Hothoeys

[+ Enablc Tiling Hotlecy

< Back MNead = Finish

Selecl the hulkeys Lhal will be available on e Leominal .

=

Chanige Hotkews |

Change Hotkey |

Cancel Help

(Sl

Terminal Hotkey Options

Terminal Hotkeys on the Hotkey Configuration page allows the selection of keyboard combinations

that allow switching between sessions.

Use Terminal Settings - This checkbox, when selected, will let the TermSecure User inherit the

properties that were configured for use with the terminal.
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¢ Enable Instant Failover Hotkeys - This checkbox, if selected, allows the hot key switching
between the two active sessions of a Display Client that is using Instant Failover.

o Enable Group Hotkeys - This checkbox, if selected, allows the hot key switching between
different sessions of a terminal using MultiSession.

e Enable Tiling Hotkey — This checkbox, if selected, allows SessionTiling to be activated by a
hotkey combination.

Selecting the Change Hotkeys button when Enable Instant Failover Hotkeys is selected will allow the
hotkeys to be changed from the default.

Selzct Hotkeys .

|nztant Failawer Hotkey 0K, |
* Conlrol Key F = Cance

" Al Key

-

Select Instant Failover Hotkeys

The default hotkey for Instant Failover switching is set to Control+F9. This can be changed by selecting
the Alt Key radio button or using the drop-down to select another function key.

Selecting the Change Hotkeys button when Enable Group Hotkeys is selected will allow the
MultiSession switching hotkeys to be changed from the default.
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Selzct Hotkeys

Mext Jizplay Client Heotlkey Y

dif

{* Caniral Key Page Jowr - Cance

Al Eey

Presaous Dizplay Cliert Hatkey

&+ Conhol Kep |F‘age Jp =

" Al Key

Select MultiSession Switching Hotkeys

The default hotkey for MultiSession switching is set to Control+Page Up and Control+Page Down. This
can be changed by selecting the Alt Key radio button or using the drop-down to select another hot key.

Selecting the Change Hotkeys button when Enable Tiling Hotkeys is selected will allow the hotkeys to
be changed from the default.

Selzct Hotkeys o

Tile Fotkey oK. |
{* Caniral Key i - Cancel

Al Eey

-

Select SessionTiling Hotkeys

The default hotkey for SessionTiling activation is set to Control+t. This can be changed by selecting the
Alt Key radio button or using the drop-down to select another hot key.

Select the OK button to continue or the Cancel button to close without accepting changes.
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26.6.1.8 User Options

The final page of the TermSecure User Configuration Wizard is the User Options page.

.

¥ad TermSecure User Configuration Wizard CX
Uszer Options =
Select options for this user. ’ ‘
()

Log In / Log Out Options

Inactivity Timeout 1.20 geconds

Reset Sessions at Logout [
Activate User Group at Log In |

Uacr Schedule

[ Set Schedule

Teminal Efects
[v Enable Teminal Efects

shadowing

Alow terminal to be shadowed YES -

[v Allow Interactive Shadow

< Back | Finish | Cancel | Help

User Options

Log In / Log Out Options

e Inactivity Timeout - TermSecure will log a TermSecure Users off the terminal after this much
inactive time has passed.

e Reset Sessions at Logout - This checkbox, if selected, will logoff a session when the
TermSecure User logs off.

e Activate User Group at Log In - This checkbox, if selected, will display the TermSecure User’s
first Display Client when the user logs in to the terminal.

User Schedule
e Set Schedule -

Selecting the Schedule button on the User Options page will launch the Event Schedule window and
allow a schedule to be created for terminal events.

See Terminal Schedule for details.

Terminal Effects
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¢ Enable Terminal Effects - This allows the use of Terminal Effects. This currently includes sliding
Windows and message rollups.

Shadowing

e Allow terminal to be shadowed - This drop-down box allows the configuration of Shadowing
Options.

(0]

(0]

(0]

No - Prevents the TermSecure Users from being shadowed.

Ask - Will display a message window that will prompt for a positive response before the
shadowing is allowed.

Warn - Will display a message window alerting the terminal that it is to be shadowed, but
doesn’t require a positive response before the shadowing is allowed.

Yes - Allows shadowing to occur without warning or recipient input.

e Allow Interactive Shadow - This checkbox, if selected, will allow members with Interactive
Shadow privileges to shadow this TermSecure User.

Shadowing is initiated from the Shadow tab on the Details pane of the ThinManager program.
Unselecting this will prevent shadowing from within ThinManager.

Select Finish to finish the configuration.
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26.7 TermSecure Users Group Configuration Wizard

TermSecure Users can be organized into TermSecure User Groups, just as Terminals can be organized
into Terminal Groups. Each setting of the TermSecure Group has a Group Setting checkbox. If this box is
selected then that setting will be applied to each member of the TermSecure Group.

The TermSecure Users Group Configuration Wizard can be launched by right clicking on the
TermSecure Users branch of the tree and selecting Add TermSecure User Group.
26.7.1.1 TermSecure User Group Information

The first page of the TermSecure Group Configuration Wizard is the TermSecure User Group
Information page.

¥ad TermSecure User Configuration Wizard @

-

TermSecure User Group Information m‘
Enterthe TermSecure User Group name. }
4

Group Name

User Mame [

Password |

Verify Password |

Password Options | Group Setting [

Group

Change Group

Permissions Group Setting [

Flease enter a name

| | | Cancel | Help

ThinManager User Group Information

The TermSecure User Group Information has fields for the group name and membership.
e User Name - This field names the TermSecure User Group.
Group Setting - This checkbox, if selected, applies this configuration to all members of the group.
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The rest of the TermSecure Group Configuration continues as the TermSecure User Configuration, with

the addition of the Group Setting checkboxes.

Term3ecure User Configuration Wizard

U=ser Group Options
Select options for users in this group

Log In / Log Out Options

Inactivily Timewul 120
Reset Sessions at Logout [
Activate User Group at Log In v

IUser Schedule
[+ Sel Scheduls

Teminal Fects

[v Enable Teminal Efects

Shadowing
Alow terminal to be shadowed

[+ Mlow Intcractive Shadow

TES

< Back

| Hrish |

Lchodule

=
Group Selling

seounids v
v
v
Group Sciting [
Group Setting [
Group Setting [

Lancel | Help

-

TermSecure Group Configuration Wizard

Group Settings that are selected will be grayed out for members of the group. Group Settings that
aren't selected will be available for configuration on the individual TermSecure User configuration page.
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TermS5ecure User Configuration Wizard E

User Options
‘@'

Select options for this user.
)

—Log In # Log Out Options
Inactivity Timeout L seconds
Fezet Sezzionz at Logout |
Activate User Group at Log In 7
— User Schedule
¥ SetSchedule Schadule |
— Teminal Effects
[V Enable Teminal Efects
— Shadowing
Allow terminal to be shadowed YES -
v Alow Interactive Shadow

< Back Hews | [ Fush | canedl | Heb

TermSecure Group Member

Select Finish to complete the configuration.
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26.8 Adding a TermSecure User to the TermSecure
User Group

To add a TermSecure User to a TermSecure User Group, create a new TermSecure User by right
clicking on the TermSecure Users branch in the ThinManager tree and select the Add TermSecure

User option ord

ouble click on an existing user to launch the wizard.

I

¥ad TermSecure User Configuration Wizard @
TermSamre Llzer Information “
Erter TermSecure usemame, password and pemission information. ’ = ‘

TemSecure User Information

User Name klohn]

Password |
Verfy Password |

Password Options |

Gioup

Eazet™Delawars Changc anup

Copy Settings
[ Copy Settings trom another User

Permissions

Mend > Finizh | Canicel Heln

-

Select the Chan

TermSecure User Information Page

ge Group button. This will launch the Choose User Group window.
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o~

Choose User Group

=1 Users

=- East

o e Delaware
- Maryland

L Mewrork

= Harth

- Michigan
- Ohin

e Wisconsin

E--Suuth

- e Carolinas

- Flanda

R Georgia
= west

- Anizona
- California
- Mevada

Camcel

[
ok |
_ Cored |

Choose User Group Window

Highlight your TermSecure Users Group and select OK. This will accept the changes and close the

window.
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TermS5ecure User Configuration Wizard

TermSecure User Information w
Enter TermSecure usemame, password and pemission information. ’

— TermSecure User Information

IUser Name IJuhn

Password I

Verify Password |

Password Options |

—Group

ISu:uuth"-.GE:Drgia Change Group I
—Ciopy Settings

I~ Copy Settings from ancther User Copy Fram I

Pemissions |

cBack | Nets | FAmsh | Cancel Help

TermSecure User Information Page

The TermSecure User Group will now be displayed in the Group field.

Select Next to continue.

492 e Permissions ACP ThinManager 6.0



i al

¥ad TermSecure User Configuration Wizard @
Card / Badge Information G
Enter card/badge information if user has ane. }
)
[ This user wil use a card, badge, or other device to log in
Card / Badge Information
Enter Card/Badge 1D number
-
< Back MNexd Finish Cancel Help

Card/Badge Information

The Card/Badge Information options are available because these are individual settings, not group
settings.

Select Next to continue.
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¥ad TermSecure User Configuration Wizard @

Display Client Specification \ O /
}.

Select the Display Clients to which this user can connect.

Available Display Clients Selected Display Clients

E Sales Deslcop ; Desktop
P _1
?Calculaﬁ:r 1

Edit Display Clients

< Back MNexd Finish Cancel Help

Display Client Specification

Each of the settings that have the Group Setting checkbox selected in the TermSecure User Group
wizard will be grayed out because the Group Setting enforces the configuration of each chosen
parameter.

Select the Finish button to accept the configuration.
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26.9 TermSecure Login

To log in a TermSecure User on a terminal, go to a terminal that has the Enable TermSecure checkbox

selected on the Terminal Server Specification page.

Type the default CTL+m or other designated hotkey at the keyboard or select from group selector

The Main Menu will be displayed on the terminal.

MAAIN MEU

Log In | About | - Cancel |

TermSecure Main Menu

The About button to see details about the terminal.

About

Terminal Mame = Terminall
TermZecure Llser Mame = Mone
IP Address =192 168.3.101
Firmware Yersion =+3..00.01

About Menu

Select OK to close the About window.

Select the Log In button to login.

TermSecure Log On

Enter User Name

Cancel | :

TermSecure Log On Screen

Enter your TermSecure User user name in the Enter User Name field.
Select OK.
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Enter the password in the field.

TermSecure Log On

Enter Password:

Password Screen

Select the OK button. If the user name and password are correct, ThinManager will allow the login.

For Help, press F1

Edit Manage Install Tools View RemoteView Help
s0e
EIW Labal Configuration | Modules | Schedule | Properties | Event Log | Shadow |L[L|
EllE! Terminale -
F Altribte Y alue -
@ Groupl B
Q Deski? T erminal Identification
@ Floor03 (Adam) T emiitial Mame Flazr? =
IIl . TMCO6 T erminal Description Terminal at boiler room on Produc
,l%l, MultiMonitor
5, pxeos
!% WinThMCDS t anufacturer Arizta
B Displey Servers Modsl Murnber EE24-ACP
EH{E’ ViCenter Servers Video Contraller 53 Savaged
|:| Display Clients TouchScreen Twpe
Elﬁ TermSecure Users
------ Adam (Floor03) Login Uzernanme admina
o n Bob Lagin Domain
Firmware Package rmodeldefault
Replaceabls YES -

ThinManager With TermSecure Log On

Once a TermSecure User is logged into a terminal, ThinManager will display the TermSecure User’s
name after the terminal name in the tree.

ThinManager will add the name of the terminal after the TermSecure User name in the tree.

Right-clicking on a terminal and selecting Go to TermSecure User will move the focus to the
TermSecure user that is logged into the terminal.

Right-clicking on a TermSecure user and selecting Go to Terminal will move the focus to the terminal
that the TermSecure user is logged into.
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26.9.1 Logging Out

The TermSecure User can be logged out by:

e Opening the TermSecure Main Menu (type CTL+m) on the terminal and selecting the Log Off
button.

e Right clicking on the TermSecure User in the ThinManager tree and selecting Logoff User.

e Restarting or Rebooting the terminal that has a TermSecure User logged in.

MATN MEMIL

Switch User

Main Menu

The Switch User button will log off the TermSecure User and open the Login screen for another
TermSecure User. The Log Off button will log of the TermSecure User and return to the terminal’s
display.

26.10 TermSecure Menu

The TermSecure Menu that is displayed on a terminal that allows TermSecure Users to manually log on
to a terminal is configurable for use with TermSecure. This menu is generated from the terminal and not
the terminal server session.

MAAIN MAEU

Basic TermSecure Menu

The TermSecure Menu can be configured by a number of settings in the Terminal Configuration Wizard
and TermSecure User Wizard.

The Main Menu is activated on the Terminal Interface Options page of the Terminal Configuration
Wizard and/or TermSecure User Configuration Wizard.
26.10.1.1 Main Menu Configuration - Terminal Configuration Wizard

Open the Terminal Configuration Wizard by double clicking on the desired terminal in the ThinManager
tree. Terminals using Display Clients will display the Terminal Interface Options page. This page will
display Main Menu options when TermSecure is enabled for the terminal.
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¥=3 Terminal Configuration Wizard

Terminal Interface Options

Select the display client selector and main menu options that will be
available on the teminal .

Diigplay Client Selection Options

Iv Show Selector on Teminal Selector Optiona

[~ Enable Tiling

[ Screen Edge Display Client Selection

Main Menu Options

Main Menu Options

< Back Mexd Finish Cancel

Help

Terminal Interface Options Page

A terminal using MultiSession will need to have a method to switch between sessions. This is configured
on the Terminal Interface Options page. For terminals using TermSecure, additional Main Menu options
are available, as shown. See Terminal Interface Options for a terminal for a comparison.

Group Selector Options allow on-screen switching of sessions.

e Show Selector on Terminal - This checkbox, if selected, will display an on-screen drop-down
menu that can be activated by mouse.

Analytics
Analytics
Reports

Tile
Main Menu

On-Screen Group Selector

e Screen Edge Display Client Selection - This checkbox, if selected, will activate a feature that
will switch windows if the mouse is moved off screen.
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o Selector Options button will launch the Group Selector Options window that allows
configuration of the on-screen Group Selector.

Display Client Selector Options @

v Aoto-hide Selector

[~ Tile on Selectar activation

Selector Menu Size Marmal j

Group Selector Options Window

The Auto-hide Group Selector checkbox, if selected, will hide the Group Selector until the
mouse is move to that space.

The Tile on Group Selector activation checkbox, when selected, will tile the Display Clients
when the auto-hid selector is chosen. This allows the user to select from the available sessions.

The Group Selector Menu Size drop-down box allows the setting of the size of the Group
Selector font.

Main Menu Options allow on-screen switching of sessions.

e The Main Menu Options button will launch a window for Main Menu settings.

-

Main Menu Options

[ Allow reboat / restark

=
Cancel |

v Shows bMain Menu on Selectar

v Shows Vittual Keyboard

Main Menu Options
The Main Menu Options window has several settings.

e Allow reboot/restart — This checkbox, if selected, will add a Reboot and a Restart button on the
main TermSecure login window.

e Show Main Menu on Group Selector - This checkbox, if selected, will display the TermSecure
Main Menu as an option on the Group Selector drop-down.

e Show Virtual Keyboard — This checkbox, if selected, will prompt the display of a virtual keyboard
for TermSecure logins. This is helpful for thin clients with touch screens.

The Allow reboot/restart checkbox, if selected, will add a Shut Down button to the TermSecure Main
Menu. The Shut Down button leads to a menu with a Restart and Reboot button.

AL M MAER

Switch User Log Off Shut Down | About | ECanceI |
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Main Menu with Shut Down Button

Once the user logs out, a Shut Down button will appear on the Main Menu. Selecting the Shut Down

button will launch the Shut Down Menu.

Restart | Rehoaot |

Shut Down

The Shut Down window has two buttons.

Shut Down Menu

e Restart, when selected, will log off the TermSecure User, reload the configuration and load any changes.

e Reboot, when selected, will log off the TermSecure User, power off the terminal and reload firmware and

configuration.

1 2 3 4 ] g 7 8 g i !
Tab q | w | & ¢ t ¥ u i Diesl
a 5 d f g h i k Return

Shift x S c W b n i

Temirere Log On
Enter Lser Mame

ar
“icon Yo Sadge

Terminal Virtual Keyboard

If the Show Virtual Keyboard checkbox is selected a virtual keyboard will be displayed on the terminal.

This is helpful for touch screen users.

Select OK to save setting or Cancel to cl

ose without saving.
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26.10.1.2 Main Menu Hotkey - Terminal Configuration Wizard

The Hotkey Configuration page has an additional TermSecure setting when the Enable TermSecure
checkbox is checked on the Terminal Server Specification page.

¥ad Terminal Configuration Wizard @
Hotkey Configuration G
Configure the hotkeys to apply to this terminal ’ . ‘

Teminal Hotkeys

- |
¥ Enable Display Client Hotkeys Change Hotkeys |
W Enable Tiing Hotley Change Hotkey |
I¥ Enable Main Menu Hotkey Change Hotkey |
< Back Neat > Finish Cancel Help

Hotkey Configuration — TermSecure Enabled

The Enable Main Menu Hotkey checkbox, when selected, will allow the TermSecure Main Menu to be
launched with a hotkey combination. The Change Hotkey button allows the default CTL+m combination
to be changed.
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Selzct Hotkeys

5
Switch Uszer Hot<ey Ok |

{* Caniral Key i - Cance

Al Eey

Select HotKeys Window for Main Menu

The default hotkey for the Main Menu is set to Control+m. This can be changed by selecting the Alt Key
radio button or using the drop-down to select another hot key.

Select the OK button to continue or the Cancel button to close without accepting changes.

MAAIN MEU

Log In | About | Cancel|

Main Menu

The Main Menu can be launched with the Ctrl+ m hotkey if the Enable Main Menu Hotkey checkbox is
selected.
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26.11 Card and Badge Configuration for a
TermSecure User

TermSecure allows the use of USB drives and RFID cards as login devices at terminals. This is
configured on the Card/Badge Information page of the TermSecure User Configuration Wizard. The
TermSecure Users Configuration Wizard can be launched by double clicking on a TermSecure User in
the ThinManager tree or by right clicking on the TermSecure Users branch of the tree and selecting Add
TermSecure User.

¥=i TermSecure User Configuration Wizard @
Card / Badge Inf ormation m
Erter card badge information f user has one. } :‘
)

¥ This user will use a card, badge, or other device to login

Card / Badge Information

Enter Card/Badge |0 number

a:mm

[ Abways Prompt for Password

< Back Mext Fimish Cancel Help

Card / Badge Information Page

e This user will use a card, badge, or other device to log in - This checkbox, if selected,
enables the use of a USB device, card or badge to login to a terminal.

e Enter Card/Badge ID number - This field is for the unique identification number of the 1D
device. This can be filled manually or automatically. See Automatic Card/Badge ID Number
Entry and Manual Card/Badge ID Number Entry for instructions on the methods.

e Always Prompt for Password - This checkbox, if selected, will require a password in
addition to the ID device to login to a terminal as a TermSecure User.
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26.11.1 Automatic Card/Badge ID Number Entry

ThinManager can be configured to automatically add the Card/Badge ID number. There are a few
conditions that need met to allow this to happen.

The Display “Create New User” dialog for unknown users check box on the Options
page must be selected.

The terminal must use Display Clients.

The terminal needs the Enable TermSecure checkbox on the Terminal Specification page
of the Terminal Configuration Wizard.

The USB Drive module, RF Ideas pcProx Module, or Wavetrend Tag Reader Module
need added to the terminal. The USB Drive module needs the Use with TermSecure
parameter set to Yes.

The user needs to scan the card or insert the USB drive to start the TermSecure
Configuration Wizard.

Automatic Card/Badge use starts with the enabling of the Create New User dialog box. This is configured
on the Options window that is opened by selecting View > Options.

i Y

Options @

Gereral Options
Iv Mizplay "Create Mew Teminal dialng for sk nowen berminals

v Dizplay "Create Mew User'' dislog for unknown users.

[con Options

[ binimize to the Systemn Tra.

Licenze Options

Warn if license will expire within -~ {10 dap(=].

A value af 0 disables wearming.

Cancel

Options Window

The Display “Create New User” dialog for unknown users check box, if selected, will launch the
TermSecure User Configuration Wizard on the ThinManager Server when an unknown ID device (USB
key or ID card) is read by a terminal. Once this checkbox is selected, scanning a new ID card or inserting
an undefined USB key will launch the TermSecure User Configuration Wizard with the Enter
Card/Badge ID number automatically filled in.
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¥ad TermSecure User Configuration Wizard @

TermSecure User Replacement ﬂ'
Assign this card number to an exdsting user or create a new user } -

Mew Card Number : 18330175

Click "Assign Card Mumber to Existing User" to replace the card number of
an existing user. To create a new user click " MNexd".

Assign Card Mumberto Edsting User

TermSecure Userto replace:

< Back MNexd Finish Cancel Help

TermSecure User Configuration — TermSecure User Replacement

When a new card is scanned or a new USB key is inserted into a USB slot on the terminal the
TermSecure User Configuration is launched with an option to assign the card to an existing user.

Selecting Next will open the TermSecure User Configuration Wizard and allow a new TermSecure user to
be configured.

Selecting Assign Card Number to Existing User will launch the Select TermSecure User to replace
window to assign the card/badge number to an existing TermSecure User account.
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Select TermSecure User to replace

| 23 |
= Uzers Ok
_ Conedl |

El East

= Delaware Careel

e Mewark
- Morth
- South
- west

Select TermSecure User To Replace Window

Highlight the desired TermSecure user and select OK. The wizard will display the TermSecure User
Information page with the selected user entered.
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¥ad TermSecure User Configuration Wizard

TermSecure User Information

TemSecure User Information

Enter TermSecure usemame, password and pemission information. }

User Name Lohn]

Password |

Verify Password |

Password Options |

Group

Copy Settings

Pemissions

MNexd Finish | Cancel

|East"-.DeIa'f'\'are: Change Group
[ Copy Settings from another User

=

\O/
-

Help

-

TermSecure User Information Page

If a TermSecure user was selected for the badge, the user will be displayed in the User Name field of the

TermSecure User Information page.

Selecting Next will continue with the configuration and show the Card/Badge Information page.
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¥ad TermSecure User Configuration Wizard @

Card / Badge Information G
Enter card/badge information if user has ane. }
)

[v This user wil use a card, badge, or other device to log in

Card / Badge Information

Enter Card/Badge 1D number

18330175

[ Aways Prompt for Password

< Back MNexd Finish Cancel Help

Card/Badge Information Page

The card, badge, or USB drive number will be entered in the Enter Card/Badge ID number field.

Select Back to change the configuration, select Next to continue, select Finish to accept the changes, or
select Cancel to cancel changes.
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26.11.2 Manual Card/Badge ID Number Entry

Although the easiest method for assigning a card or badge is automatic as described in the Automatic
Card/Badge ID Number Entry section, ThinManager can be configured for manual entry

If the Display “Create New User” dialog for unknown users check box on the Options window is
unselected, the Enter Card/Badge ID number field will need to be entered manually. The Card/Badge ID
number is accessible in the event log. To configure a terminal to allow a device one needs to:

e Turn the Event Log on

e Have the appropriate hardware on the terminal, either a USB port or a ProxCard reader.
e Add the appropriate module.

e Use the device once to have the device’s identifier entered to the event log.

e Openthe TermSecure User Configuration Wizard and enter the ID number to tie the
TermSecure User to the device.

e Login with the ID device.
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26.11.2.1 Event Log
The Event Log is configured in the ThinManager Server Configuration Wizard.

Open the ThinManager Server Configuration Wizard by double clicking on the ThinManager Server
icon in the tree, or highlighting it and selecting Edit > Modify from the menu.

Navigate to the Historical Logging page.

i )

¥ad ThinMa nager Server Configuration Wizard @

Historical Logging g

Select the items to log and how long to maint ain the logged
information.

Historical Data
Maintain Historical Log for 1 days

Clear History

Evert Log
Maintain Event Log for 7 days
Choose ewents to log
Iv Teminal Server Events
Iv Teminal Events
[v Teminal Corfiguration changes

[v TemSecure User Corfiguration changes

Clear Event Log |

< Back | Mext = Finish Cancel | Help |

Historical Logging Page

All events may be selected to be logged, but the Terminal Events checkbox is critical to the TermSecure
Device detection. Select the Terminal Events checkbox and select the Finish button.
26.11.2.2 USB Device Module

When using the USB drive as a TermSecure identifier, the USB Flash Drive Module needs added to the
terminal.

See USB Flash Drive Module for details.

26.11.2.3 ProxCard Reader Module

A ProxCard Reader works much the same as the USB device, but uses a different module, the RF l|deas
pcProx Module.

See RF Ideas pcProx Module for details.
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26.11.2.4

A WaveTrend Tag Reader works much the same as the USB device, but uses a different module, the
WaveTrend Tag Reader Module.

WaveTrend Tag Reader Module

See Wavetrend Tag Reader for details.

26.11.2.5 Device ldentifier Number
Next the ID device needs to be scanned or inserted to help find the ID number.
Insert the USB device or scan the ProxCard on the terminal.

A TermSecure message should be displayed.

TermZecure Message

05deadioonot 205000001236 Is Mot a Valid User D

TermSecure Message
The ID device will not work so the terminal will send a message with the ID device’s identifier number.

e Record this number.

This number is also entered in the event log if the Terminal Events were selected in the ThinManager
Server Configuration Wizard.

¢ Open ThinManager.
e Highlight the terminal in the tree and select the Event Log tab.

The ID for the device is entered in the log.

For Help, press F1

&ThinMnnngcrvﬁ.U EI@
Edit Manage Install Tools View RemoteView Help
EIBS{' WIN2008R2 20 Eonfiguration] Modules] Scheduls | Properties  EventLog | Shadow | Report |
= 9 Terminals -
Eﬂ Grounl Ewent Lser Tirne -
= P Login attempt failed for card id 04/ 4
+)- [} Group2 E 5 ession Established on Server ThinS erver3 for Group M. D4/16/12 12:52:59
%ﬂ Group3 Received Configuration fram Thinkd anager Server 10.3.... 0416412 13:52.59
t [l Testing Manitar Connection E stablished 04/16/12 13:52:59
- = Terminall Terminal successfully authorized to boat 0441612 135253
[ a Display Servers Manitor Connection Lost. Connection timed out 04/16/12 13:52:50
[ [5) ViCenter Servers Terminal Configuration Changed Adrministrator 04/16/12 12:52:46
E||:| Display Clients Restart Terminal Administrator 0441612135245
g Termi - Sesgzion Established on Server ThinServer3 for Group M. 04161213620
erminal Serviczs - ; ; )
5 Carmers Received Configuration from ThinM anager Server 10.3.... 0441612135200
] Fonitor Connection E stablished 04,/16/12 12:52:00
: @ TermmaI.Shadow Teminal successfully authonzed to boot 04/416/1212:51:58
- gl Workstation Maritor Connection Last 04/16/12 13:51.55
(= ﬁ TermSecure Users - Restart Terminal Administratar 04/416/12 12:51:55

ThinManager Event Log
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Next the ID number needs to be associated with the TermSecure User.

e Openthe TermSecure User Configuration Wizard for the user you want to have use that ID
device.

e Navigate to the Card / Badge Information page.

i )

¥ad TermSecure User Configuration Wizard @

TermSecure User Replacement m‘
Assign this card number to an existing user or create a new user } = ‘

Mew Card Number : 18330175

Click "Assign Card Number to Existing User" to replace the card number of
an existing user. To create a new user click " MNexd".

Assign Card Mumberto Existing User

TermSecure Userto replace:

< Back MNext > Finish Cancel Help

Card / Badge Information Page

e Selectthe This user will use a card, badge, or other device to log in checkbox.
e Enter the ID Identifier from the earlier steps into the Enter Card/Badge ID number field.
o Select the Always Prompt for Password, if desired.

Now the Terminal is configured, the ID device is identified, and the TermSecure User is configured to use
the device.

e Insert the USB device into the USB port on the thin client or scan the ProxCard on the card
scanner.

The USB device will log the TermSecure User into the terminal server.
¢ Open ThinManager.
e Highlight the ThinManager Server and select the Event Log tab.
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e ThinManager vb.0

Edit Manage Install Tools View RemoteView Help

o[- ]

=g/ WIN2008R2
[—]ll__!__l Terminals
&ﬂ Groupl

éﬁ Testing
& Terminall (John)
H- ﬁ Display Servers
H- |ﬂ VCenter Servers
|:—:||§| Display Clients
g Terminal Serviczs

@ Terminal Shadow
E Workstation

4 m

For Help, press F1

-~

m

'Eonfiguration] Modules] Scheduls | Properties  EventLog | Shadow | Report |

Fwent | | [zer | Time: -
User Sesszion Established on Server ThinServerd for Gro... 0446121325728
Uszer John lngged in 0411612125728
Login attempt failed for card id 18330175 04416412 13:67.05
Login atternpt failed for card id 18330175 0416412125344
Sezzion Established on Server ThinServer3 for Group M. 0441612136259
Received Configuration from Think anager Server 1003, 0416412 12:52:549
anitor Connection E stablizhed 0446121325259
Terminal successfully autharized to boaot 0416412 12:52:53
Fanitor Connection Last. Connection timed out 0446121325250
Terminal Configuration Changed Adrinistratar 0416412 12:52:46
Restart Teminal Administratar 0446121325245
Session E stablished an Server ThinServer3 for Group M. 041642138201
Received Configuration from Thintd anager Server 10.3.... 04416412 135200
Manitar Connection E stablizhed 04416/12 12:52:.00 kT4

Event Log

The Event Log will show the results of the successful login. The terminal will have the TermSecure User
added to its icon in the tree, while the TermSecure User icon will show the name of the terminal that it is

logged into.
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