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1.

IFIXx and Terminal Services

Introduction

iFix is a SCADA (System Control and Data Acquisition) software. It was developed by
Intellution and is now part of the GE Fanuc Proficy series of industrial software.

This tech note is a simplified deployment guide for ThinManager users. Although it
was prepared with the help of iFix users and specialists, it is a mere aid and not the
definitive source for information. Please refer to official iFix documentation for
questions and details.

A special thanks goes to Scott Crider of Advantage Industrial Automation.

1.1. Topics

Network Configuration

Deployment Choices

Microsoft Pre-planning

iFix Installation

iFix Licensing

iFix System Configuration

Profile Manager

Launching from within ThinManager

Additional Microsoft Configurations

Network Configuration

IFix is designed to pull data out of PLCs and factory-level sensors, present the data
in a form usable by humans, and save the data for further usage. iFix is designed to
function with a “two-box” system.

The first box is a SCADA (Systems Control And Data Acquisition) computer.
This is a PC that gathers the 1/0 and data from the PLCs and machinery and
runs the iFix database. This computer provides the data and values to the
system.

The second box is a View Node. This is a computer that pulls the data from
the SCADA node and displays it on screens for the operator.

In a terminal services environment the terminal server acts as the View node. Each
client that connects to a terminal server will start a session and launch a view node
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within the session. The sessions on the terminal server run the operator screens
populated with data from the SCADA node.

iFix Thin Client Network

Data Acquisition Thin Client Visualization
Temminal S erver ThinManager Ready
Applications for Thin Clients

D perator Screens

Data from: SCADA Node =
DC5 e

g == .

ThinManager -

can be installed anywhere Terminal Server -~
like onthe SCADA node Second terminal —
or termingl Servers server for failover
AL P E2007T

Sample iFix Network with Thin Clients

In a ThinManager system dual terminal servers can be setup to provide redundancy
and failover. This allows the operator screens to keep running with current data if a

terminal server fails.

Details about failover can be found on our Failover Tech Note at
http://www.thinmanager.com/TechNotes/Failover/Failover _main.shtml .

e
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3. Deployment Choices

How iFix will be deployed and used influences how iFix is configured.

e Generic Deployment Model— All users use a common SCU file to launch a
commonly configured application.

e Specialized Deployment Model — Each user runs a unique environment and
each user requires a specially configured SCU file.

This article will assume a generic deployment but will point out where changes need
to be made to deploy a specialized configuration.

The generic deployment can be designed to launch a Main Menu with navigational
buttons to allow the user to select the needed screens or the welcome screen can
have scripts added that launch the desired screens based on the node name of the
client.

Consult your iFix documentation for details.

e
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4. Microsoft Pre-planning

There are a few configuration changes that iFix may require on the Microsoft
operating system, especially if legacy applications are needed to be upgraded to run
on the new system. Consult your iFix documentation for details.

4.1. Relaxed Security

IFix requires the Relaxed Security setting. This can be applied by opening the
Terminal Services Configuration console by selecting Start>= Programs=>
Administrative Tools> Terminal Services Configuration. Select the Server
Setting folder and change the Permission Compatibility setting to Relaxed
Security.

tscc - [Terminal Services Configuration'Seryver Settings]

Eile  Action Mew Help

= 2o B @

,, Terminal Services Configuration Settings | Attribute |
----- [_3 Connections Delete kemnporary Folders on exik Yes
-3 Server Settings 28] Use temporary Folders per session Yes
Licensing Per Device
.ﬁ.ctive Desktop Disable

{Permission Compatibility Relaxed Securiky
Restrict each user bo one session Mo
License server discovery mode Aukomatic

Terminal Services Configuration — Server Settings

See
http://www.thinmanager.com/TechNotes/Microsoft/WindowsTips_main.shtml#open
for details.
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4.2. Disable DEP ( Data Execution and Prevention

The DEP may need to be disabled for the terminal server to recognize USB license
keys. The iFix documentation says:

“iFIX Does Not Start After Install Due to DEP Access Restriction
(Proficy HMI/SCADA - iFIX Release Notes VERSION 4.0)

“When you start iKeyDiag or iFIX 4.0 for the the first time, an access violation
may occur. You will not be able to start iFIX. This can occur due to hardware
enforced DEP (Data Execution Protection) settings within Windows Server 2003
SP1 or Window XP SP2. To remedy this issue, you can selectively add the iFIX
program to the DEP exception list or shut down the feature. iFIX will then run
normally. For more information, refer to "DEP Support Statement For GE
Fanuc Products Using Proficy Common Licensing™ article on the GlobalCare site
for more information:
http://globalcare.gefanuc.com/kc/kb/glbCarekbinfo.asp?0objid=1553203&id=2
68450132 ”

- iFix Documentation

Right Click on the My Computer Icon and choose Properties. Select the Advanced
tab, then the Settings button in the Startup and Recovery section. Select the
(manual) Edit button on the Startup and Recovery Properties Window.

Set the bootloader information to:
[boot loader]
timeout=30
default=multi(0)disk(0)rdisk(0O)partition(1L)\WINNT
[operating systems]

multi(0)disk(0O)rdisk(0)partition(1)\WINNT="Windows Server 2003, Standard"
/fastdetect /NoExecute=alwaysoff

4.3. Application Compatibility Script

The following information is from the iFix e-books under Installing and Configuring
iFIX with Windows Terminal Server. Also as a separate Document, it can be found at

C:\Program Files\GE Fanuc\ProficyDoc\1033\iFIX\TM.CHM

Before you begin installing and configuring iFIX on a Terminal Server, it is
recommended that you complete the following Windows administrative tasks:

e Run chkroot.cmmd from the C:\Windows\Application Compatibility Script folder.
This creates the RootDrv2.cmd file.

e In Notepad or another text editor, open the RootDrv2.cmd file from the
C:\Windows\Application Compatibility Script folder. At the end of the file, on
the Set RootDrive= line, add a driver letter. For example: Set RootDrive=W:

e Save the RootDrv2.cmd file.

e Run the RootDrv2.cmd file.
Verify that your Terminal Server is set up and functioning.
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5. IFix Installation

The iFix software, like all software, should be installed on a terminal server in the
Install Mode. Do this by selecting Start > Settings > Control Panel >
Add/Remove Programs > Add New Programs and follow the installation wizard.

Proficy HMI/SCADA - iFIX 4.0 E |

i Terminal Servetices is enable on this machinge. Please verify that this install program was started using the
Add/Remove programs control panel contral,

Terminal Services Installation Warning

A warning will be displayed if you try to install on a terminal server without using the
Add/Remove Programs function.

Proficy HMI/SCADA - iFIX 4.0 |

Setup Type -

Select the setup type ta ingtall.

Fleaze select a setup type.

O ?I_:Dmplete

All program features will be inztalled. [Requires the most digk zpace. ]

" Cuztam

Select which program features vou want installed. Recommended for
advanced users.

[Fetall5hield

< Back | Mest » I Cancel

Setup Type Window

During the install a Setup Type window will be displayed.

The Complete selection is the normal choice unless the install is going to run Fix32
graphics using the Fix Desktop.
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Proficy iFIX Configure Wizard |

—Made Mame

M odek anme; IF”><

—Mode Type
" SCaDa * Yiew
— Connectivity
&+ Metworked " Stand Alone

Proficy iFix Configure Wizard

Proficy iFix Configure Wizard allows the terminal to be configured as a View Node.
It also will be Networked, as shown in the picture.

The SCADA radio button will be selected when installing the SCADA node of the
system.

The NodeName can be left as the default.

Remote SCADA Mode List |

Enter a remate
SCA0E node name: ||

Lizt of remate SCADS nodes;

&dd

Lelete

k. Skip

Remote SCADA Node List

The Remote SCADA Node List allows the SCADA nodes to be identified. This can
be done now or later in the SCADA section of the Systems Configuration Utility.

5.1. Restart after Installation

Do not do an automatic restart at the end of the installation on a Windows 2003.
Instead let the installation finish and then restart the computer manually. This allows

the completion of the full install.
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6. iFix Licensing

The iFix installation on the terminal server should be licensed before configuration
begins. Consult your iFix documentation for details.

The License Viewer can be launched by selecting Start=Programs > Proficy
Common > License Viewer.

* M4 License Yiewer [ _ =] x|
| showal || save || Print ] i

License Key Diagnostics

Proficy Products

License Key Information
M:t' Customer Service Number :Customer Name 12345678 : ACP
oo
Developer License Serial Mumber 22334455
Key Expiration Thursday, Movember 15, 2007
License Creation Friday, June 15, 2007
&] License kKey Yersion 2
Logic Developer License Type Hardware
FC
as iFIX
View D eveloper License Expiration Ma Expiration
Licensed Yersion 4
Murmmber of Terminal Server Connections 10 I lid

Murrber of Unit Blocks

[w]
=
o
=]
[r=]
-]

Process Database Size
Management

u]
u]
Murnber of Drivers Allowed 8
MNumber of OPC Connections 4

e

Options

[ SCADA Mode with Baseline Blocks Enabled
SCADA SQC Enabled
%I SCADA Batch Enabled
i SCADA Contral Enzbled
Batch Execution Metworking Enabled
Historical Trend Recording Enabled
ODBC Drivers Enabled

,_I_E,_n1 j Recipies Enabled ;|

@& Startl J [Lé} @ J B Command Prompt | ) D\Downloads\iFixpd. .. | ) DuhiFix_Documentation | B 114 License Yiewer | ﬂ ':\fp 10:51 &M

License Viewer

The Proficy License Viewer will display the number of terminal connections that
the license allows along with other details.

_————eee—————e—————— Y
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6.1. Virtual Keyboard

iFIX provides a virtual keyboard that allows you to work in touch-screen
environments or to use a mouse to enter passwords and other data. Install the
virtual keyboard on the terminal server to make it available to each client licensed
for iFIX.

To install the virtual keyboard:

e Double-click the LICENSE.EXE file in the Proficy iFIX directory on your terminal
server. The IMG License Manager dialog box appears.

e Click Install Service to install the virtual keyboard licenses.

e Click Administration Options & Help. The Terminal Server Administration Option
dialog box opens.

e Click Copy Global Settings to All User Folders, then click Yes to confirm.
e Click OK to return to the IMG License Manager dialog box.

e Click Start Service to activate the virtual keyboard for all licensed clients.

e
iFix and Terminal Services Deployment
Page 11



7. iFix System Configuration for

Terminal Services

iFix is configured with the System Configuration Utility (SCU). The SCU tool allows
the selection of startup options and file directories.

In iFix 3.0 and earlier, each terminal server user had to have a separate SCU
(System Configuration Utility) file to allow each user to launch a unique instance of
the program. The System Configuration Utility could be run once, then copied into a
folder for each user. An additional IP address was need per session.

In iFix 4.0, a Profile Manager speeds the configuration process by allowing user
settings to be based on the original configuration.

e If deploying using the Generic Deployment model create one SCU file in the
SCU program and then use the Profile Manager to define the additional nodes.

e If deploying using the Specialized Deployment model create a SCU file for
each node to define to program.

e
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7.1. Launch iFix

The first step to configuration is verifying that iFix was installed properly and will run.

Launch the iFix workspace by selecting Start=Programs > Proficy HMI SCADA —
iFix 4.0 = iFix 4.0. It will launch the Proficy iFix Startup program.

£ Proficy iFIX Startup |
— Proficy iF L

tart Proficy iEl= with these settings:
Maode Mame: |F|:><

SCU File: II::"uF'r-:ngram Filez\GE FanuciProficy iFE<SLOCALYF.S j_l

Dezcription:  Configuration File for Mode Flx

— Sample Syztem

Start the Sample Suztem

Froficy iFl will run using a special zet of files dezigned to demonstrate it's
capabilities.

Fun the System Configuration Ll

Alloves pou to configure the IFl spstem.

Create a shortcut on pour desktop uzing the settingz listed above.

[ Don't show this dialog box again; always stark Proficy iF1:. E it

Proficy iFix Startup Window

Select the icon in the Proficy iFix section to launch the workspace to make sure that
iFix will run.

e
iFix and Terminal Services Deployment
Page 13



¥ Proficy iFIX WorkSpace (Configure) [ (O] x|
File Edit ‘“WorkSpace Object Wiew Inserk Format  Window Help

N E e R NI e R =
Toolbox _______H|

= Toolbox [ x]
=] FIx :

i E Alarm History [% i
1 Application Support File
- Application validator
aﬁ Cross Reference Tool
-] Datshase

D Dacuments

-] Dynama Sets

D FIX Recipes

- Globals

D Help & Information

-] Historical Configuration
F-[_] 1/0 Drivers

u: Mission Control
D Picture Support Files
- Pictures

D Project Toolbar Files
.17 Reports

0 schedules

-0 Security

D Startup Profile
- System Configuration
D Tag Group

Alaiks e IR R

CADToolbar
XA
rE

|
=)

1
[
s

N
M

Sl

HEENEEELE

5 |8le: e | 2|0 |

=D

(=]

=
ke
B

&
=

1 |l |m =]

=
T
o+~
-

i K |G | |

A E R
e & |

&
¥
[
b

B0 |

s
L=

X |

For Help, press FL

Canfigure || PCM Disabled e 7

iFix Workspace

Once you have verified that the iFix workspace will run it can be closed.

Launch the SCU tool by selecting Start=Programs > Proficy HMI SCADA — iFix
4.0 > System Configuration. It will launch the Proficy iFix Startup program.

_————eee—————e—————— Y
iFix and Terminal Services Deployment
Page 14



£ Proficy iFIX Startup |
— Praficy iFl

Sl R Start Praficy I with these settings:
Made Marne: |F|><

SCU File: IE:HPrngram Filez\GE Fanuc\Proficy IFE<ALOCALNF.S j_l

Dezcription:  Configuration File for Mode Flx

— Sample Syztem

Start the Sample Suztem

Froficy iFl will run using a special zet of files dezigned to demonstrate it's
capabilities.

Fun the System Configuration Ll

Alloves pou to configure the IFl spstem.

Create a shortcut on pour desktop uzing the settingz listed above.

[T Don't show this dialog box again; always stark Proficy iF13. E it

Proficy iFix Startup Window
Select the icon in the SCU section to launch the SCU tool.

An iFix System Information window will be launched to allow the path to the SCU
files to be chosen.

iFIX System Information |

Enter the SCU file pou want to configure.

Since "Windaws Terminal Services are enabled an thiz machine, multiple SCU files may
exizt. |f you do nok want to edit an existing SCU file, cancel out of thiz dialog.

SCU Path: |C:SProagram FileshGE FanucProficy iFESLOCALNFL

F, Cancel

iFix System Information

The default path is normally fine. Select the OK button to proceed.

iFix and Terminal Services Deployment
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= SCU - FIX

File Configure

System Configuration Utility

The System Configuration Utility (SCU) allows the components of the project to be
defined.

e
iFix and Terminal Services Deployment
Page 16



7.2. SCADA Configuration

SCADA node configuration is managed by selecting Configure = SCADA... in the
System Configuration Utility (SCU) to launch the SCADA Configuration.

SCADA Configuration |

~SCADA Support

Database Definition

i” Enable * Disahle Database Name: IDATABASE ?

— IO Driver Definition

IJO Driver Name: 7
Configured IJO Drivers
Add
Configure...
Setup...
Delete

- Partner SCADA
SCADA Name: I

0K Cancel | Help

SCADA Configuration

The terminal server is not a SCADA node so the SCADA Support should be disabled
on the terminal server. The other features will be grayed out.

When configuring the SCADA node the SCADA Support is enabled and the database
and 1/0 drivers can be defined.

Select OK to accept the configuration.

_————eee—————e—————— Y
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7.3. Path Configuration

Select Configure = Paths in the System Configuration Utility (SCU) to configure the
file locations.

M Path Configuration |

Path Location of System Software and Data Files

Base: ?
Language: IC:'-.PF[GGFIAM FILESVGE FANUC\PROFICY IFENLS 7

Location of Project Files
Project: IC:'-,F‘F[DGFIAM FILES\GE FANUC\PROFICY IFIX ?
Local: IC:'-,F'F[DGHAM FILESV\GE FANUC\PROFICY IFEALOCAL ?
Database: IC:'-,F‘F[DGFIAM FILES\GE FANUC\PROFICY IFE\PDB ?
Picture: IC:'-.PF[GGFIAM FILESAGE FANUC\PROFICY IFEPIC 7
Application: IC:'-.F'HUGHAM FILESVGE FANUC\PROFICY IFMAPP ?
Historical: IC:'-,F'F[DGHAM FILES\GE FANUC\PROFICY IFE\HTR ?
Historical Data : IC:'-.F‘FIUGFIAM FILES\GE FANUC\PROFICY IFHTRDATA ?
Alarms: IC:'-.PF[GGFIAM FILESAGE FANUC\PROFICY IFE<}ALM ?
Master Recipe: IC:'-.F'HUGHAM FILES\GE FANUC\PROFICY IFEARCM ?
Control Recipe: IC:'-.F'FIUGFIAM FILES\GE FANUC\PROFICY IFEARCC ?
Alarm Areas [AAD]: IC:'-.F‘FIUGFIAM FILES\GE FANUC\PROFICY IFE\PDB ?
Change Base | Change Project Ok Cancel Help

Path Configuration
The defaults are usually fine for the Generic Deployment Model.

If this system will use the Specialized Deployment Model then the Local path will
need to point to where the SCU file will be stored.

e
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7.4. Network Configuration

Select Configure = Network in the System Configuration Utility (SCU) to configure
the network.

Metwork Configuration |

~Network ~Options
" No Network Support [~ Dynamic Connections
" NetBIOS [~ Enforce Trusted Computing
& TCPfIP Metwork Password: IINET‘WDHK
Advanced... |
~Remote Nodes
Hemote Node Name:
Configured Remote Nodes:
Add
Modify
Delete
Configure ...
v Show All Names

Ok | Qancﬂll Help |

Network Configuration

The Network configuration window allows the network and SCADA nodes to be
defined.

Select the TCP/IP radio button for the Network.

The SCADA servers are defined by entering their name in the Remote Node Name
filed and selecting the Add button.

e
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Metwork Configuration |

~ Network —Options
" Mo Network Support [” Dynamic Connections
" NetBIOS ™ Enforce Trusted Computing
« TCPAP Network Password: IINETWDF[K

Advanced... |

~PRemote Nodes
Remote Node Name: ANK 10

Configured Hemote Nodes:

IFI_10
Primary: BROWN

Ea[:kui: SILYER Modify

Delete

Add

Configure ...

[v Show All Names

0K | Qancell Help |

Defined SCADA Nodes

If a SCADA node has a backup SCADA server it can be defined by highlighting the
SCADA node and selecting the Configure button.

e
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= Scu|Metwork Configuration g
File Ct - Metwork Options Help
" Mo Network Support [” Dynamic Connections
" NetBIOS " Enforce Trusted Computing
QR TGTEN  crvote Node Confguration
~Redundancy
¥ Enable Logical Node Names
e Logical Node: TANK_I0 ——
Remote b
Configured Primary Node: |TANK_IDA|
IFIX_10
Primal Backup Node: |TANK_IGE
Backu Ity
TANE 10
Timers ... e
0K Qancell Help |

¥ Show All Names

0K Cancel | Help |

Remote Node Configuration

The Primary and Backup SCADA servers that make up the node can be entered to
form a logical node. Select OK to accept changes.

iFix and Terminal Services Deployment
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Metwork Configuration |

~ Network —Options

" Mo Network Support [” Dynamic Connections

" NetBIOS ™ Enforce Trusted Computing

« TCPAP Network Password: IINETWDF[K
Advanced... |

~PRemote Nodes

Hemote Node Name: FIELD 10
Configured Hemote Nodes:
IFI_10
Primary: BROWN Add
Backup: SILVER .
TANK_IO Modify
Primary: TANK_10A Delete

Backup: TANK 0B
FE!!IE— Configure ...

[v Show All Names

0K | Qancell Help |

Configured Remote Nodes

When all the SCADA nodes used by the View nodes are defined select OK to accept
the changes.

Save the SCU file by selecting File > Save or using CTL+S.

Note: Saving the SCU file is important.
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<

8. Profile Manager

Once a SCU file is created and saved it can be applied to many nodes with the Profile
Manager.

Note: The Windows user accounts must be created before configuring users in the Profile
Manager.

iFix must be running to launch Profile Mananger. Select Start>=Programs > Proficy
HMI SCADA — iFix 4.0 = iFix 4.0 to launch the Proficy iFix workspace.

¥ Proficy iFIX WorkSpace {Configure) HEE
File Edt “WorkSpace Object Wiew Insert Format Window Help l_

ErEEEEE RN R EEEREE B PETETE]
e Brontiedt ot s ot e A=

E Alarm Histary -
--{_7] Application Support File
B Application Validator

aﬁ Cross Reference Toal Wi
[ L] Database [ |
-0 Documents
[+ D Oynamo Sets
-] FIX Recipes
-] Globals
[
[
[

P
=@ e

HEENEEENDNE

£43= |+ [
EIEIEER]

N @

T =

% O[3 |- e
B ARNOE

£-{_7] Help & Information
#-{_] Historical Configuration

# Mission Cantral

[E-{_] Picture Support Files

- Pictures

- Project Toolbar Files
{2 Reports

{21 Schedules

£ Security

+-{_]] Startup Profile

7-{_]] System Configuration

7-{_] Tag Group

=

EREEEREED
&

B RC | &

5
=D

-

-

B | ) [ I v
Far Help, press F1 onfigure | P Disabled
i‘startl J @ @ J B Command Prompt | Q Paint Shop Pro I |= Proficy iFLx Startup II ﬂ Proficy iFIX WorkSpac... @ _ﬂ % 1152 aMm

iFix Workspace

Launch Profile Manager by selecting the Profile Manager icon on the menu or by
selecting Start=Programs > Proficy HMI SCADA — iFix 4.0 > Startup Profile

e % BBl al ] S

Profile Manager Button

The Profile Manager button shows two heads in profile against a monitor.
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o o 0 o o

\, Q ;1
L# startup Profile Manager M= E3
File Settings Help

iFl= Startup Profiles

YWindows User =& | iFlx Modename SCU File SCU Des +
Edit...
Eemove
. Help
J | o[

Default SCU: <Mones Clase |

Startup Profile Manager

The Startup Profile Manager lists the defined profiles. Select the Add button to
configure a profile.

e
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Add Startup Profile |

Domain: BLLIE j List Daormain Members

Select a Windows user from the list, or enter user name manually:

Selectthe 'List Domain Users' button to populate this list,

Wylincows User: I

iIFl= Modename: I

SCU File: | _|

SCU Description:

iFl Startup Options

v Allow userto run Sample Systerm

¥ Allow User to Modify Modename and SCU

Aodd Profile Close zancel Help

Add Startup Profile

Enter the user information in the Add Startup Profile window.

e
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Add Startup Profile |

Domain: IEELLJE j List Daormain Members

Select a Windows user from the list, or enter user name manually:

Selectthe 'List Domain Users' button to populate this list,

Wiinidows Lser: Itanld

iFl= MNodename: Itankﬂ

SCLU File: IC:".F'ngram Files\GE FanuciProficy iIFBALOCALYE |

SCU Description:  Configuration File for Mode Fli<

iFl Startup Options

[T Allow user to run Sample Systerm

™ Allow User to Modify NModename and SCLE

Aodd Profile [8]:4 zancel Help

Configured User
Enter the Windows user account that the node will use in the Window User field.

Enter the iFix node name in the iFix Nodename field. This can be the ACP
ThinManager thin client’s name.

Select the SCU file that the user will use by selecting the button with three periods.
The same SCU file will be used if using the Generic Deployment Model while a
different SCU file will be used for each user when using the Specialized Deployment
Model.

Unselect the Allow user to run Sample System and the Allow User to Modify
Nodename and SCU checkboxes.

Select Add Profile to accept the changes.

Create a profile for each terminal.
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L# startup Profile Manager M= E3
File Settings Help
iFl= Startup Profiles
Windows User . | FlXModename | SCU Fil= | SCU Des | o
bailerl BOILER C:MProgram FileshGE FanuchProficy iFIxAL Configuration File o
Fargel FORGET C:\Program FileshGE FanucPraoficy iFI<hL Configuration File
tank1 TaME1 C:\Program FileshGE FanuchPraoficy iFl=hL Configuration File
tank2 TaMEZ C:\Program FileshGE FanuchPraoficy iFl=<hL Configuration File
Edit .
Eemove
Help
1] | 3
Close |
Default SCL: <MNone> =

Profile Manager
The Profile Manager will list the configured nodes with their Windows user name
when finished.

_— @@
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9. Launching from within ThinManager

ThinManager can be configured to launch the iFix program automatically. Full details
are available in the Tech Notes section of The ThinManager web site at
www.thinmanager.com.

e First create an AppLink Display Client for the iFix Launch program.

e Second, add the iFix Display Client to the terminal and enter a username and
password on the Login Information page.

Configuring a Display Client with iFix

Right click on the Terminal Services branch of the Display Clients in the ThinManager
tree and select Add Display Client.

e Name the Display Client.

e Select the Application Link checkbox on the Terminal Services Display
Client Options page.

e Add the terminal servers with iFix installed on the Display Client Members
page.

e Add the path to the iFix Launch program in the Program Path and

Filename field of the AppLink page.
The default path is C:\Program File\GEFanuc\Proficy iFix\launch.exe.

e
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5%\ Display Client Wizard

AppLink m
Enter the linked application path. ’ - ‘
—AppLink Path

Frogram Path and Filename

IE:'&F‘rngram FileshGE FanuchProficy iFl=hlaunch.exe

Browse |

Command Line Options

Start in the following folder

Browse |

< Back et > | Finizh I Cancel Help

AppLink Page with iFix Launch in Path

This configures iFix to run when the Display Client is launched.

Configuring a Terminal to use the iFix Display Client

The terminal needs to be configured to automatically login and use the iFix Display
Client.

e Open the Terminal Configuration Wizard for the desired terminal by
double-clicking on it in the ThinManager tree.

e Select the Use Display Clients checkbox on the Terminal Mode Selection
page.

e Add the iFix display client to the Selected Display Client List on the
Display Client Selection page.

e Add a valid user name and password on the the Log in Information page of
the wizard.

e Select Finish and turn on the terminal.

When the thin client boots it will automatically login to the terminal server and
launch iFix with the configuration that was defined by the SCU specified in the Profile
Manager for that user.
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9.1. Hide the Startup Screen

Once the system is setup and the users and node are configured the Proficy Startup
screen can be turned off so that iFix launches without displaying this window and
making the user select iFix from the Startup window.

Open the Startup windows by selecting Start=Programs > Proficy HMI SCADA —
iFix 4.0 = iFix 4.0. It will launch the Proficy iFix Startup program.

E* Proficy iFIX Startup |
— Proficy iF L=

» Start Proficy iE[# with these settings;
- I Mode Mame: |F|-‘><

SCU File: IE:"\F'rngram FilezhGE Fanuc\Proficy iFEAWLOCALN.S j_l

Description: Configuration File for Mode Fl=

— Sample System

Start the Sample Suztem

Praficy iFl will min using a zpecial zet of file: dezigned to demonstrate it's

capabilities.
—SCU
] 8 Fun the Syztem Configuration Ltilit
= Al t fi the iFl= zpztem.
— owg pou to configure the iFE spstem

2 Create a shortcut an vaur deskiop uzing the 2ettings listed above.

¥ Dion't show thiz dislog box again; always start Proficy iFl<. Exit

Proficy iFix Startup

Check the Don’t show this dialog box again; always start Proficy iFix
checkbox. This will launch iFix without requiring the user select iFix from the Startup
window.

e
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10. Additional Microsoft Configurations

There are a few Microsoft tweaks that will make the system more efficient. This is a
guide. Please refer to iFix and Microsoft documentation for details.

10.1. Add Users to Remote Desktop Group

User accounts for terminal servers need to be added to the Remote Desktop Users
group in Windows. Open the Computer Management console by selecting Start >
Programs > Administrative Tools > Computer Management.

E Computer Management !EI E

g File  Action  Yiew ‘Window Help |;|i|5|
&= | B XEFR| @
Q Caompuker Management (Local) Marne | Description |
Elﬁg System Toals @.ﬁ.dministratnrs Administratars have complete and u...
@ Event Viewer Backup Qperators Backup Operators can override secu...
% Shared Folders MY Distributed COM Users Members are allowed to launch, acti...
= : Local Users and Groups gGuests Guests have the same access as me..,
[:I Users @Network Configuration ... Members in this group can have som...
a Groups @F’erfurmance Log Users Members of this group hawve remote ...
i gF’erFDrmance Maritor ...  Members of this group have remake ...
gPDwer Users Power Users possess most administr..
gF‘rint Operators Members can administer domain prin...
L #Remaote Deskbop Users Members in this group are granted £, .,
gReplicator Supports file replication in a domain
gUsers IUsers are prevented from making ac...
@DHCP Administratars Memnbers who have administrative a...
DHCF‘ Users Members who have view-only acces. ..
HeIpServicesGrDup Group for the Help and Support Cente
giFix_Llsers
@IIS_WPG II5 Worker Process Group
@Telnetclients Members of this group have access k...
c I I _'I @_\-’mware_ YMlware User Group

Computer Management Console

Highlight System Tools > Groups and double-click on the Remote Desktop Users
group to launch the properties window.

e
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Remote Desktop Users Properties ﬂ E |
General I
g Femaote Deskiop Users
Diescription: berz in thiz group are granted the right to logan rematel

Members:

E uzer
Q Lzerd
Q Lzer3
Q ugerd
Q ugerh

Add... | Eemoyve |

ak. I Cancel Apply

Remote Desktop Users Properties Window

Add all the users who will be logging onto the terminal server and select OK.

e
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10.2. End Disconnected Sessions

Sessions that are disconnected and left on the terminal server should be configured
to be logged off when they are disconnected. This can be done by user account or by
terminal server.

User Account

Configure the desired user accounts by opening the Computer Management console
by selecting Start > Programs > Administrative Tools > Computer
Management.

E Computer Management !E E

g File  Action  Yiew ‘Window Help |;|i|1|
& = | NENESNE
Q Camputer Management (Local) Marne | Full rarne Descripkion AI
E@ System Tools Eadminl
@ Event: Viewer ] adminz
E Shared Folders QadminS
= _ Local Users and Groups Qadmin-ﬁl
il 7 admins
‘1 Groups Ig.C'.clmi|'|isI:raI:|:|r Built-in account For administerin
Performance Logs and Alert . )
| Device Manager l@.E'.SF‘NET ASP.MET Machine Account Account used For running the &
Storags | Ebutba bubba
&9 Removable Storage lgFi:«:IOLIser FixIOUser Account For FLE IO Servers
L Disk Defragmenter QGuest Built-in account for guest acces
-8 Disk Management QIUSR_OHOO. . Internet Guest Account Builk-in account For anonymous
]@ Services and Applications QIWAM_OHO. o Launch IIS Process Account  Builk-in account For Inkernet Inf
Qpburns pburns
QSUPPORT_BB. .. CM=Microsaft Carparation,.,  This is a vendor's account Far t
chinman thirman
lguserl
lguserz
lguserS

7 | o] | ol

Computer Management

Highlight System Tools > Users and double-click on the desired user to launch the
user properties.

_————eee—————e—————— Y
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vserapropertis ——————————————QE|

R emaote cantral I Terminal Services Profile I Diak-in |
eneral I b ember OF I Prafile I E nwironment S Essions

I1ze thiz tab to zet Terminal Services timeout and reconnection settings

End a disconnected session; |1 rniriLibe LI
Active zeszian limit; INE\-'EI ;I
|dle zezzion limit: INE\-'EI ;I

YWhen a zezzion imit 1z reached or connection 1z braken:

" Digconnect from session

Allovy reconnection:

% Fram any client

£~ From originating clisnt only

0k, I Cancel Apply

User Properties — Sessions Tab

Select the Sessions tab. Set the End a disconnected session to 1 minute.

Set the When a sessions limit is reached or connection is broken setting to
End Session.

Select OK to save the changes.

_————eee—————e—————— Y
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Terminal Server Settings

The terminal server can be configured to have all the sessions logged off after a
disconnect in the RDP-tcp properties. Open the Terminal Services Configuration
console by selecting Start > Programs > Administrative Tools > Terminal
Services Configuration.

tscc - [Terminal Services Configuration', Connections]

File Action Wiew Help
- | BEXER @ E

,, Terminal Services Configuration i Camment

a Conneckions
-] Server Settings

Terminal Services Configuration Console

Highlight Connections and double-click on RDP-tcp to launch the RDP-tcp
Properties window.
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RoP-TcpProperties K|

Remaote Cantral I Client Settings I M etwork, Adapher I Permizsions
General I Logon Settings Sessions | E revironment

I1ze thiz tab to zet Terminal Services timeout and reconnection settings.

v Dveride user settings

Erd a dizconnected session: I'I minute LI
Active zezsian limit: INever LI
|dle sezziarn limit; INever ;I

¥ Ouweride user settings
When zezsion limit iz reached or connection iz broker;
" Dizconnect from session

2

[T Gwveride user settings
Allowe reconnection:

£ From any client

£ From previous client

0k, I Cancel Apply

RDP-tcp Properties

Select the Sessions tab. Check the Override user settings checkbox and set the
End a disconnected session to 1 minute.

Check the Override user settings checkbox and set the When a sessions limit is
reached or connection is broken setting to End Session.

Select OK to save the changes.

This will make every remote RDP user logoff when they disconnect.

_————eee—————e—————— Y
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10.3.  Set Relaxed Security

Windows 2000 and Windows 2003 have a Full Security option that can interfere with
HMI/SCADA operation. When the 200/2003 Full Security model is used all HMI users
will need to be administrators. To allow users to run without being an administrator,
set the terminal server to the Relaxed Security based on the NT 4.0 security model.

Open the Terminal Services Configuration console by selecting Start > Programs >
Administrative Tools > Terminal Services Configuration.

tscc - [Terminal Services Configuration' Server Settings]

File Action Yiew Help

&= | BDE B2 E

,, Terminal Services Configuration Settings | Attribuke

= (1] Connections Delete temporary Folders on exit Yes
Llse temporary Folders per session Yes

Licensing Per Device
Active Desktop Disahle

Permission Compati |

Some applications require zpecial access bo syztem rezources, such az the regiztiy and
zyztem directonies, in order to work comectly.

™ Full Security

Select thiz aption ta provide the maost secure enviranment inwhich bo wn applications. By
default, Terminal 5 erver Uzerz will have the same permizgzionz az members of the Lzers
group and thus may not be able to run zome legacy applications.

Select thiz option If you have compatibility problems with legacy applications.

‘i\, Under thiz configuration, all Uszers will have full access to crtical registry and
file gpstem locations. Thiz may be neceszany in order o run many legacy
applications.

(] I Cancel |

Terminal Services Configuration Console

Highlight the Server Settings on the left and double-click the Permission
Compatibility on the right.

Select the Relaxed Security radio button and select OK.
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10.4. Apply Group Permissions

An iFix Users group must be created and the iFix users must be added and be
granted access permission. It is recommended that iFix users be members of the
Power User group.

Open the Computer Management console by selecting Start = Programs >
Administrative Tools = Computer Management.

E Computer Management !EI E

g File  Action  Yiew ‘Window Help | - |5’ |5|
&= | BOE XER| 2
Q Caompuker Management (Local) Marne | Description |
=R ﬁg System Toals @.ﬁ.dministratnrs Administratars have complete and u...
. @ Event Viewer Backup Qperators Backup Operators can override secu...
. % Shared Folders MY Distributed COM Users Members are allowed to launch, acti...
E-#8d Local Users and Groups gGuests Guests have the same access as me..,

(0 Users @Network Configuration ... Members in this group can have som...

29 Groups

Perfarmance Logs and Alert: @F’erfurmance Log Users Members of this group hawve remote ...
i Device Manager gF’erFDrmance Maritor ...  Members of this group have remake ...
B @ Strage gPDwer Users Power Users possess most administr..
'1 Remavable Storage gF‘rint Operators Members can administer domain prin...
[ Disk Defragmenter @Remnte Deskkop Users Members in this group are granted £,
324 Disk Management gReplicator Supports file replication in a domain

Eﬂ'-@ Services and Applications gUsers Users are prevented from making ac...
@DHCP Administratars Memnbers who have administrative a...

DHCF‘ Users Members who have view-only acces. ..
5 HelpservicesGroup Group for the Help and Support Center

@IIS_WPG I15 Warker Process Group
@Telnetclients Members of this group have access t.,,
@_\-’mware_ YMlware User Group

| |

Computer Management

Right-click on Groups and select New Group.

_————eee—————e—————— Y
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T N 1]

Group narme: IiFi:-:_U zers

Dezeriphion: I

Members:

i Bemove |

Create Cloze

Add New Group

Name the group and add members.

_————eee—————e—————— Y
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iFix_Users Properties ﬂ E |

General I

g iFiw_lzers

Diezcrption: ||

Members:

E uzer
Q Lzerd
Q Lzer3
Q ugerd
Q ugerh

Add... | Eemoyve |

ak. I Cancel Apply

Group Membership
Use the Add button to add users.

Add the group to the RDP settings in the Terminal Services Configuration
console.

Open the Terminal Services Configuration console by selecting Start > Programs >
Administrative Tools > Terminal Services Configuration.
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tscc - [Terminal Services Configuration', Connections]

File Action ‘iew Help
= | BAE XEFR| 2
i Carnrmenkt

,, Terminal Services Configuration
i..45] Connections

[#1-[C1] Server Settings

Terminal Services Configuration

Double-click on RDP-tcp to open the RDP-tcp Properties.
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RoP-TcpProperties K|

eneral I Logon Settings I Seszion: I E nvironment |
Remote Control I Client Settings I Metwork Adapter Fermiszions

Group or uzer names:;

E Adminiztrators [GREEMMAdminiztrators] —
‘ iFiw_lzers [GREEMiFix_|
€7 LOCAL SERVICE

ﬁNETWDHK SERYICE
m | NS [P o RO ) AR I PSP o Y LN e (PR R o TR P R II._..'II _Id
3

Users |

*I

Add... | Bemove |

Permizzionz faor iFix_L sers Aillons Dery

Full Cantral
Uszer Access
Guest Access

0O R E &
OoOoOoo

Special Permizzions

For zpecial permizzions or for advanced zettings, Advariced |
click Advanced. =
0k, I Cancel | Apply |

TCP-rdp Properties

Select the Permissions tab. Add the new group by selecting the Add button.

Highlight the new group and set the Full Control, User Access, and Guest Access
to Allow.

Select OK to accept changes.

_————eee—————e—————— Y
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