Additional ThinManager Functionality

Module Overview

Modules XE "Modules"  are software components that can be loaded to increase the functionality of the terminal. Modules include touch screen drivers, sound drivers, and special device drivers. Some modules are included with ThinManager and are registered automatically during ThinManager installation. Other modules are obtained separately from Automation Control Products and need to be installed.

Note: “Installing a module” refers to the registration of the module with the ThinManager Server, while “Adding a module” refers to attaching the module to a particular group or terminal.

This section includes:

· A list of available Modules. 

· Instructions on adding and using Modules.

· Details on specific modules. 

Module List

Touch Screen Modules  XE "Touch Screen"   XE "Touch Screen Modules" 
ThinManager supports a wide range ot touch screen controllers. The current list includes:

· Arista ARP-16XXXAP-ACP Touch Screen Driver

· Carroll Touch Touch Screen XE "Touch Screen"  Driver

· Contec Touch Screen Driver

· DMC Touch Screen Driver

· Dynapro Touch Screen Driver

· Elographics Touch Screen Driver

· Gunze AHL Touch Screen Driver

· MicroTouch Touch Screen Driver

· PenMount Touch Screen Driver

· Ronics Touch Screen Driver


· Touch Control Touch Screen Driver

· Xycom 33XX Touch Screen Driver

Note: This list of modules is subject to change, with more modules being added as needed.

Some, but not all, touch screen modules have parameters that can be modified. These may include:

· Controller Type - Model of touch screen controller.

· COM Port - The serial port that the touch screen is connected to.

· Baud Rate - The speed used for communication between the terminal and the touch screen.

· Double Touch Area - The size of the area that a second touch will register as a double touch.

· Double Touch Time - The amount of time between touches that qualifies as a double touch.

· Touch De-Bounce Timeout - a time interval used to prevent a single touch from being registered as multiple touches.

· Calibration (entered automatically) - Set automatically by machine. These are the calibration values.

· Orientation (entered automatically) - Set automatically by machine. Used at the direction of Tech Support in error correction.

· Swap XY Coordinates – If X and Y are reversed, this setting will correct the orientation.

Sound Modules  XE "Sound Modules" 
The use of sound from an ACP Enabled thin client requires three things, ThinManager Ready hardware with a sound connection, the appropriate sound module, and either a Windows 2003 Server terminal server or MetaFrame. 

Some thin clients, like the Advantech PCM-5820, may require that a sound harness be plugged into the motherboard.

Current sound modules include: 

· ACP DC_30_100 Sound Module

· ACP DC_40_100 Sound Module

· ACP TC3500 Sound Module

· Advantech PCM-5820 Sound XE "Sound"  Module

· Advantech PCM-9372 Sound Module

· Allen-Bradley VersaView 200R Sound Module

· Arista 5824-ACP Sound Module

· TeleVideo TC7X30 Sound Module


· Xycom XA1300 Sound Module

These Sound modules can be set to use Low, Medium, or High bandwidth when using MetaFrame.

Note: This list of modules is subject to change, with more modules being added as needed.

Mouse Modules

Mouse Configuration Module – Allows USB or PS/2 mice to be configured. Allows the use of two mice. See Mouse Modules
 for details.
PS/2 Mouse Module – Allows the configuration of a PS/2 mouse to include wheel mouse capabilities. See Mouse Modules
 for details.

Serial Mouse Module  - Allows the usage of a serial mouse instead of a PS/2 mouse. See Mouse Modules
 for details.

Share Keyboard and Mouse Module – Allows multiple ThinManager Ready thin clients to be linked with a single mouse and keyboard. This is particularly useful in control rooms. See Share Keyboard and Mouse Module
 for details. 

Screen Saver Module

Screen Saver Module  XE "Screen Saver" is a module that loads a screen saver on the client. The screen saver will run when the terminal is idle to protect the monitor. Since the screen saver runs on the client, it saves CPU on the terminal server. 
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Screen Saver on Thin Client

The Screen Saver Module configuration includes:

· Screen Saver - the graphic that is displayed when the screen saver is active.

· Wait Time in Minutes - the length of time that the terminal needs to be idle before the screen saver starts.

· Use Disable Time Period - the screen saver can be set to be disabled, or unavailable during a time block. This could be used to prevent the screen saver from running during normal business hours.

· Disable Start Time (0-23) - This sets the start of the disabled time block. 0 is Midnight and 23 is 11:00 p.m.

· Disable End Time (0-23) - This sets the end of the disabled time block. 0 is Midnight and 23 is 11:00 p.m.

· Force Off when Start Hour is Reached - if set to Yes, this will turn the screen saver off when the Disable End Time is reached.

Additional Modules

Add Serial Port XE "Add Serial Port"   - Configures additional serial ports if additional serial port hardware is added.

· Configuration includes Port Number, Port Address, IRQ, and UART 

Disk On Chip Update XE "Disk On Chip Update"  - Allows Disk-on-Chip and Compact Flash embedded storage clients to have their firmware updated.

· Configuration includes Confirm at Terminal XE "Confirm at Terminal" . This allows an automatic firmware re-flashing when set to NO. If set to Yes, the terminal receives notification of the firmware update. 

See Disk-On-Chip
 for details.

High Speed Serial Driver XE "High Speed Serial Driver"  - Allows the transfer of serial data from an ACP Enabled thin client's serial port to the terminal server.

· Configuration is done with the ACP COM Redirection Program. XE "COM Redirection Program" 
See High Speed Serial Driver
 for details.

Instant Failover XE "Instant Failover"  Module - Allows the ACP Enabled thin client to log into two terminal servers at once for a hot backup during failover. 

· Configuration includes:

·  Hot Key Session Switching - allows the toggling between the two sessions. 

· Hot Key Combination - allows the choice of hot key combinations.

Key Block Module - Traps client keystroke combinations for security.

· Configuration allows blocking of CTL, CTL+ALT+DEL, CTL+ESC, ALT, ALT+F4, ALT+F, ALT+TAB, the Windows key, and Menu key. 

See Key Block Module
 for details.

Local Printer Module – Allows printing to a printer attached to a parallel port on a ThinManager Ready thin client.

· Configuration includes Local Print Driver name. 

See Local Print Module
 for details.

RDP Serial Port Redirection Module – Allows the usage of serial ports when using RDP. 

See RDP Serial Port Redirection Module
 for details.

USB Memory Card Reader Module – Allows USB ports on ThinManager Ready thin clients to access USB memory card readers or USB memory sticks when logged into a Windows 2003 terminal server or MetaFrame server. 

See USB Memory Card Reader Module
 for details.
 X Term Module XE "X Term Module"  - Allows and ACP Enabled thin client to boot as an X-terminal for connection to Unix and Linux servers.

· Configuration includes the XDM Host IP address XE "XDM Host IP address" 
See X Terminal Module
 for details.

Advanced User Module

Citrix ICA UseAlternateAddress Module XE "Citrix ICA UseAlternateAddress Module"  - Used by advance Citrix users.

· Configuration includes UseAlternate Address, Browser Protocol, and HttpBrowser Addresses.


Installing a Module XE "Installing a Module"   XE "Modules" 
Open the Modules window by selecting Tools>Modules from the ThinManager menu bar. 
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Install Module Window

This launched the Module window that shows all of the modules installed on the ThinManager Server. 

To install additional modules select the Install Module button. This will launch a file browser window.

Selecting the Remove Module from All Terminals  XE "Remove Module from All Terminals"  button will remove the highlighted module from all terminals. It does not uninstall the module from the ThinManager Server; it just removes its use by all groups and terminals.

Selecting the Done button will close the Module window.
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Module File Browser Window

If the Install Module button is selected it will launch a file browser window. Select the new module file and select Open. This will install the module.

Changing Module Parameters XE "Module Parameters" 
The parameters  XE "Module Parameters"  of a module can be individually configured on a module assigned to a Group or Terminal. Open the Terminal Property by double-clicking the desired terminal in the ThinManager tree. In Wizard mode click the Next button until the Module Selection window is displayed. 
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Terminal Module Selection - Wizard Mode

There are four icons that can be used for modules in the Terminal Properties.

· [image: image5.png]


 Two Monitors represents properties assigned by the Group.

· [image: image6.png]


 Two Monitors and a Yellow Plus Sign represent properties that are changed on the terminal from the Group settings.

· [image: image7.png]=)



 Two Monitors and a Red Slashed Circle represent a terminal that isn’t using an assigned Group module. The Use Modules from Group checkbox was un-selected.

· No icon indicates that the module was added to the terminal and not the group.

Select the Module to change and select the Configure button. A Module Properties dialog box will be displayed.
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Module Properties Window

Select the parameter to configure. If configuring a Group Module, uncheck the Use Group Value check box.

The Value field  XE "Value field"  will become active to allow a new value to be added, or a drop-down box will appear with values to choose from. Change the value and select the Set button to apply the parameter change.

Note: The Set button must be selected to apply the change.

Select the Done button to close the window.
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Module Icons in ThinManager

The status of the modules are displayed on the Module tab of the Details pane of ThinManager.

Module Loading Order XE "Loading Order" 

 XE "Module Loading Order" 
Highlighting a module and selecting the Move Up or Move Down button can change the order that the modules load.
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Module Loading Order

The loading order of modules rarely needs to be adjusted.

Disk-On-Chip 

Disk-On-Chip is used in this manual to refer to a number of firmware storage options, including compact flash XE "Compact Flash"  and disk-on-chip. 

Disk-On-Chip Configuration

A disk-on-chip terminal loads the firmware locally before connecting to the ThinManager server. The disk-on-chip terminals have a setup program that allows configuration of the connection. Enter the program by selecting any key when Select any key to configure is displayed during the boot process. A setup screen will be displayed.  XE "Disk-On-Chip" 
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Disk-On-Chip Configuration Screen

The IP Addressing method is set to DHCP by default. To change a value, navigate with arrow keys to the desired property. Pressing the Enter key will allow the input and acceptance of new values. The changes may be saved or discarded before the boot process is resumed.

Updating Disk-On-Chip 

ACP ThinManager has the ability to update the firmware on the disk-on-chip to keep the firmware current. Firmware updates for the disk-on-chip are done through the Disk-On-Chip Update module.

The Disk-On-Chip Update module, when installed on a ThinManager Ready thin client with disk-on-chip hardware, will compare the firmware on the disk-on-chip with the ThinManager server firmware when it connects to a ThinManager server. If the ThinManager firmware is different, it will download the ThinManager server firmware and update the disk-on-chip on the terminal. 

The ability to update disk-on-chip terminals eliminates the need to send the terminal back to the manufacturer to update the firmware.

Note: The firmware download can vary, depending on the bandwidth of the connection, and the size of the firmware update. 
It is recommended that updates be done over a wired LAN instead of over a wireless connection, when possible.

Disk-On-Chip Update Module

The Disk-On-Chip Update module installs with ThinManager. This module has one configurable parameter, Confirm at Terminal. If Confirm at Terminal XE "Confirm at Terminal"  is set to Yes, then the operator will be prompted to choose between immediately updating firmware or waiting until the next boot up. If Confirm at Terminal is set to No, the firmware download will take place immediately.

Note: The module will download firmware when it detects a different firmware. Since this will only happen at the first reboot after updating the ThinManager firmware, it is safe to leave this module added to the disk-on-chip terminals permanently. It does not need to be added and removed each time the firmware is updated. However, since it will update when the firmware is different, it will try to update the firmware if you connect it to a ThinManager server with older firmware.

Note: It is recommended that instead of updating over a wireless connection, you connect terminals with Ethernet cable to update the disk-on-chip.

To set the Confirm at Terminal parameter, highlight the disk-on-chip update module and select the Configure… button. This will launch the Module Properties window.
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Disk-On-Chip Module Properties

Highlight the Confirm at Terminal parameter. The Value field will change to a drop-down box containing Yes and No. Select the desired value and select Done.

Disk-On-Chip Update Program

Once the new firmware has downloaded, an update program will run on the disk-on-chip terminal to rewrite the new firmware to the disk-on-chip. The program will display a warning stating that the terminal must not be reset or powered off during the process, usually around 30 seconds. Ignoring the warning can corrupt the disk-on-chip, so it is important to leave the terminal alone for that period of time. 

Note: Heed the warning. The terminal must not be reset or powered off during the brief period that the update program is writing the firmware on the disk-on-chip. 

Initial Program

The Initial Program field on the Login Information page loads a program instead of the desktop in the terminal session.
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Initial Program

Normally a session loads explorer.exe when it starts, launching the desktop. Other programs can be launched from within this shell. 

If a program is set as the initial program, it is the only program that will launch. This provides a level of security and control because that program is the only program that will run in that session. If the Initial Program is closed on the terminal, the session on the Terminal Server will close and the ThinManager Ready Thin Client will reconnect to the Terminal Server and re-launch the Initial Program. This effectively makes the Initial Program the only program.
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Terminal Server Group Wizard – Linked Application Page

In Terminal Server Groups using the AppLink option, this Initial Program functionality is applied to each terminal server. Each group will have a single program that will launch. Closing it will kill the session and force a reconnect with the initial program running again.

Note: When using the Initial Program with failover, the path must be identical on all terminal servers.

Note: If the user launches explorer.exe, the initial program can be closed and other program run. The Key Block module can help close this loophole by preventing launching Task Manager with the CTL+ALT+DEL keys or launching the Start Menu with the Run command with CTL+ESC.

Failover  XE "Failover" 
Server crashes of any kind in any network or system can have devastating effects on productivity and data management. In the distributed computing world users may still be able to work on local applications but lose access to data. In a terminal server installation all the terminals rely on the terminal server for processing power. Failure of the terminal server leads to the failure of all the thin clients.

ACP ThinManager (version 2.3 and later) has a failover capability built into it that allows terminals to connect to a secondary terminal server if the terminal server that they are logged into fails. This will lessen the effect of server crashes on the terminal server network. The terminals can detect the server crash, drop the connection to it, and connect to a secondary server in seconds. 

To initiate ACP ThinManager Failover protection, four steps are needed.

· Multiple Servers: The first step is to have multiple terminal servers, with a Client Communication Protocol and appropriate licenses added.

· Sufficient Memory: The second step is to have sufficient memory capacity on the servers to accommodate the addition of terminals during failover. If you do not plan for the extra capacity, the servers can be taxed with the addition of the new terminals.

· User Permissions: Each terminal server needs the appropriate Windows NT/2000 user profiles and permissions. The terminals will not log into a secondary session unless it has a user profile on that server.

· Multiple Terminal Servers: The terminal needs be able to connect to multiple terminal servers. When using individual terminal servers, list multiple terminal servers in the Terminal Server Selection page of the Terminal Configuration Wizard. When using Terminal Server Groups, use multiple terminal servers in the groups.
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ACP Thin Client Network with Failover

ACP ThinManager allows the use of several terminal servers, defined as the primary and as backups. If the primary terminal server fails, the ThinManager Ready thin client will detect the server failure and will initiate a new session on a backup server. This allows the operator to continue their work and minimize the effect of a server failure.

Instant Failover XE " Instant Failover" 
The Instant Failover Module XE "Instant Failover Module"  allows a terminal to connect to a session on two terminal servers. Both sessions are active but only one is displayed. If the first terminal server fails, the second session is immediately displayed, eliminating any downtown due to terminal server failure.

The Instant Failover module is used if the terminal is connecting to individual terminal servers. If Terminal Server Groups are being used, Instant Failover is a Terminal Server Group option. Instant Failover works within a Terminal Server Group, not between Terminal Server Groups.

The Instant Failover function requires an Instant Failover license for each terminal that uses it.
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Instant Failover – Part 1

When the ThinManager Ready thin clients with the Instant Failover module boot, they connect to both servers, login, and start sessions.
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Instant Failover – Part 2

The ThinManager Ready thin client cascades both sessions, with the primary in front. You cannot see the secondary session as it is hidden in back.

There is an option that allows one to switch between sessions with a hot key. 

If using the Instant Failover module, this is configured in the module properties.
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Instant Failover Module Properties

If the Hot Key Session Switching  XE "Hotkey"  parameter is set to Enabled, the hot key combination will allow the toggling between sessions. The hot key is defaulted to CTRL+F9, but can be assigned to any function key.

[image: image19.png]Ed Terminal Configuration

Terminal Server Group Options

Chaase the optons for terminal server groups on this terminal )

- Instant Faiover Options-

¥ Enable Instant Faiover Hotkeys

Changs Holkeys

~Terminal Server Group Optons:

I [Evab Groip A

T~ Show Group Selector on Teminal

Change Holkeys

Firish

Cancel Help





Terminal Server Group Options - Instant Failover Hotkey Configuration

If using the Instant Failover option in Terminal Server Groups, the Enable Instant Failover Hotkeys checkbox on the Terminal Server Group Options allows the switching between sessions. 
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Instant Failover – Part 2

If the primary server fails, the thin client-monitoring program will detect its failure. The thin client will then switch the focus of the window, showing the secondary session. This session is already initialized so the user is able to proceed at once.

If the Enforce Primary feature on the Monitoring tab is set to Yes, the thin client will switch back to the primary once it is back online.

Key Block Module

The Key Block XE "Key Block"  module traps certain keystrokes and prevents them from being sent to the terminal server for processing.
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Key Block Module

The key combinations to be blocked can be configured by in the Module Properties. To launch this, highlight the module on the Module Selection page and select the Configure button. A Module Properties dialog box will be displayed. Select the parameter to change in the Module Properties window, select the Value in the dropdown box and click the Set button.

The key combinations that have a value of YES will be blocked from reaching the terminal server.

Local Print Module

The Local Print Module simplifies printing through the parallel port on ThinManager Ready thin clients. 

There are three steps:

1. Install the print driver on the terminal servers that the client will connect to.

2. Add the Local Print Module to the ThinManager Ready thin client as described in the Module Overview
.

3. Configure the Print Driver Name parameter in the module to contain the print driver’s name.
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Local Print Module Properties

The Local Print module works when the name of the print driver is entered in the Value field for the Printer Driver Name. The Print Driver name is provided by the properties page for the printer.

The Printer Property page for a printer can be launched by selecting Start>Settings>Printers and selecting the appropriate printer. This will launch the Printer Queue window.
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Printer Queue window

Select Printer>Properties to launch the Printer Properties page.
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Advanced Printer Properties

The Printer Property page shows the Print Driver name on the Advanced tab. This is the name that needs to be entered into the Local Print Module.
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Client Print Window

When printing from the client, the printer will be displayed as Printer/username/session number as shown in the example.

Mouse Modules

There are three mouse modules that allow the configuration of mice. They are:

· Mouse Configuration Module

· PS/2 Mouse Module 

· Serial Mouse Driver

Mouse Configuration Module

The Mouse Configuration Module allows the configuration of mouse settings including: 

· Mouse Type

· Mouse Protocol

· Scroll Mouse

· Acceleration Multiplier

· Acceleration Threshold
These parameters can be changed by highlighting the parameter and choosing a new value in the Value dropdown box. Use the Set button to accept the new parameter value.
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Mouse Configuration Module

ThinManager supports USB mice with the latest firmware. The Mouse Configuration Module allows configuration of USB XE "USB"  mice. 

A ThinManager Ready thin client can have both a USB and a PS/2 mouse installed. This module allows the selection of the primary mouse when using two mice.

PS/2 Mouse Module

The PS/2 Mouse Module is the forerunner of the Mouse Configuration Module. It allows the changing of PS/2 settings like mouse type, acceleration and threshold. All of these features are now available in the Mouse Configuration Module.

Serial Mouse Driver

The Serial Mouse Driver allows a serial mouse to be used with ThinManager Ready thin clients.
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Serial Mouse Module

Configuration for the Serial Mouse include the Mouse Type and the Serial Port to be used.

Share Keyboard and Mouse Module

The Share Keyboard and Mouse module  XE "Share Keyboard and Mouse"  allows several ThinManager Ready thin clients to be controlled with a single keyboard and mouse without the need of a KVM switch (Keyboard/Video/Mouse).
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Shared Keyboard and Mouse Layout

The Share Keyboard and Mouse can be used by placing several monitors connected to ThinManager Ready thin clients side-by-side or top-to-bottom. The Share Keyboard and Mouse Master module is loaded on the center thin client. This module is configured by adding the IP addresses of the secondary slave thin clients. The other terminals receive the Share Keyboard and Mouse Slave module.
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Share Keyboard and Mouse Master Module

Once the Share Keyboard and Mouse Master Module is added to a terminal, it can be configured by highlighting it in the Installed Module window and selecting the Configure button.
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Share Keyboard and Mouse Master Module Properties

Highlight the Slave location (Left, Right, Top, or Bottom) to activate the Value field. Enter the correct IP address for the Slave and select the Set button.

Select Done when finished.

The Share Keyboard and Mouse Slave module is loaded on the secondary thin clients using the same methods as other modules are loaded. It requires no additional configuration.

Once the ACP Enabled thin clients are booted, the mouse on the master thin client can be moved seamlessly into the other desktops. The keyboard will be active in whatever screen the mouse pointer is on.

This allows an operator to have control of several displays with only one keyboard and mouse. The mouse movement is seamless, allowing access to displays without switching.

Note: A Master Share Keyboard and Mouse session cannot be interactively shadowed in ThinManager.

The keyboards and mice for the slave thin clients can be left attached, but stowed away until a multi-user configuration is needed.

The Share Keyboard and Mouse Master module is licensed for each master thin client. The Share Keyboard and Mouse Slave module is free. Each master module can have 1 to 4 slave units. Future releases will expand the number of slaves that the master can control.

USB Memory Card Reader Module

Some ThinManager Ready thin client devices have USB XE "USB"  ports. These can be used for USB keyboards and mice without any special configuration. The USB port can also be used for USB memory card readers and USB memory sticks. This can provide local storage and a substitute for a floppy drive.

The USB Memory Card Reader requires a Windows 2003 terminal server or a MetaFrame server. 

X Terminal Module

The X Terminal Module  XE "X Terminal"  allows a ThinManager Ready thin client to boot and connect to a Unix or Linux server and run as an X terminal. 

· First - add the X Terminal module to the client. 

· Second – open the Module Property window by highlighting the module on the Module Selection page and select the Configure button.

· Third  - Point the terminal to the Unix or Linux server by highlighting the XDM Host parameter in the Module Properties window and entering the IP address of the Unix or Linux server. Press the Set button and then the Done button to accept the configuration.
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X Terminal Module Parameters

X Term Configuration requires the XDM Host IP address XE "XDM Host IP address" . XE "XDM" 
Note: The XDM service needs to run on the Unix or Linux servers that the terminal will connect to.

ThinManager Security XE "Security" 
ThinManager Security Groups XE "ThinManager Security Groups" 
ThinManager 2.5 allows three different levels of access and functionality based on standard Windows groups. 

Three standard Windows groups can be created in the Computer Management console and named ThinManager Administrators, ThinManager Power Users, and ThinManager Users.  ThinManager gives members of these groups different privileges.

· ThinManager Administrators XE "ThinManager Administrators"  have full permission to do anything within ThinManager including the power to logoff sessions, kill processes, send messages, reboot terminals, calibrate touch screens, change terminal configurations, update firmware, update the TermCap, and restore configurations. Administrators and members of ThinManager Administrators can shadow terminals and interactively control the terminal session.

· ThinManager Power Users XE "ThinManager Power Users"  can logoff sessions, kill processes, send messages, reboot terminals, and calibrate touch screens. They cannot change terminal configurations, update firmware, update the TermCap, and restore configurations. ThinManager Power Users can shadow terminals from within ThinManager but cannot interact with the session.

· ThinManager Users XE "ThinManager Users"  can view only. They cannot logoff sessions, kill processes, send messages, reboot terminals, or calibrate touch screens. ThinManager Users cannot shadow a terminal.
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Created ThinManager Security Groups

If these groups are not created, members of the standard Windows Administrator group has full privileges in ThinManager while members of the standard Windows User group will have view only privileges.

ThinManager Server Security 

ThinManager has a number of security settings for the ThinManager Server. Open the ThinManager Server Configuration Wizard by right clicking on the ThinManager Server in the tree and selecting Modify, or select ThinManager Server> Settings from the menu.

[image: image33.png]ThinManager Server Configuration Wizar

Unknown Terminals
Chaase whether urknown terminals are ta be aloved to cornest to
this ThinManager server.

-Unknown Terminals

Alow unkiown terminals to connect ~
Rlequite password on urknown teminals r
Passward
Confim

-Automalic Termina Creation

Enable Autolreate. 2

AutolCreate Mask [autoTem

<ok | I |





ThinManager Server Configuration Wizard

The second page of the wizard has two settings related to security:

· Allow unknown terminals to connect - This, when unchecked, will prevent any new terminals connecting to the system.

· Require passwords on unknown terminals -  XE "Password"  This checkbox, if checked, allows new terminals to be added, but only if the installer has the password.
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Terminal Replacement

On the next page of the ThinManager Server Configuration Wizard is the Enable replacement checkbox. This allows failed terminals to be replaced. If this is unchecked, terminals can still be added, but only by using the Create New Terminal process.

Windows Security

The ACP ThinManager system delivers a Windows 2000/2003 desktop to each thin client by default. Each thin client has full access to the server resources, as if it is the server. However, just because the thin client has the ability to have full access to the server resources doesn’t mean that the user should be granted full access to the server. To prevent unauthorized changes to the server, it is recommended that each user profile have security policies applied through the System Policy Editor to limit access to the needed functions. Windows 2000/2003 Security procedures are discussed in the Windows on-line help and in many books and articles.

Administrators usually require that each user login to a terminal with their personal account and have the Microsoft policy determine the user’s access rights.

Note: Task Manager has a feature that allows the launching of applications. If using an Initial Application, access to Task Manager should be denied in the security policy or with the Key Block XE "Key Block"  Module to prevent a user from launching unauthorized programs.

Shadowing  XE "Shadowing" 
Shadowing of a ThinManager Ready terminal can be initiated from within ThinManager by using the new Shadow tab in the Detail pane of ThinManager. To shadow, highlight the desired terminal in the ThinManager tree and select the Shadow tab.
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Shadow – Shadow Scaled to Window

The shadowed terminal can be viewed full-sized or scaled to fit in the Details pane. Select View>Shadow scaled to Window to scale the session, and unselect the option to view it life sized.

Shadow Access

Access to the shadow function is control by membership in ThinManager User Groups.

· ThinManager Administrators XE "ThinManager Administrators"  and Administrators can shadow terminals and interactively control the terminal session.

· ThinManager Power Users XE "ThinManager Power Users"  can shadow terminals from within ThinManager but cannot interact with the session. They are in View-only mode.

· ThinManager Users XE "ThinManager Users"  cannot shadow a terminal.

View>Interactive Shadow on the menu bar prevents the interaction with the shadowed session if unselected.

Disable Shadow

Shadow can be turned off for a Group or a Terminal by unselecting the Allow terminal to be shadowed checkbox on Terminal Name page of the Terminal Configuration wizard or Group Configuration wizard.
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Terminal Configuration Wizard

The Allow terminal to be shadowed checkbox controls access to shadowing. If unchecked, shadowing is denied.

Shadow Keystrokes

Because the CTL+ALT+DEL and the CTL+ESC keystrokes can’t be sent to the local machine to the shadowed ThinManager Ready thin client, there is a menu item to send these commands. Select Tools> Shadowing>Send Ctl+Alt+Del or Tools> Shadowing>Send Ctl+Esc to send these commands.

Note: The Key Block Module will block these commands from being sent to a shadowed session.

Changing the tab or selecting another tree icon will break the shadow connection.

Serial Communications

Because the session of the thin client is actually running on the terminal server, referencing the serial XE "Serial"  port in the session will reference the server serial port. To access the serial port on the terminal, one must either map the serial port or use the High Speed Serial Driver.

· Serial Port mapping is available for ThinManager Ready thin clients using the RDP protocol through the addition of the RDP Serial Port Redirection Module. 

· Mapping a serial port using the ICA protocol requires a command prompt program. 

· The High Speed Serial Driver is available for ThinManager Ready thin clients using either ICA or RDP. 

RDP Serial Port Redirection Module for Windows 2003 XE "RDP Serial Port" 

 XE "Serial" 
The serial ports on a ThinManager Ready thin client can be remapped by adding the RDP Serial Port module to the thin client without additional configuration. Once the thin client is booted, the COM1 in the session will refer to the COM1 on the terminal, while the COM2 in the session will refer to the COM2 on the terminal. This function requires Windows 2003 to work.

Additionally the COM Port Mapping needs to be allowed. This is done on the Terminal Services Configuration Console. To open the Terminal Services Configuration Console in Windows 2003 select Start> Administrative Tools> Terminal Services Configuration.
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Terminal Services Configuration Console

Launch the RDP-tcp Properties page by highlighting the Connections folder in the tree pane and double-clicking the RDP-tcp in the right pane. This will launch the RDP-tcp Properties page.
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COM Port Mapping Allowed

The Com port mapping checkbox must be unselected to allow the RDP Serial Port module to function on the Windows 2003 terminal server.

Serial Port Mapping with ICA

Using a COM port on a ThinManager Ready thin client using ICA requires mapping the thin client COM port to a COM port in the session on the server.  XE "COM Port" 

 XE "Serial" 
To map a COM Port on the server to a COM Port on an ACP Enabled terminal, open a command prompt on the client and type:

net use comX: \\client\comY: 

Where "X" is number of the server COM port and "Y" is the number of the thin client COM port. Use "client" for the name of the terminal. 

For example: net use com3: \\client\com2:

The server COM port does not need to exist; it can be a virtual COM port. The example will map COM3 on the server to the COM2 Port on the client. Pointing to COM3 in the session on the server will display data from the client’s COM2.

Note: The space after the colon in “comX” is important. 
The “\\client” is the word “client”, that is “\\c-l-i-e-n-t”, not the client’s name.

This is a local mapping. It must be mapped on the client, and the COM port data is only available to that session.

This connection will last until the terminal server is rebooted. To maintain the mapping, use /persistent as a switch in the command.

For example: net use com3: \\client\com2: /persistent will keep the COM 3 on the session mapped to COM 2 on the terminal hardware. 
High Speed Serial Driver

Automation Control Products has a High-Speed Serial Driver XE "High-Speed Serial Driver"   XE "HSSD"   (HSSD) module that offers more reliable serial communication at speeds to 115K per second. This is a global serial redirection; a COM port on a client becomes available to all users on that machine.  XE "HSSD" 
This has two components

· The High Speed Serial Driver module is a module that is added to the terminal and provides the client application. 

· The ACP COM Redirector program is a server-side application that is loaded on the terminal server or other computer where the serial data is desired.

 Serial data is passed from the client-side High Speed Serial Driver module to the server-side ACP COM Redirector program. Configuration is done in the server-side ACP COM Redirector program.

Installation Requirements

The high speed serial driver can be installed on any PC running Microsoft Windows NT 4.0 Service Pack 5 or higher, Microsoft Windows NT Terminal Server Edition Service Pack 5 or higher, or Microsoft Windows 2000/2003. 

Note: The ACP COM Redirector program can be installed on a machine other than your Terminal Server machine. The high-speed serial driver must be installed on the terminal server from which the thin-client session is running to access the serial ports from your thin-clients. If you install the ACP COM Redirector software on another computer, you will be able to access the thin client serial ports from the ACP COM Redirection software on that machine.

High-Speed Serial Driver Installation 

Install the ACP COM Redirection in the install mode using the Add/Remove Programs to point to the setup.exe file of the High-Speed Serial Driver Install. Follow the instructions to complete the installation.

High-Speed Serial Driver Configuration

Once the High-Speed Serial Driver  XE "ACP Com Redirector"  program is installed, you will need to configure the serial ports you wish to access using the ACP COM Redirector. Open the ACP COM Redirector program by selecting Start>Programs>Acp>ACP Com Redirector.
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ACP Com Port Redirector

To configure a COM port click Add New Port, this will launch the Edit Properties dialog box.
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Com Redirection Port Properties

Type in a COM port number to assign a number to a “virtual” port in the NT Com Port field. This number will identify the COM port on the NT system. 

Type in the thin client IP address for the client with the actual serial port in the Client Name/IP Address field. 

You can leave the Client TCP Data Port field empty. The program will fill this in with a unique port number for every serial port that is on the same thin-client, starting with 6550.

Type in the actual serial port number of the thin client’s port that is being used into the Client Com Port field.

HSSD Module Installation

The High Speed Serial Driver module needs to be added to terminals whose serial ports are being used.

Module License Installation

Before using the High Speed Serial Driver module, you must obtain and install a license for the High Speed Serial Driver module. This license can be activated at www.acpthinclient.com.  The procedure is that same as for the ThinManager terminal licenses. Please refer to ThinManager Licensing
 for details. 

ThinAdapter and the ThinAdapter Plus

The ThinAdapter is a Network Interface Card with an ACP Boot ROM that allows a PC to boot as a ThinManager Ready thin client. This allows outdated hardware to be converted to modern thin clients. A PC with the ThinAdapter card and its hard drive removed or unplugged becomes a ThinManager Ready Thin Client.

The ThinAdapter Plus XE "ThinAdapter Plus"  is the ThinAdapter network card with a compatible video card. This eliminates video compatibility issues.

Note: It is recommended that the computer hard drive be unplugged or removed.

ThinAdapter Plus

ThinAdapter Plus XE "ThinAdapter Plus"  Includes a video card to eliminate the need to try to match the ThinAdapter with a video chip set. The ThinAdapter Plus has the same requirements as the ThinAdapter.

· Processor Requirement: Pentium 133 or better is required for ThinAdapters

· Memory Requirement: 64 MBs of RAM is required for ThinAdapters

· ThinManager Terminal Properties Configuration: Set the OEM field to Generic and the Model field to Other on the Identity tab.

· Video Card Requirement: Use the included video card to provide the supported video chipset.
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