Non-ThinManager Components

Configuring RDP for Auto-Login

RDP, the Remote Desktop Protocol XE "RDP"   XE "Auto-Login" 

 XE "Login Permissions"  is configured by default to require users to enter a password when logging on to a Windows 2000 Terminal Server. This prevents a terminal from logging in automatically when using an initial program. The change in the configuration to allow the auto-login XE " Auto-Login"  and initial program XE "Initial Program"  while using RDP is made in the Terminal Services Configuration. 

Note: The information included here is for your convenience. Because this information can change, please see Microsoft at www.microsoft.com for up-to-the-minute details. 

Select Start>Programs>Administrative Tools>Terminal Services Configuration to launch the Terminal Services Configuration Console.  XE "Terminal Services Configuration Console" 
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Terminal Services Configuration Console- Windows 2000

Double-click RDP-tcp in the right pane or highlight RDP-tcp and select Action>Properties to launch the RDP-tcp Properties.
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RDP-tcp Properties

Uncheck the Always prompt for password checkbox and click the OK button to allow auto-login.

Configuring Windows 2003 Terminal Services for Multiple Logins

Windows 2003 is set to prevent multiple logins by the same account. Although it is a “best practice” to have each user login with a unique account,  a terminal using MultiSession can use the same terminal server in several Terminal Server Groups, making multiple logins desirable. This setting, and others, is changed in the Terminal Services Configuration Console. See Configuring RDP for Auto-Login
.

Open the Microsoft Terminal Services Configuration Console by selecting Start>Control Panel>Administrative Tools> Terminal Services Configuration.
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Terminal Services Configuration Console- Windows 2003

The Server Settings in the Terminal Services Configuration Console the settings that can be changed by double-clicking them. Three that are of interest are Licensing, Permission Compatibility, and Restrict each user to one session.

Single Session Per User

The Single Session Per User XE "Single Session Per User"  setting controls multiple logins XE "Multiple Logins" . Double-clicking the setting will launch a settings window.
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Terminal Services Configuration Console- Single Session Per User

The Restrict each user to one session XE "Restrict each user to one session"  checkbox is selected by default in Windows 2003. Unselect it to allow multiple logins if needed for MultiSession XE "MultiSession" .

Licensing Mode

Microsoft has expanded the Terminal Server Client Access License (TS CAL) program in windows 2003. TS CALs are available in two types, TS Device CALs and TS User CALs. 

· The TS Device CAL licenses one device for any user to connect to Microsoft Terminal Servers. This functions like the previous Windows 2000 TS CAL.

· The TS User CAL licenses one user for any device to connect to Microsoft Terminal Servers.

To change between the Per Device licensing and Per User licensing, double-click Licensing to launch the Licensing Mode window.
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Terminal Services Configuration Console- Licensing Mode

Select the desired mode from the Licensing Mode dropdown box and click OK.

Permission Compatibility

Microsoft has increased the security in each successive release of its terminal server software. These new policies prevent users from accessing the system folder, *.ini files, the registry, and other resources. Some programs such as HMI, SCADA, database, and control software XE "HMI"   XE "SCADA"  needs access to these resources to function. Instead of making all the users administrators, the security can be set to the less strenuous Windows NT 4.0-style security.  XE "Security" 
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Terminal Services Configuration Console- Permission Compatibility

Launch the Permission Compatibility XE "Permission Compatibility"  window by double-clicking on the Permission Compatibility setting. Select the Relaxed Security XE "Relaxed Security" 

 XE "Full Security"  radio button and select the OK button.

Command Prompt

Terminal Services has several commands that aid in managing the terminal server. Some useful ones are:  XE "Command Prompt" 
	Command
	Action

	change logon
	Temporarily disables logons to a Terminal Server

	change port
	Changes COM port mappings for MS-DOS program compatibility

	change user /install
	Puts the server into “Install Mode”

	change user /execute
	Removes the server from “Install Mode”

	Ipconfig
	Displays the IP addresses of the network card

	Logoff
	Logs off a user from a session and deletes the session from the server

	net send username “message”
	Sends a message to a user. username is the NT/2000 user name that the person or terminal is logged in as. “message” is the text of the message. Quotation marks are needed for any messages containing a space.

	query process
	Displays information about processes running on a Terminal server

	query session
	Displays information about sessions on a Terminal server

	query termserver
	Displays a list of all Terminal servers on the network

	query user
	Displays information about user sessions on a Terminal server

	reset session
	Resets a session to known initial values

	Shadow
	Monitors another user's session

	Tsdiscon
	Disconnects a client from a terminal server session

	Tsshutdn
	Shuts down the terminal server in an orderly manner


See the Windows online help for additional commands and parameters.

DHCP Server Setup

Dynamic Host Configuration Protocol (DHCP)  XE "DHCP"  is a program that assigns IP addresses to devices on a network. Since a DHCP server can be used to provide IP addresses to ThinManager Ready thin clients, the instructions for configuring the Windows 2000 DHCP Server are provided. 

Note: The information included here is for your convenience. Because this information can change, please see Microsoft at www.microsoft.com for up-to-the-minute details. 

To add DHCP to a Windows Server after installation select Start>Settings>Control Panel>Add/Remove Programs>Add/Remove Windows Components. A Windows Configuration Wizard will launch.
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Windows Components Wizard

Highlight Networking Services in the list window and select the Details button.
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Networking Services

Check the Dynamic Host Configuration Protocol (DHCP) check box and select the OK button.

The wizard will install the DHCP server.
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Application Server Mode

As part of the Windows Components Wizard, you may be asked to confirm the terminal service mode. The terminal server needs to run in application server mode to work with thin clients.

DHCP Scope Configuration for Microsoft DHCP Server

A DHCP server, in its simplest form, will assign an IP address to a computer that joins a network and requests one. A DHCP scope is a range of IP addresses that are available for assignment.  XE "DHCP Scope" 

 XE "Scope" 
ACP Enabled thin clients need more information from the DHCP server than just an IP address. They need the IP address of the ThinManager server (Option 066) and the name of the firmware ( Option 067) to download. This information needs to be added to the DHCP scope in the form of options.

To establish a DHCP scope, open the Computer Management Console by selecting Start>Programs>Administrative Tools>Computer Management.
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Create a DHCP Scope

Highlight DHCP in the Services and Applications folder of the tree pane and select Action>New Scope.

A New Scope Wizard will launch that will guide the process of creating the scope.
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Scope Range

Set the range of IP addresses by entering the starting IP address for the scope and the ending IP address of the scope.

Enter the desired subnet mask.

Select the Next button to continue.
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Scope Exclusions

If computers are already assigned IP addresses in the scope range, they can be excluded from the range by adding the IP address(s) and selecting the Add button.

Scope Options

The DHCP Server  XE "Scope Options" needs two options configured before it will provide all the information that the terminal needs to boot. These options are Option 066 and Option 067 XE "Option 066" 

 XE "Option 067" .
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Boot Server Host Name

The Boot Server Host Name, Option 066, assigns a ThinManager server to the terminal. 

Open the Scope Options dialog box by highlighting the Scope Option folder in the tree pane of the Computer Management Console under the Services and Application>DHCP folder and selecting Action>Configure Options.
Scroll through the list window and check the Option 066 check box. 

Enter the IP address of the desired ThinManager server in the String Value field. 
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Boot Server Host Name for Dual ThinManager Servers

The DHCP Server can issue the IP address for a Primary ThinManager Server and a Secondary ThinManager Server by listing the IP addresses of both, separated with a space.

Do not select the OK button yet.  XE "Scope Options" 
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DHCP Options

The Option 067, Bootfile Name, tells the terminal what file to download during the boot process.

Scroll through the list window and check the Option 067 check box. 

Enter firmware.acp in the String Value field. 

Select the OK button to accept the configuration of options.
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Completed Scope

Once the scope is added, the range is set, and the options are configured, it needs to be activated. 

Highlight the scope in the tree pane of the Computer Management Console. Select Action > Activate. The scope is now active.

Scope Reservation

Reservations allows an IP address to be reserved for a specific terminal instead of being assigned randomly. An IP address can be matched with a MAC address to create a reservation. This allows DHCP to assign a “static” IP address.  XE "Reservation" 
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Scope Reservation

The New Reservation window is launched by selecting the Reservation folder in the tree pane of the Computer Management Console under the Services and Application / DHCP folder and selecting Action>New Reservation.

The MAC address of a terminal is displayed in the details-view pane of ThinManager.

Enter a Reservation Name, the desired IP address, and the MAC address from the terminal. Select OK to finish.

DHCP Properties

The DHCP Server can be configured to check for duplicate IP addresses before issuing a new address. This is a good feature to use.

Highlight DHCP under Services and Applications in the Computer Management tree and select Action>Properties, or right-click on DHCP and select Properties. The DHCP Properties window will launch.
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DHCP Properties – Advanced Tab

Select the Advanced tab. Replace the zero in the Conflict detection attempts field with an integer. This will prompt the DHCP Server to check for duplicate IP addresses before assigning an IP address.

Select OK when finished.

Creating Microsoft User Profiles

A terminal needs a valid Windows 2000/Windows 2003 User Profile XE "User Profile"  to log onto a terminal server. 

To create a user profile open the Computer Management Console by selecting Start>Programs>Administrative Tools>Computer Management in Windows 2000 or by selecting Start>Administrative Tools>Computer Management in Windows 2003. 
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Computer Management Console

Highlight the User sub-folder of Local Users and Groups in the Computer Management tree pane. 

Select Action>New User. This will launch a New User  XE "New User" dialog box.  XE "User Profile" 

 XE "Computer Management Console" 
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New User Dialog 

Enter the user name for the user in the User name field.

Enter a password in the Password field. 

Re-enter the password in the Confirm password field. 

The User must change password at next logon check box forces the user to change the password.

Select the Create button to finish the profile. 

Select the Close button to return to the Computer Management Console.

Microsoft TS CALs – Terminal Server Client Access Licenses

Microsoft Client Access Licenses (CALs)

ACP Enabled Thin Clients require a terminal server with Windows 2000 Server with Terminal Services enabled, or Windows 2003 Server with Terminal Services enabled as an operating system. XE "CAL" 

 XE "TS CAL" 

 XE "Client Access License" 
Each of these operating systems requires a standard Microsoft Client Access License (CAL) for each connection to the server. These are based on concurrent use; a 5-pack would allow more than five users to access server resources, but only five users at a time. 

Microsoft Terminal Server Client Access Licenses (TS CALs)

Terminals, such as thin clients and fat clients, require an additional license, the Microsoft Terminal Server Client Access License (TS CAL)  XE "TS CAL" 

 XE "Terminal Server Client Access License"  to connect to the server using either RDP or ICA. This licensing is per seat; ten terminals would require ten TS CALs, even if only two were connected at a time.  XE "Licensing" 

 XE "Microsoft Licensing"  

Windows NT 4.0 Terminal Server Edition were sold with TS CALs. These were installed on each NT 4.0 Terminal Server. Additional TS CALs are available from Microsoft.

Windows 2000 and Windows 2003 have an improved method of license management. All TS CALs are installed on a Terminal Services Licensing Server. This acts as a repository for all TS CALs. The terminal servers request TS CAL authentication from the Terminal Services Licensing Server as terminals attach to terminal servers.

Note: The Terminal Server Licensing Server does not need to be a separate computer, but can be run on any Windows 2000 or 2003 server, including Windows 2000/2003 Terminal Servers. 

In Windows 2000, Microsoft requires that the Terminal Server Licensing Server XE "Terminal Server Licensing Server"  be installed on the Primary Domain Controller in a domain.

The Terminal Services Licensing server is activated through the Internet by connecting to the Microsoft Certificate Authority and License Clearinghouse. 

Windows 2000/2003 Server with Terminal Services enabled will issue 90-day temporary licenses while the Terminal Services Licensing server is being setup and activated. If this period has elapsed, the terminal will not connect to the terminal server and will display an “Error Number 50” message box.

Windows 2000/2003 Server is not normally sold with TS CALs. These need to purchased separately and installed on the Terminal Services License server. 

Windows 2003 TS CALS

Microsoft has expanded the Terminal Server Client Access License (TS CAL) program in windows 2003. TS CALs are available in two types, TS Device CALs and TS User CALs. 

· The TS Device CAL licenses one device for any user to connect to Microsoft Terminal Servers. This functions like the previous Windows 2000 TS CAL.

· The TS User CAL licenses one user for any device to connect to Microsoft Terminal Servers.

To change between the Per Device licensing and Per User licensing, double-click Licensing to launch the Licensing Mode window.

Microsoft Terminal Server Licensing Activation

In Windows 2000 and 2003, all the TS CALs are installed on a single Terminal Server Licensing Server XE "TS CAL Activation" . This allows a single site for management and authentication of terminal server connections. A server becomes a Terminal Server Licensing Server by selection of the option during the installation phase or by selecting Add/Remove Programs> Add/Remove Windows Components from the Control Panel and selecting the Terminal Services Licensing.

Note: The information included here is for your convenience. Because this information can change, please see Microsoft at www.microsoft.com for up-to-the-minute details. 

The licensing of the Microsoft components of a Windows 2000 terminal server is a is a two-step process; one must first authorize the Terminal Server Licensing Server, then one must activate the licenses. The license activation will be repeated for each license pack.

Note: The Terminal Server Licensing Server does not need to be a separate computer, but is usually installed on a Terminal Server. Microsoft requires that the Terminal Server Licensing Server be installed on the Primary Domain Controller in a 2000 domain.

To begin the process select Start>Programs>Administrative Tools>Terminal Server Licensing on the Terminal Server Licensing Server.
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Selected Terminal Server

Select Action>Activate Server from the menu bar.
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Licensing wizard

The Licensing Wizard will launch.

 Follow the steps of the wizard by selecting Next. 

Note: The ID numbers shown on screens have been changed to “1234”. Please use the appropriate numbers that apply to your server and licenses.
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Connection Method

There are several methods for connecting to the Microsoft License Clearinghouse.

· Internet - Allows activation through a direct connection to Microsoft. The Licensing Server must have Internet access.

· World Wide Web - Allows activation at Microsoft’s web site through a web browser.

· Fax - Allows activation through faxes to Microsoft.

· Telephone - Allows activation through the telephone.

Select the desired method from the drop-down box and select Next.

Note: This section will detail the World Wide Web method.
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License Server Activation

The server needs a License Server ID for authorization. This is done on the Microsoft web site.

Go to the https://activate.microsoft.com site mentioned in the dialog box.
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Microsoft Terminal Services Licensing Web Site

Select Activate a license server and select Next.
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Customer Information Entry Form

Fill out the information forms and select Next. The Product ID is supplied by the Licensing Wizard.
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Customer Information

Continue with web-based wizard. Verify the data and select Next.
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Server Activation Number

The Microsoft will provide the License Server ID.

Add this number to the form in the Licensing Wizard.
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Wizard Completion

Once the License Server ID is placed in the appropriate fields on the Licensing Wizard, you will have a choice to continue and activate the license packs, or to stop with the server activation.

Microsoft TS CAL License Authorization

To continue adding license packs, return to the https://activate.microsoft.com web site.  XE "TS CAL Activation" 
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Microsoft Terminal Services Licensing Web Site

Select the Install client license key packs and select Next.
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Customer Information

Fill out the form and select Next.
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TS CAL Information

Select the Product Type and fill in the fields with the Quantity, Authorization Number, and License Number from the Licensing Certificate that was included with the purchase of the licenses.

Select Next to continue.
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License Information

Verify that the information is correct and select Next to continue.
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License Key Pack ID

The Microsoft site will provide the License Key Pack ID. This needs to be installed in the Licensing Wizard.

[image: image36.png]Obtain Client License Key Pack
Pravide the client license key pack ID.

To instal Terminal Services licenses, you must obtain a client fcense key pack ID
fiom the Terminal Services Livensing Web sie ted below:

hitps:/actvate mirosol com

To obtain this D, you il need youtfcense server D and sither a icense code from
retai product packaging or Select, Enterprie Agreement o Dpen liense corlract
information. Yo lense server ID i

1234567330 ABCDE-12345.67380- ABCDE- 12345

Ente the license key pack ID i the boes below. This D i obtained from the Terminal
Services Livensing Web ste.

12345 [67830 [ABCDE [12345 [67890 [ABCDE [ 12385

<Back Next> Cancel





License Key Pack ID Fields

Fill in the fields of the Licensing Wizard with the License Key Pack ID from the Microsoft site and select Next.
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Licensing Completion

The licenses will be added and will be displayed in the Terminal Services Licensing window.

Software Installation On Windows 2000/2003

Microsoft Windows 2000 Server requires that software be added in the “Install Mode” through the Control Panel, Add/Remove Programs.  XE "Install Mode" 

 XE "Software Installation" 

 XE "Installation" 
Select Start>Settings>Control Panel>Add/Remove Programs to launch the Add/Remove Programs dialog box.
Note: Some software, especially downloaded software, doesn’t allow the installer to install it through the Add/Remove Programs tools. To manually put the machine into the install mode open a command prompt and type:
change user /install
This command sets the machine to install mode. When finished, type:
change user /execute
This command returns the machine to the normal run mode.
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Add/Remove Programs

Select the CD or Floppy button on the Add/Remove Programs  XE "Add Remove Programs" dialog box to open the Installation wizard.  XE "Installation" 

 XE "Change User" 
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Install Program Window

The wizard will prompt for the installation of the software disk. Select Next to display the Run Installation Program dialog box.

Note: If the new program starts in autorun and proceeds without going through the following procedures, either stop the autorun and use the wizard to initiate the installation, or use the change user /install command to place the machine in the install mode. Use the change user /execute command when finished to return the machine to the Run mode.
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Run Installation Program

Enter the command line of the installation program and select Finish, or select the Browse button to select the installation file.
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Browse File Window

Selecting the Browse button on the Run Installation dialog box will launch a Browse File window. Highlight the installation file and select Open. This will begin the application setup.
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After Installation Window

As the installation begins, an After Installation dialog box is displayed. It requests that the Next button be selected when the installation is finished. When this button is selected a second confirmation window is displayed.
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Finish Install Window

Select the Finish button when the installation is finished.

Note: If a choice is given to Reboot Now or Reboot Later, choose to reboot later once the entire setup is completed and the dialog boxes are cleared.

Terminal Services Management

Microsoft provides a utility for managing sessions on terminal servers. This program is called Terminal Server Administrator in Windows NT 4.0 TSE, and Terminal Services Manager in Windows 2000/2003. This program:

· Displays current users and connections

· Displays the status of terminal connections.

· Displays the processes running on each session. 

· Allows messages to be sent to various sessions.

· Allows the shadowing or remote control of other sessions. 

Note: Many of these features are incorporated into the ThinManager 2.5 interface and can be launched from within the ThinManager program. See the Details Pane
 for details.

Select Start>Programs>Administrative Tools> Terminal Services Manager to launch the Terminal Services Manager program.  XE "Terminal Services Manager" 

 XE "Terminal Server Administrator" 
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Terminal Services Manager 

If the server is highlighted in the tree pane, the program shows tabs that display the details of the Users, Sessions, and Processes of the server. 
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Terminal Services Manager – Session Processes

If a session is highlighted in the tree pane, the program displays Processes and Information tabs. 

Send Message

Terminal Service Manager can be used to send messages to terminals.  XE "Messages" 
Right click on a connection in the tree pane or right click on a user in the detail-view panel will launch a menu. 

[image: image46.png]BLUE - Terminal Services Manager
Actions_Yiew Tools _tielp

[_[CIx]

alolE[s| la) ) x|

59 A,
58 e

e TGt istener)
e ROP-Tep (istener)
Console (Administrator)
- ROP-Tep# (User1)
e ROP-Tep3 (Userd)
Discomnected (User2)
()
()

Users | Sessons | Proseses
= Sewion [ D[ Siwe  [1deTine] LogonTine
' Administrator  Console 0 Active 211972004 9:
OMEFE  oootew 1 acive a4 29200410
D lUse,  Lomnech 2 Disconnect.

D Use Disconnect 3 Active 2/19/2004 3:

Remole.
Beset
Status

Control

Log Off

For Help, press F1

4





Terminal Services Manager – Right-click Menu

Select Send Message. This will launch a message box.
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Send Message Dialog Box

Fill in the desired message.

Select OK to send.

Note: Messages can be sent from the command line by using C:\ net send username “message”, where username is the recipient’s login name and message is the desired message.

Shadowing and Remote Control

Shadowing is a Windows NT/2000 Terminal Server utility that allows a person logged in as an administrator to view a client session from another client. Additionally, the administrator’s keystrokes and mouse movements can be configured to provide input to the shadowed client. This feature allows an administrator to do remote troubleshooting and support.  XE "Shadowing" 
Note: This program is called Shadowing in Windows NT 4.0 TSE and Remote Control in Windows 2000/2003.

Note: This feature is incorporated into the ThinManager 2.5 interface and can be launched from within the ThinManager program. See the Details Pane
 for details.

Remote Control is initiated in the Microsoft Windows 2000 Terminal Services Manager. 

Open this program by selecting Start>Program Files>Administrative Tools>Terminal Services Manager. 

Either highlight a connection in the tree pane and select Action>Shadow from the menu bar, or right-click a client on the user tab of the detail-view pane and select Remote Control. This will initiate the Remote Control session.  XE "Remote Control" 
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Shadowing / Remote Control

Note: The server console is not available for shadowing. Only administrators can shadow. An administrator can run the shadow session from one client to another client, RDP to RDP or ICA to ICA.

Note: The default hot keys used to end a shadow session are CTRL + * (the star on the number keypad). These are configurable. It is wise to remember the escape hot key combination.

Windows 2000/2003 Remote Control Configuration

A Windows 2000/2003 session must have its user profile configured to allow shadowing/remote control. This is done in the User Properties dialog box. The User Profile is accessed from the Computer Management Console. 

Open this program by selecting Start>Programs>Administrative Tools>Computer Management. 
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Computer Management – User List

To launch a User Profile, select the System Tools > Local Users and Groups > Users folder in the Computer Management tree pane and double-click on the desired user. This will launch the User Properties for the selected user.
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Windows 2000 User Properties

There are several parameters on the Remote Control tab that allow shadowing/remote control to be configured.

· Enable remote control, if selected, will allow the user to be shadowed. Shadowing is not permitted if this is unchecked.

· Require user’s permission, if selected, will launch a dialog box on the user’s screen that needs accepted before shadowing can begin. The shadowing will take place without confirmation if this is unchecked.

· View the user’s session, if selected, will disable the administrator’s mouse and keyboard input, and make the administrator a passive viewer.

· Interact with the session, if selected, will allow the administrator to control the session with mouse and keyboard, becoming an active participant.

Note: The server console is not available for shadowing. Only administrators can shadow. An administrator can run the shadow session from one client to another client.

Note: A change to a profile requires that the session is logged off and re-established.

Duplicate Sessions

It is possible for a terminal to be turned off and its session stays active instead of being disconnected. This can occur if the terminal screen is static and the server has no need to update the screen while the terminal offline. When the terminal reconnects to the server it creates a new session, creating duplicate sessions. Terminal Services Manager can eliminate the duplicate sessions.  XE "Duplicate Sessions" 
To manage duplicate session, launch Terminal Server Administration/Manager by selecting Start>Programs>Administrative Tools (Common)> Terminal Services Manager.
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Duplicate Sessions

Any duplicate sessions will show up in the Users tab when the server is highlighted. Three commands are available, Disconnect, Reset, and Log Off. These are activated by highlighting a session and right clicking, or by highlighting a session and selecting Actions from the menu bar.

· Disconnect will disconnect an active session.

· Reset will end a disconnected session

· Log Off will end an active session

These tools allow an administrator to eliminate duplicate sessions.

Note: In Windows 2003 Terminal Server the number of logins allowed is configurable to prevent multiple logins. See Configuring Windows 2003 for Multiple Logins
 for details.
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