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Introduction

Documentation Contents

This documentation covers the following topics:

What is New in ThinManager 3.1.
A System Overview.
Installation.

Redundancy.

Licensing.

The ThinManager Interface.
The Menu system.

Adding thin client hardware.
Configuration Wizards.
Terminal Server Groups.
Failover and Instant Failover.
Modules.

MultiMonitor.

Reports.

Shadowing.

ThinManager Security.
TermSecure.

WinTMC.

TermMon ActiveX Control.

Non ACP Components.
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ACP ThinManager 3.1

ThinManager is a server-side configuration, management, and hardware enabling software for Terminal
Services based thin client systems.

ThinManager is a software program that allows ACP Enabled, ThinManager Ready Thin Clients to boot,
receive a configuration, and connect to a terminal server. ThinManager provides terminal configuration,
session management, and session status monitoring. ACP ThinManager provides quick replacement of
terminals and an almost seamless switch from terminal server to terminal server in case of terminal server
failure.

A thin client is a device that connects to a server, logs onto a separate independent session, and runs its
applications on the server and not locally on the thin client. ThinManager Ready Thin Clients first connect to
a ThinManager Server where it receives its configuration. This configuration sends the terminal to a terminal
server where it logs in.

Note: The terms Thin Client and Terminal are used interchangeably in this document.

The keystrokes and mouse movements from the thin client are sent to the terminal server. The terminal
server session determines the response and sends the screen display back to the terminal. This simplifies
maintenance and management by eliminating the need to install and configure operating systems and
applications on the thin client. All configuration, management, installation and applications are on the server,
not the thin client.

Note: All trademarks, service marks, and copyrights belong to their respective companies.

Microsoft, Windows, Windows XP, Windows 2000, Windows 2000 Server, Windows 2003, and
Windows 2003 Server are trademarks of the Microsoft Corporation, Redmond, Washington.

Citrix, MetaFrame, ICA, and Citrix Device Services are trademarks of Citrix Systems, Fort Lauderdale,
Florida.

ACP, ACP Enabled, AppLink, MultiSession, MultiMonitor, SmartSession, TermSecure, ThinManager,
ThinManager Ready, and ThinServer, are trademarks of Automation Control Products, Atlanta, Georgia.

What’s New in ThinManager 3.1

New - MultiMonitor

ThinManager 3.1 includes support for ThinManager Ready thin clients that can use up to 5 monitors from a
single thin client. Each monitor can display an individual Terminal Server Group session or the monitors can
be configured to show a session spanned across several monitors.

See Introduction to MultiMonitor for details.
New - Reports

ThinManager 3.1 can generate HTML reports of the terminal configurations, terminal properties, event logs,
uptime, and others. New templates can be added to ThinManager as needed.

See Reports for details.

New - Install Menu ltem

The Manage menu has been re-organized and an Install menu item has been added for tasks like adding
licenses, firmware, and modules.

See Install for details.
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New — Mirrored Redundancy

ThinManager 3.1 introduces a Mirrored Redundancy that allows a second ThinManager Server maintain the
terminal configuration for terminal boot up if the primary ThinManager Server fails. This is a lower cost than
full ThinManager Server Redundancy.

See Mirrored Redundancy for details.
New — Application Watchdog in ActiveX

The TermMon.ocx ActiveX tool has a Watchdog added to eliminate problems caused by applications failing in
a session. The TermMon.ocx ActiveX can be configured so that if the application fails or loses data
connectivity, the session will be logged off and a new session will be started.

See TermMon ActiveX Control for details.
New — Terminal Server Group Settings

Terminal Server Groups can now be configured to disconnect when it is in the background while another
Terminal Server Group is in the foreground, conserving resources while using MultiSession.

See Terminal Server Group List for details.
New — Touch Screen Calibration for MultiMonitor

The touch screen modules have MultiMonitor support added to allow use with MultiMonitor ThinManager
Ready thin clients.

See Touch Screen Modules for details.

Improved — Details Pane

Several Details tabs have been improved to show more information like License Numbers and IP Menu
Settings.

See Details Pane for details.
Improved — Touch Screen Calibration

The touch screen calibration has been improved with several features, including the ability to launch the
calibration program by touching the screen for 10 seconds or by using a keyboard hot key.

See Touch Screen Modules for details.
Changed - Firmware Update Module

The Disk-On-Chip/Compact Flash Update module has been changed to the Firmware Update Module to
define the module more precisely.

See Firmware Update Module for details.
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Twenty Things that Sound Alike, but Aren’t

Terminals

Terminal: The individual client device, like a ThinManager Ready thin client, that relies on a server for
operations.

Terminal Group: A group of Terminals that can be managed together or share a common configuration (was
just “Group” in ThinManager 2.x).

Terminal Server: The Windows server that is configured to allow multiple logins.

Terminal Server Group: A collection of Windows Terminal Servers that ThinManager can use
interchangeably for logins and applications.

Terminal Session: The Windows session that the terminal starts when it connects to a Windows Terminal
Server. This is where the desktop and applications run.

Servers
Terminal Server: The Windows server that is configured to allow multiple logins.

ThinManager Server: A computer with running ThinManager and ThinServer that communicates and
controls ThinManager Ready thin clients.

ThinServer: The engine component of ThinManager that does the work.

ThinManager: The graphic user interface of ThinManager that allows the data from ThinServer to be
displayed and used.

Users
User: An account created in Windows that allows a login to a Windows computer.
Windows User: A more accurate name for Users.
Windows User Group: A more accurate name for User Group:

ThinManager User: A Windows User that has been added to a ThinManager Security Group to regulate their
access to ThinManager.

TermSecure User: A user configured in ThinManager that can log into terminals using TermSecure.

Groups

Groups: Either (A), a collection of Windows Users with common access levels (also referred to as “User
Groups”).

Or (B), a group of Terminals (now referred to as “Terminal Group”)
User Group: A collection of Windows Users that share the same level of access in Windows.
Windows User Group: A more accurate name for User Group.

Terminal Group: A group of Terminals that can be managed together or share a common configuration (was
just “Group” in ThinManager 2.x).

Terminal Server Group: A collection of Windows Terminal Servers that ThinManager can use
interchangeably for logins and applications.

TermSecure User Group: A collection of TermSecure Users that share a common configuration.

ThinManager Security Group: A Windows User Group that ThinManager uses to regulate access to
ThinManager functions.
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System Overview

Quick Start Checklist

1. Build a terminal server whose operating system is either:

® Microsoft Windows 2000 Server with Terminal Services enabled.
® Microsoft Windows 2003 Server with Terminal Services enabled.

2. Create a Licensing Server and add a TS CAL (Terminal Server Client Access License) for each
thin client.

See Microsoft Terminal Services Licensing Activation.
3. Install ACP ThinManager software onto a computer to create a ThinManager Server.

Note: The ThinManager Server can be a terminal server but doesn't have to be. It can be a Windows 2000 or
XP Workstation. The clients will connect to the ThinManager Server and download the firmware and
configuration.

See ThinManager Installation.
4. Install a ThinManager License for each ThinManager Ready thin client.
See ThinManager Licensing.

5. Select a Client-Communication protocol. The default RDP Client-Communication Protocol installs
with Terminal Services. If using Citrix MetaFrame, available separately, install and license on each
terminal server.

Note: Citrix no longer licenses Citrix Device Services. ThinManager will connect to terminal servers with
existing Device Services licenses, but no new ones can be created.

See Client Communication Protocol.
6. Create a Microsoft user profile for each user on the terminal server or the domain.

See Creating Microsoft User Profiles.

N

Apply appropriate security to each user profile using the standard Microsoft techniques.

©

Establish the IP addressing scheme for the thin clients, using either DHCP or Static IP.

If using DHCP, configure Option 066 to list the IP address of the ThinManager Server and
configure 067 to list "firmware.acp" as the bootfile name.
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See IP Address Assignment.
9. Attach the terminals to ThinManager by either:
e Turning on the terminal and selecting the "Create New Terminal" option when the unit boots.

® Pre-creating the terminals in ThinManager and selecting the proper terminal name when the terminal
is turned on and offline terminals are listed.

See Adding Thin Client Hardware.

Required Components

ThinManager Ready Thin Clients require a number of components to function properly. These include:
e Terminal Services from Microsoft

e (Client Communication Protocol, either RDP or Citrix ICA
e ACP ThinManager software
e ThinManager Ready Thin Client Hardware

e Standard TCP/IP network infrastructure

Windows Terminal Server Operating System

The first component is the Terminal Server. This is a computer with a version of Microsoft's Windows 2000
Server or 2003 Server that has the Terminal Services functionality activated. The operating system allows
multiple users to log into the server and run independent, isolated sessions. The operating system controls
the server, provides security, controls user access, and runs the applications.

The terminal server needs Windows 2000 and 2003 Server with Terminal Services enabled and TS CALs
added.

See Microsoft TS CALs for details.

Client Communication Protocol

The second component is the Client Communication Protocol. This can be either the ICA protocol available
from Citrix or the RDP protocol that is installed by default with any Windows Terminal Server operating
systems.

The Client Communication Protocol is the protocol used for client-to-server communications in the
Terminal Services Environment. The protocol handles all video, information, and user input such as keyboard
and mouse input.

The RDP (Remote Desktop Protocol) is the Client-Communication Protocol that is included with Microsoft
Terminal Services and can be used by ThinManager Ready Thin Clients to connect to Windows 2000
Terminal Servers and Windows 2003 Terminal Servers. The RDP connection to a Windows 2000 Terminal
Server is limited to a 256-color depth (8-bit) while the Windows 2003 Server connection can be made at a
higher color depth.

The ICA (Independent Computer Architecture) Protocol is available by installing Citrix MetaFrame on the
Terminal Servers.

8 e System Overview ACP ThinManager 3.1 Help Manual



ThinManager Administrative Software

The third component is ACP ThinManager software from Automation Control Products. ThinManager is
used to configure, manage, and control the ThinManager thin clients. Although ThinManager is treated as a
single entity, it really has two main components, the ThinManager interface and the ThinServer service.

e ThinServer is a service that is the engine of the program. It starts automatically, runs in the
background, and provides essential functions to control the thin clients. ThinServer is installed
during ThinManager installation if selected.

e ThinManager is the administrative software that facilitates the configuration and organization of the
thin clients. This is the visible component of the ThinManager software. ThinManager displays
information generated by ThinServer. ThinManager can be installed on any computer on the
network, including the terminal server.

Note: ThinManager Server is used to describe a computer running ThinManager and ThinServer that
provides control and configuration to ThinManager Ready Thin Clients, even if the computer is a
workstation.

One instance of ThinManager can provide client connection to several terminal servers. The thin clients would
boot from the ThinManager server but could be assigned to any of several terminal servers.

ThinManager Ready Thin Client Hardware

ACP ThinManager is designed to control and configure ACP Enabled Thin clients. These are ThinManager
Ready thin clients produced by a variety of manufacturing partners and display the ThinManager Ready
sticker. The ACP website (http://www.thinmanager.com) has links to the ACP Partners.

ThinManager
l.l.
[ = D = La]
Q
THINMAMNAGER I:Lﬂ.l)'l'
READY 0127833
ThinManager Ready Logos

ThinManager Enabled thin clients should display a ThinManager Ready Logo.

Client/Server Architecture

In terminal services, the client connects to a terminal server, logs in, and starts a session on the terminal
server. The client uses a client communication protocol to send mouse and keyboard events to the terminal
server for processing. Once the input is processed, the terminal server generates the video output and sends
it to the client for display.

Although the user is typing on the client and sees the results on the client’s monitor, the actual processing
takes place on the terminal server.
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Terminal Server Client

T |
e | VX
3

(SR )

1 - Mouse and keystrokes sent to client-side program
2 - Input sent to server-side program on terminal server
3 - Input processed by terminal server

Client to Server Communications
Input from the client is sent to the terminal for processing.

Terminal Server Client

1 - CPU generates graphics from input
2 - Graphics commands are sent to client-side program
3 - Client displays new screen graphics

Server to Client Communications

Output from the Terminal Server is sent to the client for display.
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Network Overview

Standard TCP/IP Network Infrastructure

ThinManager Ready Thin Clients use a standard TCP/IP network. This can include hubs, routers, gateways,
cables, and wireless components. ThinManager Ready thin clients behave on a network as a PC would, but
because the thin clients are connected to a terminal server where the actual processing takes place, thin
clients are more sensitive to poorly deployed networks.

The simplest thin client network consists of a single computer, configured as a terminal server, with the TS
CALs, ThinManager, ThinServer, and the applications installed on it. All the ThinManager Ready thin clients
connect to this single computer.

A more common scenario includes the use of multiple computers. These might be additional terminal servers
for failover functionality, additional terminal servers for increased capacity, domain controllers, e-mail servers,
file servers, database servers, and workstations. One of the strengths of ThinManager and ThinManager
Ready Thin Clients is their versatility in networking. They do not demand a rigid proprietary network
configuration but have the flexibility to run in almost any network configuration.

ACP Networks require:

e A ThinManager Server, that is, a computer running ThinManager. This does not have to be a
“server” but can be any Windows computer, including a workstation.

A Microsoft Terminal Server with a Client Communication Protocol and all desired applications.
This computer may also be the ThinManager Server.

¢ A Microsoft Terminal Server Licensing Server for the TS CALs (Microsoft Terminal Server Client
Access Licenses). This does not need to be a separate computer but can run on a terminal server
or a domain controller.

e A DHCP Server or Static IP addresses for the thin clients.
e ThinManager Ready Thin Client hardware.

e A standard Ethernet network.

Note: ThinManager does not have to be installed on a terminal server but can be installed on a workstation.
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Single Server Thin Client Network
Clients LAN Server

Functions:

ThinManager
Server

[ ] Terminal Server
| R |

File Server

Microsoft
Licensing
Server

Sample ACP Thin Client Network — Single Terminal Server

When a single server is used for the ThinManager Ready thin client network, all components need to be
installed on the single computer, including ThinManager, Microsoft Terminal Services Licensing, Terminal
Services, applications, and a DHCP server, if desired.

Typical Thin Client Network

Clients LAN Servers

ThinManager /
M3 Licensing
Server

Terminal
Server

Terminal
Server

E-Mail Server

FileServer

SQlLServer

Sample ACP Thin Client Network — Multiple Servers

A more common practice is to use several servers with specific functions. In addition to the normal corporate
file servers, e-mail servers, and domain controllers, the use of multiple terminal servers allows failover and
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redundancy. The ThinManager may be run on a separate computer but is typically installed on a terminal
server, or in conjunction with other server applications like DHCP and Microsoft Licensing.

Isolated Thin Client Network

- Thin Client C rat
Clients " an"" Servers °“an -

ThinManager /
MS Licensing

Server
[Dual MIGs)

Terminal Server
[Dual NICs]

Terminal Server
{Dual NICS)

E-Mail Server
[Single NICs)

FileServer
{Single NICs)

SQLServer
[Single MICs)

Sample ACP Thin Client Network — Separate Subnet

The thin clients can be isolated to their own subnet by using a second network interface card (NIC) in the
ThinManager Server and terminal servers. The thin clients can reach other servers in the corporate network
by using the terminal server as a bridge.

Connection Overview

When a terminal is powered on:
e An P address is requested from a DHCP server by default. The DHCP server needs to have Option
066 set to the ThinManager Server IP address and Option 067 setto £firmware.acp to

specify a ThinManager Server IP address. Units with the ACP BootLoader 5.01 can use DHCP
and have the ThinManager Server statically assigned on the unit. See DHCP Server Setup and
the Boot Process for details.

e Alternately, the terminal may be assigned a static IP address and the ThinManager Server IP
address.

e The terminal connects to the ThinManager Server to download its configuration.
e The ThinManager configuration will tell the terminal which terminal server to login to.

e The terminal will connect to that terminal server and display the Windows login dialog box or will
automatically login with help from the ThinManager configuration.

e The terminal will create a session on the terminal server, allowing applications to run.

The ThinManager Ready Thin client can be assigned to a single terminal server, or it can be assigned to
multiple terminal servers in case of terminal server failure. Terminal Server Groups are groups of terminal
servers that have added functionality for the thin client.
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Failover Overview

Server failures in any network or system can disrupt productivity and data management. ACP ThinManager
(version 2.3 and later) has a failover capability built into it that allows terminals to connect to a secondary
terminal server if the terminal server that they are logged into fails. This will lessen the effect of server failures
on the terminal server network. The terminals can detect the server crash, drop the connection to it, and
connect to a secondary server in seconds.

To initiate ACP ThinManager Failover protection, four steps are needed:

Multiple Servers: The first step is to have multiple terminal servers, with a Client Communication
Protocol and appropriate licenses added.

Terminal Server Addressing In ThinManager: When configuring the terminal, list the terminal

servers, in the order of preferred connection, in ThinManager. Upon boot, each terminal will try to
connect to the first server in the list (the primary server). If it is not available, it will try the next on
the list (a secondary server) until a connection is made.

Sufficient Memory: The second step is to have sufficient memory capacity on the servers to
accommodate the addition of terminals during failover. If you do not plan for the extra capacity,
the servers can be taxed with the addition of the new terminals.

User Permissions: Each terminal server needs the appropriate Windows 2000/2003 user
profiles and permissions. The terminals will not log into a secondary session unless it has a user
profile on that server.

ACP ThinManager allows the use of several terminal servers, defined as the primary and as backups. If the
primary terminal server fails, the ThinManager Ready thin client will detect the server failure and will initiate a
new session on a backup server. This allows the operator to continue their work and minimize the effect of a
server failure.
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MTerminal Configuration Wizard

Terminal Server or Terminal Server Group Selection o

. ) . . (=]
Select the Terminal Servers ar Terminal Server Groups ta which this
terminal can connect. M

Available Terminal Servers Selected Temminal Servers
Blue [192.168.1.36) Black [192.168.1.35]
Brown [192.168.1.37) Tan [192.168.1.31] b
Silver [192.168.1.38) e

j
e

Edit Server List

The thin clients will connect to the servers in the order that they are listed, with the
top zerver az the Primary Terminal Server.

[ Enfarce Primary Terminal Server Connechior:

¢ Back I MHewt > I Finizh Cancel Help

Failover Configured in the Terminal Configuration Wizard with Individual Terminal Servers

Failover when using individual terminal servers is configured in the Terminal Configuration Wizard. See

Terminal Server Selection Page for details.
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MTerminal Server Group Wizard |

Terminal Server Group Members ;_13%
Select the Terminal Servers for thiz group. %
M
Ayeailable Terminal Servers Selected Terminal Semers
Brown [192.168.1 .3?] Black [192.168.1.35]
Silver [192.168.1.38) Blue [192.168.1.3E) . |
Tan [192.168.1.31)

|+ |+

Edit Server Lizt

¢ Back et » | Finizh I Cancel Help

Failover Configured for Terminal Server Groups in the Terminal Server Group Wizard

Failover when using Terminal Server Groups is configured in the Terminal Server Group List. See Terminal
Server Group Members Page for details.

Instant Failover is an advanced configuration of failover. The terminal will log into two terminal servers and
start a session on each one. The primary session will be displayed, with the secondary session cascaded
behind it. If the primary terminal server fails, the terminal will switch focus to the already initiated secondary
session and display the secondary session, saving the time needed to switch terminal servers and load
applications.

See Instant Failover Module or Instant Failover with Terminal Server Groups for further details.

Terminal Server Group Overview

Terminal Server Groups are collections of Terminal Servers. Instead of being assigned to a list of individual
terminal servers, a ThinManager Ready thin client can be assigned to a Terminal Server Group or Groups
and the terminal will connect to one of the terminal servers of the group. The specific terminal server that the
terminal connects to is based on the Terminal Server Group configuration and options.

e A standard Terminal Server Group has the terminal servers listed in a pre-defined order. The
terminal connects to the first available member of the group.

e The SmartSession option of Terminal Services Groups provides load balancing by using CPU
availability, memory, and the number of sessions on the member terminal servers to determine
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the resource availability on member terminal servers. A ThinManager Ready thin client connects
to the terminal server in the Terminal Server Group with the most available resources.

¢ The Instant Failover option allows a terminal to connect to two terminal servers within a Terminal
Server Group. The terminal will have an active session on two terminal servers but will only
display one session. If the first terminal server fails, the session of the second terminal server is
immediately displayed, eliminating any downtime due to terminal server failure.

e The AppLink option provides the Initial Program function to members of a Terminal Server Group.
When specifying the Initial Program function, a program is started instead of the desktop. Closing
the program will terminate the connection.

¢ MultiSession is a terminal configuration that allows a ThinManager Ready thin client to connect to
multiple terminal servers from multiple Terminal Server Groups. The user can switch between
groups using an on-screen menu or hot keys. These groups may be standard Terminal Server
Groups, Terminal Server Groups with SmartSession, AppLink, and/or Terminal Server Groups
with Instant Failover.

These Terminal Server Group options can be combined on the same Terminal Server Group, for example a
Terminal Server Group could use SmartSession to choose the server connection order, Instant Failover to
maintain a backup, while using AppLink to limit the terminal to a single application. Additionally, a terminal
server may be a member of several Terminal Server Groups.

See Terminal Server Groups for details.

TermSecure Overview

TermSecure is a new ThinManager feature that allows users to logon to a ThinManager Ready thin client and
access user-specific or terminal-specific Terminal Server Groups. This does not replace the Windows logon
but adds an additional layer of security and control.

Terminals and Terminal Server Groups can be assigned Access Group permissions. A TermSecure User can
use those terminals and Terminal Server Groups only if the TermSecure User has been assigned to the same
Access Group.

TermSecure has two main attributes:

e SecureAccess: Manages user access to terminal servers and sessions through ThinManager
authentication and group permissions.

e SmartContext: Allows the movement of the display of a TermSecure User’s terminal server sessions
between multiple ThinManager Ready thin clients; initiated by either manual login or the use of an
authentication device. This allows a user to leave one terminal, logon to a different terminal, and
reconnect to their session, essentially having the session follow him from terminal to terminal.

TermSecure logins can be initiated by a manual login or by the use of an ID device like USB drives or
ProxCards for login.

See TermSecure User Configuration Wizard for details.

Note: TermSecure requires the usage of Terminal Server Groups instead of using individual terminal servers.
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Installation of ThinManager 3.1

Standard ThinManager Installation in Windows

ThinManager can be installed on a Windows server or workstation (NT 4.0 SP5 and later). On Microsoft
Windows 2000 and Windows 2003 Servers, software needs to be added in the Install Mode through the
Control Panel > Add/Remove Programs. Failure to use the Install Mode can prevent an application from
working properly.

Select Start > Settings > Control Panel > Add/Remove Programs to open the Add/Remove Programs
dialog box.
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& add or Remove Programs H=] B3

Add a program From CO-ROM ar Aoppy disk.
To add a program from a CO-ROM or Floppey disk, click C0or Floppy bt oy
S Fl

Add programs From Microsoft

% To add new Windows Features, device drivers, and swstem updates over the Internet, click windaws Update |

Wfindows Lpdate

Add/Remove Programs

Select the CD or Floppy button on the Add/Remove Programs Properties dialog box to open the
Installation wizard. The wizard will prompt for the insertion of the ThinManager CD. When the CD is inserted,
the wizard will ask for the path to the setup program.
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Look jn: IﬁﬁThinManagerSJ ;I Q F [

‘Docurnentation:

Terminal Ackivesr
Thinfanager 3.1
WinTMC

Deskiop

L

ty Documents

File narme: I ;I Open I
=

Files af bpe: ISetup Programmz Cancel

i

Install CD File System
The ThinManager CD has 4 folders.
e Documentation — This folder contains a copy of this documentation in *.pdf format.

¢ Terminal ActiveX — This folder contains the Terminal Monitor ActiveX and companion
documentation. See TermMon ActiveX Control for details.

¢ ThinManager 3.1 — This folder contains the ThinManager setup program.

e  WiInTMC — This folder contains the WinTMC setup program. See WinTMC Installation for details.

Browse to the setup.exe file in the ThinManager 3.1 folder to install ThinManager.
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Run Installation Program |

|f thiz iz the comect installation program, click MNest. To start
the automatic search again, click Back. Tao manually
zearch for the inztallation program, click Mest.

Open;

InstallsT hinkd anager 31%zetup exe Browse. .. |

< Back I Mest > I Cancel

Run Installation Program Window

Once the ThinManager 3.1 setup program is selected, select Next to continue the installation.
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ThinManager Setup E3

Welcome to the ThinManager Install Wizard

nztall Thinkd anager on your computer. To continu

MAMAGER

InstallShield ’ " M Cancel T

ThinManager Setup Wizard

The ThinManager Setup Wizard will lead the user through the installation process.
Select Next to continue.
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ThinManager Setup E

License Agreement

Autamation Control Products
End-Uzer License Agreement

THIS 15 A COMTRACT. PLEASE READ IT CAREFULLY BEFORE COMPLETING THE
IMSTALLATION PROCESS AMD USIMG THE SOFTWARE. IF¥0U DO NOT AGREE WITH
THE TERMS AMD COMDITIOMNS OF THIS AGREEMEMT, rOL 'WILL MOT BE ABLE TO
IJSE THE SOFTWARE. [FY'0U DO KMOT ACCEPT THIS AGREEMENT AMND HAMWE PRODF
COF PAYMEMNT, vOU MAY RETURM THE UMUSED SOFTWARE TO THE LOCATION AT
"WHICH 50U ACQUIRED IT WATHIM THIRTY [30] D&YS FOR A REFURMD OF THE
LICEMSE FEE.

1. Defiritions

[a] "Mat For Resale [MFR] Yerzion' means a verzion af the Automation Contral Products
[ACP] Product, so identified, to be used for review and evaluation purpozes, only.

[b] "ACP" means Automation Control Products, Inc. and its licensors, if any.

MANAGER [c] "Software" means the programs supplied by ACP herewith, and any and all updates

Instalhield T | < Back || Yes

End-User Licensing Agreement

Read the End-User Licensing Agreement (EULA). If you agree to the conditions, select Yes to continue.
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ThinManager Setup E3

Applications

. ThinServer Inztall
Thinkd anager Utilties

ol P hittd atager

InskallShield . d - | Cancel ‘

Application Selection

The installation wizard will display the components of the ThinManager installation. Although ThinManager
appears to be a seamless program, it has two major components and utilities.

e ThinManager is the graphic user interface. It is installed to view and control the program.

¢ ThinServer is the engine that drives the program. It is a vital component that needs to be
installed with ThinManager to allow ThinManager Ready thin clients to boot and be configured.
ThinServer is the component that requires licensing. It is separated from ThinManager in the
installation to allow additional instances of ThinManager to be installed for remote administration.

e ThinManager Utilities includes tools like the touch screen calibration program. These utilities
need to be installed on every terminal server that have clients with touch screens connected to
them.

Note: If touch screens are being used with ThinManager Ready thin clients, the ThinManager Utilities
program needs installed on every terminal server to provide the Calibrate Touch program for
connected thin clients.

The Browse button will allow the user to change the path to the folder where ThinManager will be installed.
Check the desired components and select Next.
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ThinManager Setup

Inzstall Wizard Complete

Thinkd anager Installation is complete

VI

MAMAGER

InstallShield J i [ s { Catcel

Installation Wizard Completion

When the wizard has finished select the Finish button.
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After Installation

After installation, pleaze click Mext.

Cancel

After Installation Dialog

After the ThinManager Setup wizard has finished, one needs to complete the installation through the
Microsoft dialog boxes.

Select Next to continue.

Finish Admin Install

When the ingtallation has ended [zuccessfully or not),
pleaze click the Finizh button ar the Cancel button, DO

RWOT CLICK. THE BUTTOMS BEFORE INSTALLATIOMN
HaS EMDED!

< Back

Cancel

Finish Installation

Select Finish to complete the installation.

ThinManager now needs licenses installed. See ThinManager Licensing for details.
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WinTMC Installation

The WinTMC program is a terminal client that is installed on a PC. When the WinTMC client is run it connects
to a ThinManager Server, receives its configuration, and then connects to a terminal server and launches a
session. The session is then displayed in the WinTMC client as a window or as a full screen, bringing terminal
server computing to PCs.

The WinTMC client needs to be installed on each PC that it is run on.

Note: Although PCs don’t have as strict a requirement as terminal servers; it is a good idea to install the
WinTMC client using the Add and Remove Programs feature.

The ThinManager Install CD contains the installation for the ThinManager program and the WinTMC client. To
install the WinTMC client on a PC select Start > Settings > Control Panel > Add/Remove Programs to
open the Add/Remove Programs dialog box.

& add or Remove Programs H=] B3

Add a program From CO-ROM ar Aoppy disk.

L. Toadd a pragram from a CO-ROM or Floppy disk, click €0 ar Floppy D or Floppy
_ﬁ" -

Add programs From Microsoft

% To add new Windows Features, device drivers, and swstem updates over the Internet, click |

Windows Update Wwindows Update

Add/Remove Programs

Select the CD or Floppy button on the Add/Remove Programs Properties dialog box to open the
Installation wizard. The wizard will prompt for the insertion of the ThinManager CD. When the CD is inserted,
the wizard will ask for the path to the setup program.

28 e Installation of ThinManager 3.1 ACP ThinManager 3.1 Help Manual



21X

Look jn: IﬁﬁThinManagerSJ ;I Q F [

‘Docurnentation:

Terminal Ackivesr
Thinfanager 3.1
WinTMC

Deskiop

L

ty Documents

File narme: I ;I Open I
=

Files af bpe: ISetup Programmz Cancel
£

Install CD File System
The ThinManager CD has 4 folders.
e Documentation — This folder contains a copy of this documentation in *.pdf format.

¢ Terminal ActiveX — This folder contains the Terminal Monitor ActiveX and companion
documentation. See TermMon ActiveX Control for details.

¢ ThinManager 3.1 — This folder contains the ThinManager setup program.

e  WiInTMC — This folder contains the WinTMC setup program.
Browse to the setup.exe file in the WinTMC folder to install the WinTMC client.
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Run Installation Program |

|f thiz iz the comect installation program, click MNest. To start
the automatic search again, click Back. Tao manually
zearch for the inztallation program, click Mest.

Open;

tandardCD Instal\WinT MChsetup. exe Browmse. .. |

< Back I Mest > I Cancel

Run Installation Program Window

Once the WinTMC setup program is selected, click the Next button to continue with the install.
WinTMC Setup |

Welcome to the InstallShield Wizard for WinTMC

The InstallShield “Wizard will ingtall WinTkC an your
computer. To conbinue, click Mest.

¢ Back

Cancel |

WinTMC Setup Wizard

The WinTMC Setup wizard will launch. Select Next to continue.
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WinTMC Setup |

License Agreement %«

Pleasze read the following license agreement carefully. l % -

Prezs the PAGE DOWM key to zee the rest of the agreement.

|!f1'-.ut|:|mati|:|n Control Productsz il
End-Uszer License Agreement

THIS 5 & CONTRACT. FLEASE READ IT CAREFULLY BEFORE COMPLETIMNG THE
INSTALLATION PROCESS AMD USING THE SOFTWARE. IFY'0U DO WOT AGREE
"WITH THE TERMS AND CONDITIOMS OF THIS AGREEMENT, vOU */ILL NOT BE
SBLE TO USE THE SOFTWARE. IF w00 D0 MOT ACCERT THIS AGREEMENT AND
H&WE PROOF OF PAYMENT ., vOLU MAY RETURM THE UMNUSED SOFTWARE TO
THE LOCATIOM AT WHICH ¥0OU ACAUIRED IT W/ITHIM THIRTY [30] DAYS FOR A

REFUMD OF THE LICEMSE FEE. ;I
Do you accept all the terms of the preceding License Agreement? [F you Frint |
zelect Mo, the zetup will cloze. Taoinztal WinT MC, vou must accept this =
agreement.
InztallShield
¢ Back e Hao |

License Agreement

Read the End-User License Agreement (EULA). If you agree with the conditions select Yes to continue.
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WinTMC Setup == |

Choose Destination Location

Select folder where setup will install files. i;g. :

Setup will inztall %WinT kT in the following folder.

T o inztall to this folder, click Mext. Toinstall to a different folder, click Browse and select

another folder.
Destination Falder
|VD:'N..."-.-'-‘-.utn:|matin:|n Contral PraductzihafinT kM Browse. .. |
|metallShield

¢ Back Cancel

Choose Destination Location

The Browse button will allow the user to change the path to the folder where the WinTMC client will be
installed.

Select Next to continue.
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WinTMC Setup == |

Select Features
Select the features setup will install, I‘;‘;_m
Select the features you want ta inztall, and deszelect the features you do nat want o install.

— Dezcription
WinTMC Shadow Service 0k
Space Required on [ 0k
Space Avalable on [ 4717360 K,
InztallShield
< Back Mewt > | Cancel |

Feature Selection
The WinTMC installation program has two options.
e WinTMC - This is the client application that needs to be installed to use the client.

e WinTMC Shadow Service - This optional program allows the PC to be shadowed from within
ThinManager by authorized users.

Note: The WinTMC Shadow Service will function even when the WinTMC isn’t active.

Select the Next button to continue with the WinTMC installation.
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WinTMC Setup |

InztallShield Wizard Complete

The Installs hield ‘Wizard has successiully installed \WinThC.
Click Finish to exit the wizard.

¢ Back

[Earizel |

WinTMC Installation Completion

When the wizard has finished select the Finish button.
After Installation |

after installation, pleaze click Hext.

¢ Back

Cancel |

After Installation Dialog

After the WinTMC setup wizard has finished, one needs to complete the installation through the Microsoft
dialog boxes.

Select Next to continue.
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Finish Admin Install |

When the ingtallation has ended [zuccessfully or not),
pleaze click the Finizh button ar the Cancel button, DO
MOT CLICK. THE BUTTOMS BEFORE INSTALLATION
Has EMDED!

< Back

Cancel |

Finish Installation

Select Finish to complete the installation.

Trialware ThinManager Installation

ACP has a demonstration version of ThinManager that provides customers with a 30-day trial. This version is
downloaded from the ThinManager web site (www.thinmanager.com) as a self-extracting file.

e A user must register on the ThinManager web site to access the download.
e The software must be installed on a computer that hasn’t had ThinManager installed before.

e The software can be installed on a workstation or a terminal server. Be sure to install in the
Install Mode by using the Add and Remove Programs if the Trialware is installed on a terminal
server.

e The software doesn’t need license activation and will provide licenses for 30 days.

e The Trialware version won’t accept normal ThinManager licenses, but needs to be replaced with
the standard ThinManager version to become a regularly licensed program.
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Selecting the Trialware/Demo button will lead to the Trialware/Online Demo window.
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¥3 TM3 - ThinManager® - Trialware, Online Demo - ACP - Mozilla Firefox

File Edit Wiew History EBookmarks Tools Help
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Quick Links +  Contact Us

S TVIS

THINMANAGER 3
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TRIALWARE / ONLINE DEMO

Tao gain access to ThinManager Trialware download ar the Gnline Derna, simply fill aut the Form below and a kemporary user name and password
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Company I {required) e
Address 1 I
Address 2 I
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Zip |
-
d s -
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Trialware/Online Demo Page

Fill in the required fields to register. The e-mail address is important because the password to the download
will be sent to that e-mail address.

Once the form is filled out, a username and password will be e-mailed to allow access to the Trialware
download. Select the you can access the page here link to access the download.
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Authentication Required

[ % Enter usernarme and password for "acp” ak hikkpe f v, thinrmanager . com

User Mame:

K|

Passwiord:

(8]4

Cancel

Download Authentication Window

Selecting the you can access the page here link will open an Authentication Required popup window.
Enter the username and password that were e-mailed to you when you complete the Trialware registration
form. A valid user name and password will open the Trialware Demo Access page.

38 e Installation of ThinManager 3.1

ACP ThinManager 3.1 Help Manual



¥ TM3 - ThinManager® - Thin Client Software - Mozilla Firefox

File Edit Wiew History EBookmarks Tools Help

@ -9 -@ G':r|’§¥

| ¥ | Pl i'|the timbertoes

! %2/ TM3 - ThinManager® - Thin Clien... (3 |

Conkact Us

S TVIS

THINMANAGER 3

ThinManager Friafware and Onfine Demio access

Download the ThinManager Trialware Demo

This is a self-extracting zip file, Once downloaded, simply
execute ko install Thinfanager on vour computer,

+ This is a fully-Functional promotional version and does
nak require activation,

+ This wersion will run For 30 days only, and is limited to 5
terminal connections,

+ This wersion will nat install over top of any presviousky
installed wersion of ThinfManager,

Thinfanager supports management of ary “ThinManager
Ready™ thin client hardware device, This promational version
can be evaluated without connected clients, however, best
results will be obtained when connecting “ThinManager Ready®
devices, Call our sales department at (678} 990-0945 to find
out more about the available “ThinManager Ready” hardware,

Hardware Requirements:

Arvy P running Windows 2000 Professional or Server,
windows %P or Windows 2003 Server with 100 ME of availale
disk space and 32 MB available RAM,

ThintManager 3.0, Setvice Pack & Prormo

This Promotional copy will give vou the Following licenses;

Jd

Online Demo

ThinManager.conm has set up a computer running ThinfManager
Version 3.0 and wou are free to establish a Remate Deskbop
conneckion and take a loak,

Login as user "rdpremote” with no password and vou will be
connected ko a session, viewing the Thinfanager 3.0 Management
interface,

Feel free to browse around the application, You will not be able to
make anwv configuration changes, as vour rdpremate user is limited ko
ThinManager view only mode, However, vou can shadow the various
clients that are connected by highlighting the terminal icon and
selecting the shadow tab, Clients that are using Multisession wil
have a program selector bar at the kop of the screen that allows ywou
to switch bebween sessions.,

If wou hawe questions, Feel free to conkack us at (B73) 930-0945,

Click. Here to Begin!

Click Here For suggestions on using the Remote Session

B

| Dane

i

Trialware Demo Access Page

Double-click on the ThinManager Promo link to download the file. Some browsers require that you right-click

on the link and select Save Link As to save the file.
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Save As ﬂ E

Save n I@ T3 _Trialware ;I 3 Z_? = "

My R
Dac

Desktop

4

ty Documents

File name; Thinr-.-1 anagerd]Promolnstall. exe ;I Save I
Save as lype: I,&.pplicati.:.n ;I Cancel

Save File Dialog Box

The download is a self-installing *.exe. It is recommended that it be installed using the Add/Remove
Programs function. See Standard ThinManager installation for details on ThinManager installation.
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Redundant ThinManager Servers

Redundancy Overview

ACP uses the term Failover to describe having two or more terminal servers that the thin clients can connect
and run a session from.

ACP uses the term Redundancy to describe having two or more ThinManager Servers that the thin clients
can connect and receive a configuration from.

Single ThinManager Server - If a system has a single ThinManager Server all the terminals will boot from
that computer, receive their configuration, then connect to the assigned terminal servers. If the ThinManager
Server fails the terminals will continue to function as designed. If they reboot, however, they will be unable to
connect to the failed ThinManager Server and will not receive their configuration or connect to a terminal
server.

Redundant ThinManager Server - If the system has two ThinManager Servers that are synchronized with
the same configuration the thin clients can be configured to point to either ThinManager Server to receive
their configuration. If the first ThinManager Server has failed a rebooted thin client can connect to the backup
ThinManager Server and receive the proper configuration and connect to the proper terminal servers.

Redundancy requires an identical license set on both ThinManager Servers. Each ThinManager Server is
fully functional and can be used to change or configure the thin clients.

Note: All Enterprise licenses include Redundancy.

Mirrored Redundancy is a new feature that allows a pair of ThinManager Server to be synchronized with the
same configuration so the thin clients can receive their configuration from the backup if it goes down. Mirrored
redundancy is less expensive than full redundancy but mirrored redundancy installs the second ThinManager
Server as a headless server. It doesn’t allow changes to be made to the configuration except from the primary
ThinManager Server. If the primary ThinManager Server fails the thin clients can boot from the secondary
ThinManager Server but the configuration cannot be changed until the primary ThinManager Server is
returned to service.
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Redundancy Differences

No Redundancy - Single ThinManager Server
. Least expensive.

. If the ThinManager Server fails the thin clients cannot retrieve their configuration until the
ThinManager Server is restored.

Mirrored Redundancy- Two ThinManager Servers
. Provides redundancy at a lower cost than full redundancy.

. Configuration changes can be made only on the primary ThinManager Server. If it fails the
thin clients are able to retrieve their configuration but configuration changes must wait until
the primary ThinManager is restored.

Full Redundancy - Two ThinManager Servers

o If a ThinManager Server fails, the other ThinManager Server will provide configuration.
. The ThinManager configuration can be changed on either ThinManager Server at anytime.
. Most expensive as it requires a duplicate set of licenses on the backup ThinManager Server.

Creating a Redundant Pair of ThinManager Servers

To create a redundant pair of ThinManager Servers:
1. Install ThinManager on two computers. See Standard ThinManager Installation.

2. Configure the thin clients on the primary ThinManager Server. See Terminal Configuration
Wizard.

Synchronize the two ThinManager Servers. See Synchronize Configuration.

Install a complete set of licenses on both ThinManager Server for full redundancy or install a
mirrored license for mirrored redundancy. See ThinManager Licensing.

5. Configure the thin clients to boot from two ThinManager Servers using the DHCP server or
static IP addressing. See DHCP Server Setup or Configuring New Hardware.

Synchronizing ThinManager Servers

Redundant ThinManager Servers need to be synchronized so that a thin client booting from either will receive
the same configuration regardless of the ThinManager Server. This can be done manually as described in
Manual Synchronization or automatically as described in Automatic Synchronization.

Additionally each thin client needs to be able to boot from both ThinManager Server. This can be configured
in the DHCP server as described in DHCP Server Setup or when setting up a static IP address as described
in Configuring New Hardware.
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Manual Synchronization

Selecting Manage > Synchronize Configuration from the ThinManager menu to launch the Synchronize
ThinManager Server Configurations Wizard to manually synchronize ThinManager Servers.

Note: It is important to synchronize the ThinManager Servers after each configuration change to keep the
configurations identical.

ThinManager Server Configuration Synchronization Page

MEynchrunize ThinManager Server Configurations

ThinM anager Server Configuration Synchronization \o
Select a Thinkanager Server to be the zource of the configuration, and %
M

zelect one or more Thinkd anager Servers bo receive the configuration.

Configuration Source Configuration D estination

Brawn Braowr
Ohoopee hmm

< Back I Mext > I Firish Cancel Help

Synchronize ThinManager Server Configuration Wizard

Highlight the primary ThinManager Server as the Configuration Source ThinManager Server and the
secondary ThinManager Server as the Configuration Destination. Select Next to proceed. Although many
ThinManager Servers can be defined in the ThinManager Server List it is normal to have just a primary and a

backup ThinManager Server.
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ThinManager Server Configuration Differences Page

MSrnchrunize ThinManager Server Configurations

ThinM anager Server Configuration Differences ;_13%
These are the differences between the zource configuration and the target %
configuration M

Source Thintdanager Server browvin

Deztination Think anager Server ; ohoopee

| Source Yersion | D estination Yerzion | Synchronizec «
Firrmeare Werzion 03.00.2M 03.00.20M ez
Termcap Werzion 308 208 Tez
Modules M A8, Py Yes
Teminal - Synchro_3 Y I A, Mo [
Teminal - PC_3002 M A, I A, Yes
Terminal - WinTMC At A2 Tes
Terminal - =A1300 M A4, Py Yes
Terminal - MTA-B020 I A, Y Yez
Teminal - Group M A, I A, Yes
Teminal - Uno-2053E MWAA A2 Tes
Terminal - PC_3003 Mt M Tez e
J | _*I_I
¢ Back I MHewt > I Eimizh Cancel Help

Synchronization Differences

The ThinManager Synchronization Wizard will list the files being updated, including the firmware, TermCap
database, modules, and the configuration. It synchronizes everything but the licenses.

Note: The Synchronization tool does not compare and contrast then make changes back and forth.
Synchronization will take the files and configuration from the source ThinManager Server and overwrite
the corresponding files on the destination ThinManager Server.

Select Next to continue.
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MSrnchrunize ThinManager Server Configurations

. . . . . (=]
ThinM anager Server Configuration Spnchronization 2:10%
Select "Finizk' ta start the synchronization. %
M
Source Thintd anager Server Destination T hintdanager Servers
brown ohoopes

¢ Back et » | Finizh I Cancel Help

ThinManager Server Synchronization Confirmation

The ThinManager Server Configuration Wizard will prompt for a confirmation of the synchronization before
proceeding. Select Finish to finalize the synchronization.

Synchronizing ThinManager Servers |

« Load Firmware from brown

« Load Terminal Capabilities Database from brown

«# Download Firmware to ochoopee

+ Download Terminal Capabilities Database to choopee
«f Synchronize Configuration Database with ohoopee
«f Synchronize Modules with choopee

HEEEER

Synchronization Progress Meter

ThinManager will display the progress of the synchronization as it updates the files.
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ThinManager

Synchronization Complete,

Synchronization Complete Window

A message will display the final results of the synchronization.

Automatic Synchronization

ThinManager has an automatic synchronization tool that makes it easier to keep the configuration on two
ThinManager Servers the same. Changing a configuration on one will make the change on the other.

Automatic Synchronization has a few things to consider:

e |tis a good idea to backup the configuration before making changes because a mistake on one
ThinManager Server will pass the mistake to the other ThinManager Server. The backup will allow a
chance to restore the configuration to a pre-mistake state. See Backup Configuration.

e Automatic synchronization is required for Mirrored Redundancy. See Mirrored Redundancy.

e Automatic synchronization will configure each thin client to send the green/red status lights to both
ThinManager Servers so the ThinManager Server Monitor List page isn’t shown in the Terminal
Configuration Wizard, as it isn’'t needed. See ThinManager Server Monitor List for details.

Automatic synchronization is configured on the ThinManager Server List Wizard. Launch it by selecting
Manage > ThinManager Server List ThinManager menu. See the ThinManager Server List for more detailed

instructions.

46 ¢ Redundant ThinManager Servers ACP ThinManager 3.1 Help Manual



ﬁThinManager Server List Wizard |

ThinM anager Server List Wizard o 4

Introduction ﬁ
M

The Thinkdanager 5erver Wizard defines the Thintd anager Servers an your
network. Thiz iz ko list the ThinManager Servers in drop-down boxes for easy
zelection.

The Thint anager Server name must be the name “Windows uses to identify
o computer on the netwark,

[f wou are uzing a DS zerver you will anly enter the 2erver name.

[F pou are not uzing a DS server pouw will enter a zerver name and |P address.
T he server name will be for reference anly.

< Back Finizh Cancel Help

ThinManager Server List Wizard - Introduction

The ThinManager Server List Wizard begins with an introduction screen. Select Next to proceed the
ThinManager Server List page.
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ThinManager Server List Page

ﬁThinManager Server List Wizard |

ThinM anager Server List o
Enter the ligt of Thinkdanager Servers on vaur networl. %
M

[ Automatic Thintanager Server Synchranization

Remove Server | Add Server | Edit Server |

¢ Back | i (=2 | Finizh I Cancel | Help |

ThinManager Server List Wizard

Selecting Add Server will launch a ThinManager Server Definition window that allows the entry of the

ThinManager Server name and IP address.

ThinManager Server Definition

Enter the new ThinManager Server Definition

|
Thinkdanager Server I O, I

C |
Thinkdanager Server IF I R aneE

Dizcover |

ThinManager Server Definition

Entering the network name of the ThinManager Server and its IP address allows the ThinManager Servers

to be tied to a convenient name without the need of a DNS server.

Enter the computer name as found in the Microsoft System Properties in the ThinManager Server field. Add
the IP address of the ThinManager Server in the ThinManager Server Address field, and select OK. This

adds the ThinManager Server to the ThinManager Server list.
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Discover will find and fill in the IP address for a ThinManager Server entered in the ThinManager Server
field.

@ThinManager Server List Wizard |

ThinManager Server List 'y 2

. i (]
Enter the list of Thinkanager Servers on pour network, %
M

v dutomatic Thintdanager Server Synchronization

Blue [192.168.1.3E)

Black [192.1658.1.35) ;I
B, o |

Femove Server | Add Semer | | Edit Server I

< Back | Hewt > | Firizh I Cancel | Help |

ThinManager Server List

To set up automatic synchronization enter two ThinManager Servers into the ThinManager Server List.

Select the Automatic ThinManager Server Synchronization checkbox once two ThinManager Servers are
added. When this is checked, the Add Server button will become inactive and no more ThinManager Servers
can be added.

Select Finish to close the ThinManager Server List wizard.

The two ThinManagers will now be synchronized. The synchronization status can be checked on the
Synchronization tab of ThinManager.
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HThinManager ¥3.1 =] E3

Edit Manage [nstall Tools Wiew RemoteView Help

Il]hl]l]pt:e j Eonfiguratinnl Licensesl ‘ersions  Synchronization |Event Logl Fleportl

E'".‘..f. ' o Altribute [ value
E| Terminals Swnchronization Mode b aster

Eroupl Synchronization State Synchronized
WARTME Synchronization Peers 192.168.1,37

g Desk

- 5, MultMonitar
- ), WTa-6020
- 3, Uno-2053E
g ®a1300
=- ﬁ Terminal Servers
i Black,

EBlue

Brown

Gray

Green

Dl S S EnED

Tan

[+l
fusi
W

Terminal Server Groups

For Help, press F1 4

Properties Tab

The Properties tab will show whether the ThinManager Server is the master or the slave (although it doesn’t
matter which is which), the synchronization state, and the IP address of the synchronized partner.
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Mirrored Redundancy

Mirrored Redundancy is a new feature that provides redundancy at a reduced cost from full redundancy.

To set up Mirrored redundancy:

1. Install ThinManager on two computers. See Standard ThinManager Installation.
2. Configure the thin clients on the primary ThinManager Server. See Terminal Configuration
Wizard.

Synchronize the two ThinManager Server. See Manual Synchronization.

Install a complete set of licenses on both ThinManager Server for full redundancy or install a
mirrored license for mirrored redundancy. See ThinManager Licensing.

5. Configure the thin clients to boot from two ThinManager Server using the DHCP server or
static IP addressing. See DHCP Server Setup or Configuring New Hardware..

Activating a Mirrored License

This section will cover the highlights of Mirrored licensing. See ThinManager Licensing for full details.

When a pair of ThinManager Servers are auto-synchronized that Licensing window will display the Installation
ID of both ThinManager Servers.

censing

Licengze Mumber | Dezcription | Location | E wpiration |
— Ingtallation Id
OHOOPEE |11223344-5566??88 BROWHM | 22334455-66773800
|nztall Licenze. .. | Delete License | Dretails |

Licensing Dialog Box - Synchronized ThinManager Servers

The Installation ID at the bottom of the window is used to obtain the License File from ACP. Mirrored licenses
and Enterprise Server licenses require the Installation ID of both ThinManager Servers for activation.

When a license is a Mirrored license or an Enterprise Server license then the ThinManager License Activation
site will ask for the Installation ID of the secondary ThinManager Server in addition to the Installation ID of the
primary ThinManager Server..
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¥ ACP License Site - Mozilla Firefox

File Edit “iew History Bookmarks  Tools  Help

<:f:| - - t@l ﬁj L] https:/isecure. randombytes,com/TM_Licensef w v | [ | -@' Google .

| L ACP License Site & Q TM3 - ThinManaget® - Events and Me... T

Logged In: Activate Mirrored ACP ThinManager License
thinman
This license is a mirrored license. Please enter the install id of the backup
¢ Logout Thinktanager Server. This number must be typed in exactly as shown, with no spaces
befare ar after it.
User ) . .
If you do not have the backup ThinManager Server install id, leave the field blank and
¢ Manage you can come back to activate it later,
Account
+ Activate The Installation ID is the number from the bottom of the Licensing dialog in
License Thinktanager.
* History
License Mumber 12345678-90ARCEDF
faster Installation |D 11223344-55667738
Fdirrared Installation ID |22334455—56??8899
Submit I
| Done | secure.randombytes.com [k | Q|

Mirrored License Activation

After the first Installation ID is entered and submitted, the site will recognize the license and ask for the
second Installation ID.

Enter the Installation ID of the secondary ThinManager Server into the Mirrored Installation ID field and
select the Submit button.

The license will download as described in ThinManager License File Download.
Add the license as described in ThinManager License File Installation.
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censing

Licenze Mumber | Dezcription | Location | E wpiration |
g 12345673-20AECDEF tirrared Terminal Connection License OHOOPEE . BROWHM Mewer
— Installation Id
OHOOPEE |11223344—5566??88 BROWHM |22334455-E\E\??8899
|nztall Licenze... | Delete License | [retails |
Added Licenses

Once a Mirrored license is added the Licensing window will display the license with both ThinManager
Servers as the location.

Once a license is added to ThinManager it is displayed on the Licenses tab of the Details pane.
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EThinManager ¥3.1 =] E3

Edit Manage [nstall Tools Wiew RemoteView Help

Il]hl]l]pt:e j Configuration  Licenses |'\)'ersions| S_I,Inchronizationl Ewent Logl Fleportl
E|---"'.f' ohoopee | |

[‘] Terminals Licenses Used / Available

Eroupl Terminal Connection Lizense 5/10

WINTMC

g Desk License Files Location / Status

g MultiMonit 12345675-90ABCDEF OHOOPEE EROWM /% alid
ultitonitor

- wrasozo
- 3, Uno-2053E
-, xat300
=- ﬁ Terminal Servers
i Black

EBlue

)l S Sl EED

Brown

Gray
Green

Tan

Terminal Server Groups

For Help, press F1 4

License Tab

When a Mirrored license is activated the mirrored ThinManager Server will allow thin clients to boot from it but
it does not allow the ThinManager to run and allow configuration changes like a fully redundant ThinManager
Server allows.
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EThinManager 3.1 =]

Edit Manage Install Tools Yiew RemoteWiew Help

IBern j Configuration  Licenzes |‘\-fersi0ns| Synchmnizatianl Ewvent Ll:ngl Hepartl

B

* Brown |

El:.. Terminals Ermor Thiz ThinServer does not allow connections from Thinkdanager
ﬁ Terminal Servers Ermar Result Code 20000426

i Terminal Server Groups

For Help, press F1 S

Mirrored ThinManager Server

The Mirrored ThinManager Server will show a message indicating that the ThinManager is not allowed to
display the ThinServer data.

Note: A fully redundant ThinManager Server with a complete set of duplicate licenses will allow the display of
the ThinServer data and will allow changes to the configuration.
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Licensing ThinManager

ThinManager Licensing

When an unlicensed copy of ThinManager is run, a message box will appear with notification that a license
needs to be installed.

ThinManager |

Server ohoopee is operating in Demo Mode,
Cnly one terminal conneckion will be allowed,
To activate a license, refer ko the User's Manual.

No Valid License Message Box

ThinManager has two licensing modes, Standard and Enterprise. Several Terminal Server Group functions
and modules require licenses.

Standard ThinManager licenses are sold per-connection and are available in 5, 10, and 25-user units. These
licenses allow any 5, 10 or 25 ThinManager Ready thin clients to boot and connect to terminal servers and
terminal server groups. The licenses are pooled and are released once the terminal is turned off.

Enterprise Licenses provide unlimited connections and are available as Server, Site, and Global versions.

¢ Enterprise Server includes two license numbers that are installed on two computers to provide
redundant ThinManager Servers.

e Enterprise Site has a single license number that can be installed on an unlimited number of
computers at a single company location to provide redundancy and departmental control.
ThinManager Servers using this license will display the licensed company’s name and site in the
title bar of ThinManager.

¢ Enterprise Global has a single license number that can be installed on an unlimited number of
computers at an unlimited number of locations for a single company location to provide
redundancy, departmental and site control. ThinManager Servers using this license will display
the licensed company’s name in the title bar of ThinManager.

Additional Licenses include:

e A MultiSession Server License allows a terminal server to be added to a Terminal Server Group
that is available for MultiSession. A number of MultiSession Server Licenses are included with
Enterprise Licenses or they can be purchased for use with Standard ThinManager licenses.
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e A SmartSession Server License allows a terminal server to be added to a Terminal Server Group
that uses SmartSession. A number of SmartSession Server Licenses are included with Enterprise
Licenses or they can be purchased for use with Standard ThinManager licenses.

e The Instant Failover License allows a terminal to use the Instant Failover module when using
individual terminal servers or to connect to a Terminal Server Group that is configured to use the
Instant Failover option. This is an additional purchase.

¢ The Share Keyboard Mouse License allows a terminal to use the Share Keyboard and Mouse
Master module. This is an additional purchase. This license is not required for Share Keyboard

and Mouse slave units.

Mirrored Licenses — ThinManager has a new form of redundancy that ties a license to the Installation IDs of
two ThinManager Servers. This is covered in Mirrored Redundancy.

The ThinManager Licensing dialog box shows the available licenses and shows the Installation ID that is
needed for license activation. It is opened by selecting Install > Licensing from the ThinManager menu bar.
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censing

Licengze Mumber | Dezcription | E wpiration |
— Ingtallation Id
OHOOPEE |11223344-5566??88
|nztall Licenze. .. | Delete License | Dretails |

Licensing Dialog Box — Single ThinManager Server

censing

Licengze Mumber | Dezcription | Location | E wpiration |
— Ingtallation Id
OHOOPEE |11223344-5566??88 BROWHM | 22334455-66773800
|nztall Licenze. .. | Delete License | Dretails |

Licensing Dialog Box - Synchronized ThinManager Servers

The Installation ID at the bottom of the window is used to obtain the License File from ACP.

Note: The Installation ID is required for obtaining a License File.
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ThinManager License File Download

To obtain a license file you need two numbers:

e The Installation ID that is generated by ThinManager during installation. Mirrored licenses and
Enterprise Server licenses require two Installation IDs.

¢ The License Number that is provided with the ACP ThinManager CD.

The License File needed to activate ThinManager is obtained from the ACP web site at
www.thinmanager.com or www.acpthinclient.com.

Note: Since web sites are dynamic, the exact layout of the web screens may change, but the functionality
should remain the same. If you have problems, please contact your distributor or e-mail
support@acpthinclient.com for help.

%3 TM3 - ThinManager® - Thin Client Software - Mozilla Firefox

File Edit Mew Hiskary Bookmarks  Tools  Help

@ il {-,‘1 " ﬁj Q hktps s Ehinmanager . comfindesx, shkml 'éGDDg|E

| % TM3 - ThinManager® - Thin Clien... (3 | -

Thintanager.comn Quick Links + Conkact Us

: : THINMANAGER 3

T et T L o

Power & Ease ,, License Activation
 THINMANAGER! oo

Downloads

e e

Current Events

Tedl

Support Call Elog

LG ES O ATNIIGROPDOTLONIL  por TriallWare/Demo

Plugins

Q Extend the server-side features of your company's terminal server
environment.,

Plugins . WATCH  LISTEN » LEARN
TOP NEWS LEARN MORE SUCCESS STORIES
What's new in ThinManager version 3.0 u .
Wie use the thin
ACP announces upcorming Mulki-Monikar : 4
Thin Clisnk randuls EI'E_Ht,S instead ,UF LI
| https: [ fsecure. randambytes, com TM_Licensef | v 4

www.thinmanager.com

Select the License Activation link in the Support section. This will launch the ThinManager License Site.
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¥ ACP License Site - Mozilla Firefox

File Edit Mew Hiskary Bookmarks  Tools  Help

~ By o< @7_“] m || https:fisecure.randombeytes . comiTH_License) syl | ' Google et

| [} ACP License Site 8l -

= ThinManager

LICEMNSING

Mot logged in ThinManager License Activation
* Login YWelcomel You may activate your Thinhanager licenses from this site by logging in with
* New your Thintanager user name & password that was emailed to you from
User licensesi@acpthinclient. com.

HOTE: Software must be registered to the END USER. If you are an integrator or
distributor, enter the company name and location where this license is being
activated.

If you do not have a user name & password click on Mew User to create an account.

If you have forgotten your user name or passward click here to receive a Passcode via
e-mail.

|Done secure.randombytes.com (&% | (] 4

ThinManager License Activation Site
There are two links at the ACP Licensing Site:
e Login - This link allows previously registered users to enter the site.

e New User - This link allows a person to become a registered user of the site so that they can activate
a license.

If you are a new user, select the New User link. Previously registered users should login by selecting the
Login link.

Note: The login to the license site is separate from any login to www.thinmanager.com.
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¥ ACP License Site - Mozilla Firefox

File Edit Mew Hiskary Bookmarks  Tools  Help

@ v B o (‘51 ﬁj ||_| https:jfsecure. randombevtes, com TM_License, jax

"'| B"l "|Guugle
[

| || ACP License Site &8 | -

wee ThinVianager

LICEMNSING

hotlaggrem Create a new User Account
* Login , o
& New Flease choose a User Mame that is 4-25 characters long for this site.
User
User Mame |
Submit | Feset |
|Done secure.randombytes . com | (v} 4

New User Login

Enter a name to be your ACP User Name. Select Submit to continue.
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¥ ACP License Site - Mozilla Firefox
File Edit Mew Hiskary Bookmarks  Tools  Help
@ - - @& 21 | L https:/jsecure.randombytes.com(TH_License/ g x| | |Clz|coogle B
| || ACP License Site %' -
ThinManager
. LICENSING g :
F S
hiofiaggstin New User Information Form
+ Login
* New . ) !
User Please take a moment to complete the registration form below. After your submit the completed form, you'll
automatically be emailed your user name along with an assigned password from licenses@acpthinclient. corm.
Please enter User Information
Lser Mame thinman
First Name IMan
L ast Name IThin
Company |ACP
Title |Ma5u:ot
Address 1 |-’-1DBD tcGinnis Ferry Rd
Address 2 |Suite 501 1]
City |Alpharetta
State |G
Zip {30005
Country |USA _I
-
|Done secure.randombytes. com | (v 4

User Information Form

Fill in the User Information form.

Note: The e-mail address is very important because all correspondence will take place through e-mail. Your
password will be sent to that address.

Select Submit when finished.
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¥ ACP License Site - Mozilla Firefox
File Edit Wew Hiskary Bookmarks  Tools  Help

¢| - - 'Ed ‘?" L] https:ffsecure.randombytes.comiTH_License/ h

| [} ACP License Site 8l

= ThinManager

LICEMNSING

Not logged in Thank you for completing the registration on the ThinManager License wehbsite.

Your new account information has been sent to pburns@thinmanager.com. Use this account to activate new

# Login
* MNew Thinkanager licenses or to review account activity

User

| ot | secure.randombytes. com G | (] &

New Account Completion

Your user name and password will be promptly sent to your e-mail address. Open your e-mail to receive your
password.
Select the Login link to continue.
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¥ ACP License Site - Mozilla Firefox

File Edit Wew Hiskary Bookmarks  Tools  Help

¢| - b @ ﬂj | https:fisecure.randombeytes ., comiTH_License) : ¥ = | Google e,
| [} ACP License Site al -
ThinVianager
: LICENSING g :
Not logged in ThinManager License Activation Login
# Login
B INE Enter your Thinkanager user name & password that was emailed
s te wou from licenses@acpthinclient. com. Once you log in, you may|
download your ACF Activation License file.
User Hame |thinman
Password |‘*“"“""""""‘“‘
Login |
Do you need help logging in?
| am a new user.
| forgot my username or password.
| Cone | secure.randombytes. com | o0 &

Licensing Site Login
Enter the user name and password that you received in your e-mail into the appropriate fields.
Select the Login button to continue.
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EIACP License Site - Mozilla Firefox

File Edit Wiew History Bookmarks  Tools  Help

. | — T 1 T il
& - - i ﬁf} | L] https:/fsecure.randombrytes.comfTH_License/ _,“I ’i D‘j "IGDDgIe |‘-4k]'

? 1
| || ACP License Site & | ﬁ TM3 - ThinManaget® - Events and Me... | o

Logged In: Thank you for logging in.
thinman . . . . I
fou rmay activate your ThinManager license by downloading your ACP Activation
¢ Logout License file by clicking on Activate License. ¥ou may also change your account
information by clicking on Manage Account. And you may view a history of your
User account activity by clicking on History.
¢ Manaqe
Account
+ Activate
License
* History
|D0ne secure.randombytes.com & | Q|
ACP Licensing Site

Inside of the ACP Licensing Site are four functions for the registered user.
e Logout - This link will allow exiting from the secure site.

e Manage Account - This link allows user information to be changed or updated. Passwords are
changed here.

e Activate License - This link allows the activation of a license and the retrieval of a license file.

e History - This link displays past actions for the user account.

Select the Activate License link to activate a license and retrieve a license file.

Note: The initial password that is sent is complex and hard to remember. Going to Manage Account will
allow the password to be changed to one of your choosing.
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EIACP License Site - Mozilla Firefox

File Edit Wiew History Bookmarks  Tools  Help

<:r2| - S fﬁ |1 https:/fsecure randombrytes.comfTM_License/ a| x| [ @' Google s

| L ACP License Site ' Q TM3 - ThinManaget® - Events and Me... i

Logged In: Activate ACP ThinManager License
thinman

The License Number was provided with the ThinManager software. It should be on the
¢ Logout inside, left of the CD case. If it is missing, please contact your distributor. This number
rust be typed in exactly as shown, with no spaces before or after it.

User
The Installation 1D is the number from the bottam of the Licensing dialog in
¢ Manage Thintdanager. Select Tools->Licensing (version 2.3.7) or
M ThinWanagerSener-rLicensing [2.x) or Manage-=Licensing (301 to display the
¢ Activale Licensing dialog. This number must also be typed in exactly as shown.
License
+ History NOTE: Software must be registered to the END USER. If you are an integrator
or distributor, enter the company name and location where this license is
being activated.
License Murnber | 12345678-904BCEDF
Installation 1D | 11223344-55667738
Subirmnit I
| Done | secure.randombytes.com & | Q

License Request Page

Logging on to the ACP License site and selecting Activate License will display a License Activation page.
This web page will have a field for the License Number and a field for the Installation ID.

Note: The License Number is located on a label inside of the ThinManager CD case. The Installation ID is
on the ThinManager Licensing dialog box that is launched by selecting Tools > Licensing from the
ThinManager menu bar.

Fill in both fields with the correct numbers. These numbers are case sensitive and cannot have extra spaces
added.

Select the Submit button to continue.

If the license is a Mirrored license or an Enterprise Server license then the site will ask for the Installation ID
of the secondary ThinManager Server.
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¥ ACP License Site - Mozilla Firefox

File Edit “iew History Bookmarks  Tools  Help

@ - - t@l ﬁj L] https:/isecure. randombytes,com/TM_Licensef w v | [ | -' Google .

| L ACP License Site & Q TM3 - ThinManaget® - Events and Me... T

Logged In: Activate Mirrored ACP ThinManager License
thinman
This license is a mirrored license. Please enter the install id of the backup
¢ Logout Thinktanager Server. This number must be typed in exactly as shown, with no spaces
befare ar after it.
User ) . .
If you do not have the backup ThinManager Server install id, leave the field blank and
¢ Manage you can come back to activate it later,
Account
+ Activate The Installation ID is the number from the bottom of the Licensing dialog in
License Thinktanager.
* History

License Mumber 12345678-904BCEDFE

Master Installation 1D 11223344-55667 788

Mirrared Installation 1D |22334455—56??8899
Subimit I

| Done

| secure.randombytes.com [k | Q|

Mirrored License Activation

Enter the Installation ID of the secondary ThinManager Server into the Mirrored Installation ID field and
select the Submit button.
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EIACP License Site - Mozilla Firefox

File Edit ‘“iew History Bookmarks Tools  Help

B = . 1 ]
@ ~ - @ (jfr i|_| https: /fsecure randombytes. comiTM_License) _,“I’i D‘j "IGDDQ|E |‘-¢Lj

'[ || ACP License Site = | ﬁ TM3 - ThinManaget® - Events and Me... | T

Logged In: =
thinman The license file download should start automatically. If not, click the link below
+ Logout to download the license file.
Thlicense.20070613133859
User
¢ Manage Mote: Some web browsers will change the name of the file as it is saved to the disk.
dccount | The filename must be kept the same as shown above. Otherwise, Thinkanager may not recognize
¢ Activate the license file.
License
+ History i .
e Flease print a copy of this page for your records.
|User Mame |thinman
|License Type |Mirrured Terminal Connection License I
|C|:|unt |1EI
|Expires |Never
License Number |123456768-90ABCEDF
Installation 1D |11223344-55667799
|Secnnd Installation 1D |22334455-66??8899
| Done | secure.randombytes.com & | i

Download License File

The site will display a page with license information. Print a copy of this page for your records.

The License File will begin to download. A dialog box will appear that allows the option of opening the file
from its current location or saving the file to disk. Saving the file to disk is recommended.
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Opening TMLicense.20070613133859

You have chosen to open

TMLicense.20070613133859

which is a: 20070613133559 file
from: https:)fsecure.randombeytes, com

~ ‘that should Firefox do with this file?

" Open with Browse, ., |

[T Do this automatically For files like this From now on.

Ik

Cancel

Saving File to Disk

Select OK to continue.

A dialog box will appear that allows the selection of the download directory.

Open

~| & & cf B

21

File name: ITMLicense.2DD?DE1 133853

Open I

Files aof type: IThinM anager License Files

[ Open az read-only

LI Cancel |

&

Save As Window

Select a directory or drive to copy the file, and select Save.

The license file is now ready for installation.
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ThinManager License File Installation

Open the Licensing dialog box by selecting Toolss>Licensing from the ThinManager menu bar.

censing

Licengze Mumber | Dezcription | Location | E wpiration |
— Ingtallation Id
OHOOPEE |11223344-5566??88 BROWHM | 22334455-66773800
|nztall Licenze. .. | Delete License | Dretails |

Licensing Dialog Box - Synchronized ThinManager Servers
Select the Install License button on the Licensing dialog box. An Open File dialog box will be displayed.

Look ji: I 0 Licenzes_Mimared LI = =5 Ef-

File name: | TMLicense. 2007061313385 Open |
Files of hype: IThinM anager License Files LI Lancel |

[ Open az read-only
5 b

Open License File

Select the License File that was downloaded from the ACP web site and select Open. This will install the
License File.
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License successfully installed

Successful License Installation Message

When the License File has been successfully installed, a message box will appear to confirm it. The License
Number and properties will appear in the Licensing dialog box.

Select OK to close the message box.

censing

Licenze Mumber | Dezcription | Location | E wpiration |
g 12345673-20AECDEF tirrared Terminal Connection License OHOOPEE . BROWHM Mewer
— Installation Id
OHOOPEE |11223344—5566??88 BROWHM |22334455-66??8899
|nztall Licenze... | Delete License | [retails |

Added Licenses

Selecting the Delete License button on the Licensing dialog box will open a message box that will allow the
deletion of a selected license.

Selecting the Details button on the Licensing dialog box when a license is selected will display a window with
the details of the selected license.
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License Details |

Filename C:AProgram Filezhautomation Control Productzh T hinkd anaget\ThLice... «
LicenseNumber 123456 78-90ABCDEF (.
Licenze 10 Terminal Connection License

b agic:M umber 2007081:3133359

Walid Yes

[rvalidR eason

MHame Thin kMan

Title bl azcot |-
Emnail supporti@thinmanager.cam

Comparny AP

Addrezs 4080 McGinne Ferp Road Suite 301 Alpharetta G4 30005 LUSA
Telephone G78-990-0945

Dhigtribikar Autamation Contral Products -
«| | » |

License Details

Double-clicking a license in the Licensing dialog box can also open this window. Selecting OK will close the
License Details window.

Selecting the Done button on the Licensing dialog box will close the Licensing dialog box.
Once a license is added to ThinManager it is displayed on the Licenses tab of the Details pane.
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EThinManager ¥3.1 =] E3

Edit Manage [nstall Tools Wiew RemoteView Help

Il]hl]l]pt:e j Configuration  Licenses |'\)'ersions| S_I,Inchronizationl Ewent Logl Fleportl
E|---"'.f' ohoopee | |

[‘] Terminals Licenses Used / Available

Eroupl Terminal Connection Lizense 5/10

WINTMC

g Desk License Files Location / Status

g MultiMonit 12345675-90ABCDEF OHOOPEE EROWM /% alid
ultitonitor

- wrasozo
- 3, Uno-2053E
-, xat300
=- ﬁ Terminal Servers
i Black

EBlue

)l S Sl EED

Brown

Gray
Green

Tan

Terminal Server Groups

For Help, press F1 4

License Tab

When a Mirrored license is activated the mirrored ThinManager Server will allow thin clients to boot from it but
it does not allow the ThinManager to run and allow configuration changes like a fully redundant ThinManager
Server allows.
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EThinManager 3.1 =]

Edit Manage Install Tools Yiew RemoteWiew Help

IBern j Configuration  Licenzes |‘\-fersi0ns| Synchmnizatianl Ewvent Ll:ngl Hepartl

E---'*' Erown |
Terminals Error This ThinServer does not allow connections fram T hinkd anager
ﬁ Terminal Servers Emor Result Code 80000426

i Terminal Server Groups

For Help, press F1 S

Mirrored ThinManager Server

The Mirrored ThinManager Server will show a message indicating that the ThinManager is not allowed to
display the ThinServer data.

ThinManager Module Licensing

Certain modules, like the High Speed Serial Driver, Instant Failover, and the Share Keyboard and Mouse
module require an ACP license to activate. These are activated through the ACP web site using the same
procedures as the ThinManager license.

See Module Overview for details.

WinTMC Licensing

WiInTMC requires a Terminal/WinTMC connection license. Existing Terminal Connection Licenses can be
upgraded to support WinTMC connections. For customers using ThinManager Enterprise Class licenses, a
WinTMC Connection License is required. These are activated through the ACP web site using the same
procedures as the ThinManager license.

TermSecure Licensing

TermSecure requires a TermSecure license for each terminal that will use TermSecure to control access to
the terminal. For customers using ThinManager Enterprise Class licenses, a TermSecure License is required.
These are activated through the ACP web site using the same procedures as the ThinManager license.
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ThinManager Interface

Opening ThinManager
ThinManager is used for the configuration of ThinManager Ready Thin Clients in the ACP thin client
environment.

ThinManager can be started using any of the traditional Windows methods, based on the administrator's
preference:

¢ Run from the Start Menu, Start > Programs > ACP > ThinManager.

e Run from the Run line, Start > Run > C:\Program Files\Automation Control
Products\ThinManager\ThinManager.exe (default path).

e Run from a command prompt, C:\Program Files\Automation Control
Products\ThinManager\ThinManager.exe (default path).

¢ Run from a shortcut on the desktop.

¢ Run from a ThinManager icon in the system tray, if this option is selected in View > Options from the
menu bar.

e Run from Windows Explorer.

Note: ThinManager can be run on a terminal with full privileges if the user is an administrator or a member of
the ThinManager Administrator’s group. See ThinManager Server Configuration wizard for details on
ThinManager User Groups.
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ThinManager Graphic User Interface

ﬂThinManager ¥3.1 Title Bar =] E3

Edit Manage Instal Tools Mew RemokeView Hele Menu Bar

Inhnupee ThinManagerj

Coanfiguration ILicensesI 'V'ersicnnsl Synchranizatianl Ewent Lagl Hepartl Tabs

- MM Scrver Selector || Attibute

Terminals Marme
ﬁ Terminal Servers
ﬁ Terminal Server Groups

ﬂ Termsecure Lsers Require Pazzward far Unknown terminals

Allowe Aubomatic Terminal Creation
Automatic Terminal Creation Mask
Allow Off-line Replacement

SMTF Server
Thintdanager Server Start/Stop

Tree Pane

Temiinal Server Data Contection
Teminal On/Off

Terminal Configuration Change
Install Firmware

Install TermCap

Install License

SMTP zerver

E-mail &ddreszes

Terminals to receive messages

tulticast

‘I

ohoopee

Unknown Terminal Configuration

KO

TES
AutaTermn
YES

E vent Configuration

Details Pane

MHaone
Mone

Multicast Configuration

KO

=

For Help, pressF1 - Status Bar

[ Communication Indicator [l

ACP ThinManager Graphic User Interface

The ThinManager administrative interface provides "at-a-glance management". The groups and terminals are
displayed in the tree pane. The configuration data is displayed in the detail panel. Color-coded icons in the

tree pane show the on-line status of terminals.
The sections of the ThinManager interface include:

e A Title Bar with the standard Windows Minimize/Maximize/Close shortcut icons.

e A Menu Bar with commands.

e Adrop-down ThinManager Server Selector to pick which ThinManager Server will have its tree

displayed.

e ATree Pane with an expandable/collapsible tree showing the Terminals, Groups of terminals,
Terminal Servers, Terminal Server Groups, and Users on the ThinManager Server. Terminals
that are on-line have a green monitor icon, while stopped or rebooting terminals have a red

monitor icon.
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e Atabbed Details Pane with information about settings and configurations. The blue group icon
denotes a property that was obtained from the group. The details pane is tabbed for organization.
The tabs that are shown depend on the tree item that is highlighted.

e A Status Bar that shows advice and tips.

e The Communication Indicator shows green when ThinManager is talking to a ThinManager Server.
ThinManager will wait until this communication is finished before processing additional requests.

Tree Pane
The tree pane shows the members of the ACP Thin Client Network in an expandable tree.

B ThinManager v3.1 M=l B3

Edit Manage Install Tools Wew RemoteView Help

IDhDupEE d Coanfiguration ILicensesI 'V'ersicnnsl Synchranizatianl Ewent Lagl Hepartl
A || Attribute | Yalue
| M ame ohoopee
= @ e
Q Termi Require Pazzward far Unknown terminals MO
Q Termz Allowe Aubomatic Terminal Creation TES
: Automatic Terminal Creation Mask AutoTemn
-3 - &) Term3 Allaw Off-ine Replacement YES
4 Group2
- 5] ki
- B Terma SMTF Server
[—]g Terms Thintdanager Server Start/Stop
ﬁ Elack Temninal Server Data Connection
B Tan Termminal On/0F
EQ Termé Terminal Configuration Change
: Install Firmware
Maotepad
: Install TermCap
% Calculator Install License
B ﬁ Terminal Servers SMTP semver
B Black = E-mail Addreszes MHaone
B Blue Teminals to receive messages MNone
B Brown
% g sher
B Tan b Laltic:ast KO

E]i Terminal Server Groups
H 4 4
m Calculakar LI I I

Faot Help, press Fl | B
ACP ThinManager With Tree

=

The current version of the Tree separates the Terminals and nested groups of terminals, Terminal Servers,
Terminal Server Groups, and Users. Although a single computer can be a ThinManager Server, a Terminal
Server, and a member of a Terminal Server Group, as shown in the example, these are three distinct
functions that are displayed in the tree to reflect its function.

The Terminals branch can be expanded to show the Groups and Terminals under them. Groups can be
expanded to show the Terminals underneath them. ThinManager now has a multi-level hierarchy that allows
several levels of nested groups.
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Icons

Tree Icons
Several of the menu tools and other features are dependent on what icon is highlighted in the tree.

The tree is divided into four branches, Terminals, Terminal Servers, Terminal Server Groups and
TermSecure Users.

E|1;E' ThinManager Server
Terminals
ﬁ Terminal Servers
ﬁ Terminal Server Groups
ﬁ TermSecure Lsers

Four Tree Branches

Each of the branches, shown as a blue icon, can be expanded.
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B ThinManager v3.1 M=l B3
Edit Manage Instal Tools Miew RemoteView Help
Inhnupee j Surnrary IEvent Loa |
E---'*' ohoopee | Attribute | walue |
E| Terminal Stats
= Groupl Total Terminals 1
E‘@ SubGroup1 Terminals I:Inl [ . .
Q Termi Longest L||:|-tI.IT|E WlnTME_F'urlee for B8 days, B hours, 19 minu...
: Shortest Up-time Term5 for 34 minutes
Q Termz
& B} rems
=& Groue2 BE24-ACP 1
Q WinTMC_Black BoxPC201H 1
- BB winTMC Brown DC-30-100 3
- &, winThC_Purple NT&-5020 1
g WIRTMC_Tan PerzonalComputer 4
- 3, pukivonitor #1300 1
Eﬂ---g Termd
Elg Terms
a Black.
4] Tan
Elg Terme
Motepad
% Calculator
[~ ﬁ Terminal Servers
Eﬂ---i Terminal Jerver Groups
-5 TermSecurs Users
For Help, press F1 | b

Expanded Tree Showing Icon Variety

The tree in the example has been expanded to provide greater detail about the status of the terminals.
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E"'Jj{l ThinManager Server - Connected

El . Terminals
| =- ‘@ TerminalGroup

g Terrminal

------- B Terminal Server

@ Terminal (TermSecure User Logged On)
@ Terminal Server Group

....... % Terminal Server

El % Terminal Server Group from User

------- % Terminal Server
B Terminal Server

ﬁ Terminal Servers
i Terminal Server Groups
ﬁ Termaecure Users

Group and Terminal Nesting

Each Group can be expanded to show the subgroups and terminals that are members of the group.

Each Terminal can be expanded to show the Terminal Server Groups or Terminal Servers that it is assigned
to.

Each Terminal Server Group can be expanded to show the Terminal Servers that are assigned to it.

Each TermSecure User Group can be expanded to show the TermSecure Users that are members of the
group.

Each of the branches of the tree can be expanded.
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ThinManager Server Icons

L]

d d

:,t’ Connected ThinManager Server

iy
‘f’ Disconnected ThinManager Server

ThinManager Server Icons

ThinManager can connect to several ThinManager Servers, but only one ThinManager Server tree can be
displayed at a time. This branch shows the local ThinManager Server by default. Other ThinManager Servers
can be added to the ThinManager Server drop-down box by selecting Edit > Add ThinManager Server from
the menu bar.

A Green ThinManager Server icon represents a ThinManager Server that has an active communication link
with the program. These can be collapsed or expanded to show the Group and Terminal icons that nest under
the ThinManager Server icons.

A Red ThinManager Server icon represents a ThinManager Server that is not communicating with the
program. Right clicking on a red ThinManager icon and selecting Reconnect will reinitiate communications to
the ThinManager Server.

Terminal Icons

Nested under the ThinManager Server icons are groups and terminals.

E‘@ Terminal Group
g Off or Disconnected Terminal

On and Connected Terminal

+ @ Terminal with

TermSecure User logged in
Locked Terminal

E Disabled Terminal

Group and Terminal Icons

.
+

A Group is represented by an icon of two monitors with a blue screen. Subgroups can be nested under
Groups.

A Terminal is represented by an icon of a single monitor.
A Red terminal screen indicates that the Terminal is off or not communicating with the ThinManager Server.
A Green terminal screen indicates that the Terminal is on and communicating with the ThinManager Server.

A Terminal with a Head indicates that a TermSecure User is logged onto the terminal. The TermSecure User
name will be displayed in parentheses.
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A Locked terminal or group icon means that that terminal or group is being modified and cannot be changed
by another user. If the Group or Terminal remains locked after its configuration wizard is closed, it can be
unlocked by using Edit > Unlock from the menu bar.

A Terminal with a Red Cross indicated that an administrator has disabled the terminal.

If a Group or Terminal is disabled using the Tools > Disable function, it will be displayed with a red X over
the terminal icon. An entire ThinManager Server or an entire Group can be disabled, but the ThinManager
Server icon and the Group icon will not show an X, just the terminal icons.

Disabled Terminal Icons

A Red terminal screen with a Red X indicates that the Terminal is disabled and is either turned off or
rebooted and waiting to be enabled.

A Green terminal screen with a Red X indicates that the disabling has been applied to the terminal that is
turned on. The terminal has a disabling screen and is waiting for enabling.

If a Group or Terminal is disabled using the Tools > Disable function, it will be displayed with a red X over
the terminal icon. An entire ThinManager Server or an entire Group can be disabled, but the ThinManager
Server icon and the Group icon will not show an X, just the terminal icons.

Once a terminal is disabled, a disabling screen will appear on the terminal until the terminal has been
enabled.
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THINMAMNAGRER =5

Disabling Screen

If a terminal is active when it is disabled, it will display the Disable Screen with a message indicating the
disabled status in the upper left corner.

ThinManager Client v2.4
Copyright 1555-2003 Automation Control Products

Status: This as | n disabled on Server GREEN

Disabled Terminal

If a terminal is booted when disabled, the boot process will be halted until the terminal is enabled.

See Disable Terminals for details.

Terminal Server Icons

Under each Terminal are icons representing the Terminal Servers that they connect to. The lightning bolt
color indicated the connection status.
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ﬂ Not Connected to Terminal Server

%I Active Connection to Terminal Server

} Connected to Terminal Server but session is the

P background Instant Failover session
Terminal Server Connection Icons

¢ A Red lightning bolt represents a lack of connection to the terminal server.
e A Green lightning bolt represents a connection to the terminal server with an active session.

¢ A Yellow lightning bolt represents a connection to the terminal server with an active session that is
the backup in Instant Failover or MultiSession mode.

EI a Terminal Servers
EI aHeIp Desk

....... ,_:Fg Help_1
....... ,_:rg Help 2

El B Maintenance
o Maint_ Office

" Third_Floor

- E Shipping

Terminal Server Nesting

The Terminal Server branch can be expanded to show the Terminal Servers that have terminals connected to
them. The monitor screen color and the lightning bolt color indicate the terminal’s status on the Terminal
Server.

The Terminal Server Group branch can be expanded to show the Terminal Server Groups that are
configured. The terminal server groups can be expanded to show the member terminal servers. The member
terminal servers can be expanded to show the terminals connected to them. The monitor screen color and the
lightning bolt color indicate the terminal’s status on the Terminal Server.
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E Terminal Off - No Connection
g Terminal On - No Connection

Jﬂ] Terminal On - Background Connection
in Instant Failover

£ Terminal On - Active Connection

Terminal Server Connection Icons

The monitor screen color indicates the ThinManager Server connection status. The lightning bolt color
indicates the Terminal Server connection status.

¢ A Red monitor screen indicates that the terminal is off or unable to communicate to the ThinManager
Server.

e A Green monitor screen indicates that the terminal is on and able to communicate to the
ThinManager Server.

¢ A Red lightning bolt represents a lack of active connection to the terminal server.
¢ A Green lightning bolt represents a connection to the terminal server with an active session.

¢ A Yellow lightning bolt represents a connection to the terminal server with a session that is the
backup session in Instant Failover mode.

Terminal Server Group Icons

The Terminal Server Group branch can be expanded.

A Two-Server icon represents a Terminal Server Group. It can be expanded to show member terminal
servers.

A Single-Server icon represents a terminal server that is a member of the Terminal Server Group. It can be
expanded to show terminals assigned to it.

Monitor icons represent terminals that are assigned to the terminal servers. The red/green color of the screen
and lightning bolt are the same as terminals in the Terminals branch, green for connected and red for
disconnected.
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Ei Terminal Server Groups
E| @ Terminal Server Group 1

a Terminal Server 1

= Terrinals

------ Terrinalé

- Tetrminal

|':"| a Terminal Server 2

= Terrinals

------ Terrinalé

- Termminal
. @ Terminal Server Group 2

Terminal Server Group Icons
TermSecure User Icons

The TermSecure Users branch can be expanded.
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Eﬁ TermSecure Lsers
Eﬁ TermSecureEroup

Eﬂ Inactive User

Terminal Server Group of Inactive User

Terminal Server Group of Inactive User

E@ Active User (Name of Terminal Logged Into)

Terminal Server Group of Active User

Terminal Server Group of Active User

TermSecure User Tree

The TermSecure User branch expands to show TermSecure User Groups.

A Two-headed icon represents a TermSecure User Group. This can be expanded to show member
TermSecure Users.

A Single-headed icon represents a TermSecure User. This can be expanded to show any Terminal Server
Groups that are assigned to the TermSecure User.

A Single-head with Terminal icon represents a TermSecure User that is logged in on a terminal. The
terminal name is shown in parentheses. This can be expanded to show any Terminal Server Groups that are
assigned to the TermSecure User.

A TermSecure User that is not active or logged into a terminal server will show the normal Terminal Server
Group icon of two servers.

A TermSecure User that is active and logged into a terminal server will show an icon of the TermSecure User
head with the terminal Server Group icon of two servers.

Details Pane

The Details Pane has been reorganized in ThinManager with tabs to sort information. Highlighting a
ThinManager Server, Group, Terminal, Terminal Server, or Terminal Server Group in the tree will display
a different set of tabs and the corresponding set of information.
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ThinManager Server Tabs - Licenses

Highlighting the green ThinManager Server will show:

e Configuration - These are the configuration parameters set in the ThinManager Server
Configuration Wizard and include the Event Messaging summary.

¢ Licenses - This displays the installed licenses, the quantity used and the quantity available.
ThinManager 3.1 lists all the license files and identifies whether that are valid or invalid.

e Versions - This displays the version numbers of ThinManager, the firmware, and the TermCap
database.

e Synchronization — This will show the synchronization status of the ThinManager Server. See
Automatic Synchronization for details.

e Event Log - This displays events for the ThinManager Server. The events and duration are
configurable in the ThinManager Server Configuration wizard. See Event Selection Page for
details.

¢ Report — This will display the selected report for the ThinManager Server. See Reports for details.
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Group Tabs - Modules

Highlighting a Group will show:

e Configuration - These are the configuration parameters set in the Group Configuration Wizard and
include Terminal Server assignments, video settings, and monitoring settings. See Terminal Group
Configuration Wizard for details.

Modules - This lists the assigned modules and parameters for the Group. See Modules for details.
Schedule — This will display any events scheduled for the Group. See Terminal Schedule for details.
Properties - This is blank for a Group.

Event Log - This is blank for a Group.

Shadow — This is blank for a Group

Report — This will display the selected report for the group. See Reports for details.
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Terminal Tabs - Shadow

Highlighting a Terminal will show:

e Configuration - These are the configuration parameters set in the Terminal Configuration Wizard
and include Terminal Server assignments, video settings, and monitoring settings. See Terminal
Configuration Wizard for details.

Modules - This lists the assigned modules and parameters for the Terminal. See Modules for details.
Schedule — This will display any events scheduled for the terminal. See Terminal Schedule for
details.

e Properties - This shows the IP address, firmware version, make and model, CPU, memory usage,
Terminal Up Time, CPU load, and BootROM version of the Terminal.

e Event Log - This shows the terminal events and terminal configuration events for that terminal, if
event logging is enabled in the ThinManager Configuration Wizard. See Event Selection Page for
details.

e Shadow — This tab shows what the terminal is displaying on its monitor. Administrators can interact
with the session while ThinManager Power Users can view the session but not control it. See
ThinManager Security Groups for details.

e Report — This will display the selected report for the terminal. See Reports for details.
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Terminal Servers Tabs - Status

Highlighting the blue Terminal Server will show:

Status - This shows the status of the communication connection between the local ThinManager
Server and the defined Terminal Servers and ThinManager Servers. This shows whether the
local ThinManager Server is able to retrieve the updated resource information used in
determining the SmartSession Server Ranking. See Terminal Server Name Page for details.
Summary - This will report information on the terminal servers like available memory, uptime,
CPU utilization, and operating system.

Event Log - This shows the terminal events and terminal configuration events for that terminal
server, if event logging is enabled in the ThinManager Configuration Wizard. See Event Selection
Page for detalils.

The Connection Status of the Terminal Servers may have different messages:

OK indicates a good connection.

WTSAPI32.dll connection failed occurs when the terminal server is off or unreachable.

No login information supplied indicates that the Terminal Server didn’t have a username and
password added in the Terminal Server List Wizard.

User specified does not have permission to connect indicates that the Terminal Server had
an invalid username and password added in the Terminal Server List Wizard.
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Terminal Server Tabs — Users

Highlighting a Terminal Server will show:

Configuration - This shows the installed Client Communication Protocols and the SmartSession
settings for the Terminal Server. See Terminal Server Capabilities Page for details.

Properties — This tab displays the server resource data like total memory, free memory, uptime, and
CPU speed.

Schedule — This will display any events scheduled for the Group. See Terminal Server Schedule for
details.

Users - This tab displays information from the Terminal Services Manager. It shows users that are
logged into the Terminal Server. Right clicking on a user will show options that allow the session to be
Reset (logged off), Disconnected, or have a message sent to it.

Sessions - This tab displays information from the Terminal Services Manager. It shows users that
are logged into the Terminal Server. Right clicking on a user will show options that allow the session
to be Reset (logged off), Disconnected, or have a message sent to it.

Processes - This tab displays information from the Terminal Services Manager. It shows the
processes running on the Terminal Server and can have them sorted by Session ID (users) or
Process Name. Right clicking on a process will give the option to kill the process.

Graph — This tab will display the CPU usage and memory usage of the terminal server as a graph.
This graph can contain one hour of historical data.

Event Log - This shows the terminal events and terminal configuration events for that terminal, if
event logging is enabled in the ThinManager Configuration Wizard. Event Selection Page for details.
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e Connect - This tab will open a connection from ThinManager to the terminal server. This session
allows administrators to manage the terminal server from within ThinManager. See Connect Options
for details.

e Report — This will display the selected report for the terminal server. See Reports for details.
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Terminal Server Tabs — Processes
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Terminal Server Tabs — Graph

The Graph tab will show the memory usage and CPU usage of the selected Terminal Server. The length of

time the historical data is stored for each terminal server is configurable in the ThinManager Server
Configuration Wizard.
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Terminal Server Tabs — Connect

The Connect tab allows the ThinManager user to connect to a Terminal Server and start a session for
administrative purposes if the user can supply a valid Microsoft username and password.
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Terminal Server Group Tabs — Server Rank

Highlight the blue Terminal Server Group. The icon will show no details.

Highlight a Terminal Server Group. It will show:

e Config — The Configuration tab will show the members of the Terminal Server Group and details
about SmartSession, Multi-Session, and AppLink.
Server Rank - This shows a graph with the SmartSession ranking based on the available resources.

The server with the lowest number has the lightest load. The server with the highest ranking has the
highest load.

Right clicking on the graph can change the colors of the graph.
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Graph Controls |

— Line Calar
Select Line Set Color |
— Scaling
Zoom In oo Dut |

Graph Controls Window

Right clicking on the graph will launch the Graph Controls window. The color of the lines can be changed by
selecting a line from the Select Line drop-down and selecting the Set Color button to choose a new color.

The Zoom In and Zoom QOut buttons control the time intervals displayed on the graph.

The OK button accepts the changes and closes the Graph Controls window.

Changing a Terminal’s Group

To change the Group membership of a terminal, open the Terminal Configuration Wizard or the Terminal
Properties by either:

e Highlighting the terminal in the ThinManager tree pane by clicking on the terminal name or icon and
select Edi t >Modify from the ThinManager menu bar.

e Right-clicking on the terminal icon in the ThinManager tree pane and select Modify.

e Double-clicking on a terminal icon in the ThinManager tree pane.

This will launch the Terminal Configuration Wizard.
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Terminal Configuration Wizard - Terminal Name Page

The first page of the wizard, Terminal Name, has a Change Group button. Select the Change Group button
to launch the Select Group window.
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Select Terminal Group

=~ Terminals

ik

Caricel

Select Group Window

The Select Group window has a tree of the Terminal Groups. Highlight the desired Terminal Group and
select the OK button.

The Cancel button will close the Select Group window without making changes.

Note: The terminal will need to be restarted for the changes to take effect.

Modifying a Terminal

Modifying a terminal allows you to reconfigure the terminal or change group settings such as touch screen
usage, video resolution, or to assign it to a terminal server.

To modify a terminal open the Terminal Configuration Wizard or the Terminal Properties by either:

e Highlighting the terminal in the ThinManager tree pane by clicking on the terminal name or icon and
select Edit > Modify from the ThinManager menu bar.

e Right-clicking on the terminal icon in the ThinManager tree pane and select Modify.

e Double-clicking on a terminal icon in the ThinManager tree pane.

This will launch the Terminal Configuration Wizard, allowing changes to be made.

Note: The terminal will need to be restarted for the changes to take effect.

Deleting a Terminal

A terminal can be deleted from the ThinManager by:

e Highlighting the terminal in the ThinManager tree pane and selecting Edit > Delete from the
ThinManager menu bar
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e Right-clicking a terminal icon in the tree pane of ThinManager and selecting Delete Terminal.

Restarting a Terminal
A restart will reload any changes to a terminal configuration or firmware without a cycling of power.

A terminal or group can be restarted by:

e Selecting Tools>Restart Terminal from the ThinManager menu bar. This will restart all the terminals
on the server if the server is highlighted. If a group is highlighted, all members of the group will be
highlighted. If a terminal is highlighted, the terminal is restarted.

e Right-clicking a group icon in the tree pane of ThinManager and selecting Restart Terminals. This
will reboot all the terminals in the group.

e Right- clicking a terminal icon in the tree pane of ThinManager and selecting Restart Terminal. This
will restart only the highlighted terminal.

Rebooting a Terminal
A reboot will cycle power to the terminal, reloading firmware and configuration.

A terminal or group can be rebooted by:

e Selecting Tools>Reboot Terminals from the ThinManager menu bar. This will reboot all the
terminals on the server if the server is highlighted. If a group is highlighted, all members of the
group will be highlighted. If a terminal is highlighted, the terminal is rebooted.

e Right-clicking a group icon in the tree pane of ThinManager and selecting Reboot Terminals. This
will reboot all the terminals in the group.

e Right-clicking a terminal icon in the tree pane of ThinManager and selecting Reboot Terminal. This
will reboot only the highlighted terminal.

Renaming a Terminal

Terminals can be renamed by:
e Highlighting the Terminal and selecting Edit > Rename.

e Right-clicking the Terminal and selecting Rename.

Note: Renaming a terminal can be accomplished the same way that files or directories are renamed in
Windows Explorer. Single click twice on the terminal name; this will draw a box around the name and
highlight it. Type the new terminal name.
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Renaming a Terminal

The terminal name should be less than 15 characters because of limitations on the terminal server.

Tip on single clicking twice: Click once to highlight the name, move the mouse slightly and click again.
This will prevent Windows from confusing the two single clicks with a double click.
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Menu Items

Edit

Edit contains commands for adding, deleting, and changing configurations. The functions listed are
dependent on what is highlighted in the tree.

Add Terminal

Edit > Add Terminal will launch the Terminal Creation Wizard to start the process of adding a new terminal.
This command will be displayed when the ThinManager Server, Terminals branch, or a Terminal Group is
highlighted.

See Terminal Configuration Wizard for details.

Add Terminal Group

Edit > Add Terminal Group will launch the Group Creation Wizard to start the process of adding a new
group of terminals. This command will be displayed when the ThinManager Server, Terminals branch, or a
Terminal Group is highlighted.

See Terminal Group Configuration Wizard for details.

Add Terminal Server

Edit > Add Terminal Server will launch the Terminal Server List Wizard to start the process of adding a
new terminal server. This command will be displayed when the Terminal Servers branch is highlighted.

See Terminal Server List Wizard for details.

Add Terminal Server Group

Edit > Add Terminal Group will launch the Terminal Server Group List Wizard to start the process of
adding a new Terminal Server Group. This command will be displayed when the Terminal Server Groups
branch is highlighted.

See Terminal Server Group List for details.
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Add TermSecure User

Edit > Add TermSecure User will launch the TermSecure User Configuration Wizard to start the process
of adding a new TermSecure User configuration. This command will be displayed when the TermSecure
Users branch or a TermSecure Users Group is highlighted.

See TermSecure User Configuration Wizard for details.

Add TermSecure Users Group

Edit > Add TermSecure User Group will launch the TermSecure User Group Configuration Wizard to
start the process of adding a new group of TermSecure users. This command will be displayed when the
TermSecure Users branch or a TermSecure Users Group is highlighted.

See TermSecure Users Group Configuration Wizard for details.

Add ThinManager Server

Edit > Add ThinManager Server will allow the remote administration of multiple ThinManager Servers by
adding an additional ThinManager Server to the ThinManager Server drop-down box above the tree. A user
logged in with administrative rights can connect to multiple ThinManager servers for management.

Selecting Add ThinManager Server will launch a dialog box.
ThinManager |

Enter Thintdanager 5erver

Cancel |

Add ThinManager Server Dialog Box

Enter computer name or the IP address of a ThinManager server. This adds the ThinManager Server to the
ThinManager Server drop-down box above the tree pane of the local ThinManager so that the configuration
can be displayed in the tree when needed.

Note: The ThinManager Server may need to be defined in the ThinManager Server List Wizard.
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ThinManager with a Second Synchronized ThinManager Server Added

The new ThinManager Server will be added to the ThinManager Server drop-down box. Selecting the new
ThinManager Server in the drop-down will display the tree for that ThinManager Server.

ThinManager no longer displays multiple ThinManager Servers in the tree to allow the right-click function to
be active on each of the tree members.

Members of the Administrator group or the ThinManager Administrators group have full control of the remote
ThinManager Server and can make changes as needed. Members of the ThinManager Power Users group
can monitor the connection.

See ThinManager Security Groups for more details.

If ThinManager is installed on a Windows XP Pro workstation, it cannot be added to a ThinManager on a
Windows 2003 unless a security option is changed.

In Windows XP Pro select Start > Control Panel > Administrative Tools > Local Security Policy.
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Windows XP Pro — Local Security Settings

Highlight the Security Options folder in the Local Security Settings program. Change the Network access:
Sharing and Security model for local accounts from the default Guest Only to Classic to match the
setting of the Windows 2003 terminal server.

Remove ThinManager Server

Edit > Remove ThinManager Server will delete a highlighted ThinManager Server from the tree.

Delete

Edit > Delete will launch a message box that will remove a highlighted ThinManager Server, group or
terminal. Deleting a remote ThinManager Server will remove it from the local list.

ThinManager |
Lo wou want to delete the Terminals for Group Group as well?

MOTE: IF no, Group Members will be assigned to Group MOMNE

Cancel |

Delete Group Message Box

Deleting a group will give the option of deleting the group terminals or moving them under the server without a
group.
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Modify
The function of Edit > Modify depends on what tree icon is highlighted when Modify is selected.

e Modify will launch the ThinManager Server Configuration Wizard for a highlighted ThinManager
Server. This allows the ThinManager Server to be configured as described in the ThinManager
Server Configuration Wizard.

e Modify will launch the Terminal Group Configuration Wizard for a highlighted group. Modifications
can be made as described in Terminal Group Configuration Wizard.

e Modify will launch the Terminal Configuration Wizard for a highlighted terminal. Modifications can
be made as described in Terminal Configuration Wizard.

e Modify will launch the Terminal Server Group Configuration Wizard for a highlighted Terminal
Server Group. This allows the Terminal Server Group to be configured as described in Terminal
Server Group List.

e Modify will launch the Terminal Server Configuration Wizard for a highlighted Terminal Server.
This allows the Terminal Server to be configured as described in Terminal Server List Wizard.

Rename

Edit > Rename will allow a highlighted group or terminal to have its name changed in the tree of
ThinManager.

Note: The terminal name should be less than 15 characters because of limitations of the terminal server.

Lock

When a group property or a terminal property is opened for modification, the entry in the configuration is
automatically locked to prevent two people from making changes at one time.

Edit > Lock will manually lock the configuration of a group or terminal to prevent it from being changed. A
lock icon will designate a locked group or terminal.

Q Group
% Terminal

Lock Icons

When a terminal server or terminal server group is being modified, they will also be locked to prevent two
people from making changes at the same time

Unlock

Edit > Unlock will manually unlock a terminal or group that was locked while being modified. This is used if
the server was shut down while the terminal was locked, preventing the terminal from being unlocked
automatically when the modifications are done.

Using the Unlock function will display a warning to alert the user.
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WARNING

Manually Unlocking a Terminal that is being edited could corrupt the database.
Are You Sure?

Lock Warning Message

Unlocking a locked unit can cause a loss of configuration data if another user is modifying it.

Note: This tool is to be used only when a terminal remains locked due to an unexpected server shut down
while a terminal is being configured. Using this tool while another is configuring that terminal can lead
to corruption of the database.

Find
Edit > Find launches a Find dialog that searches the tree for the item typed into the Find field.

fnd [
ity
I Cancel |

Find Dialog Box
CTRL+F is the short cut key to launch Find.

Find Next

Edit > Find Next will continue searching the tree for the next instance of the text in the Find field of the Find
dialog box.

F3is the shortcut key for this function.

Manage

The Manage menu has been split into two menu items, Manage and Install, in ThinManager 3.1.

Manage keeps the management and configuration tools while commands for installation are moved to Install.
The items in the Server List Management sub-menu have been moved to the Manage main menu.

Terminal Server List

Manage > Terminal Server List will launch the Terminal Server List Wizard for configuring terminal
servers. See Terminal Server List Wizard for details.
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Terminal Server Group List

Manage > Terminal Server Group List will launch the Terminal Server Group List Wizard for creating

Terminal Server Groups. See Terminal Server Group List for details.

ThinManager Server List

Manage > ThinManager Server List will launch the ThinManager List Wizard. See ThinManager Server

List for details.

TermSecure Access Groups

Selecting Manage > TermSecure Access Groups will launch the Access Groups window.

Access Groups

Unrestricted
Al Users

Edit

[ &8 |

&dd

Delete

i

Access Groups Window

Select the OK button to accept the changes and close the window.

Select the Edit button to change the highlighted Access Group.

Select the Add button to add a new Access Group.

Select the Delete button to remove the highlighted Access Group.

If the Add button is selected, an Access Group Creation window will be displayed.

Access Group |

Enter Group Mame
I Cancel |

Edit tMembers |

Access Group Creation Window

Enter a name for the new Access Group and select OK to create the group.
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Access Groups

X
Urrestricted QK |
All Uszers

M anagement
IT_Stalf
Operators
Enaineering

Supervizors E dit

Delete

[ o |

TermSecure Access Groups Added

Defined Access Groups will be displayed in the Access Group window. See Permissions for more details.

DNS Configuration

Manage > DNS Configuration will launch the DNS Configuration Wizard. See DNS Configuration for
details.

Configure Default Terminal

Manage > Configure Default Terminal will launch the Terminal Properties for the “Default” terminal. This
default terminal is used as a template that terminals created during Auto-Create are based on. See Auto-
Creation of Terminals for details on Auto-Creation of terminals.

Restore Configuration

Manage > Restore Configuration will allow a backed up ThinManager configuration to be applied to the
ThinManager Server. Select Restore Configuration to launch the desired ThinManager Configuration file in
the browse window and select Open. The backup copy will overwrite the existing configuration.
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Open K E
Laak in: I iy CFGs ;I = EF EH~

ohoopes_backup,db

File: narme: |u:uhu:u:upee_|:ua|:kup.db Open I
Files of twpe: I Thint anager Configuration LI Cancel |/
o

Restore ThinManager Configuration

Backup Configuration

Manage > Backup Configuration allows the ThinManager Configuration to be saved. Select Backup
Configuration to launch a browse window and select the Save button to save a backup copy.

Save i I i CFGs ;I o 0

Save I
Save as bype! | ThinM anager Configuration LI Cancel |/
o

Backup ThinManager Configuration

File namme:

Synchronize Configuration

Manage > Synchronize Configuration allows the configuration of multiple ThinManager Servers to be kept
identical so that a terminal will boot with the same configuration regardless of what ThinManager Server the
terminal connects to. This is useful for multiple Thin Manager Servers and ThinManager Redundancy.

Selecting Synchronize Configuration will launch the Synchronize ThinManager Server Configurations
Wizard.

Note: ThinManager has an Automatic Synchronization feature that will keep two ThinManager Servers
synchronized without requiring a manual input. See ThinManager Server List Page for details.
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ThinManager Server Configuration Synchronization Page
MSrnchrunize ThinManager Server Configurations |

ThinM anager Server Configuration Spnchronization o
Select a Thinkdanager Server to be the zource of the configuration, and
zelect one or more Thintanager Servers to receive the configuration. M

Configuration Source Configuration D estination

B rovear Browr
Dhoopes bw

¢ Back I MHewt > I Eirzh Cancel Help

Synchronize ThinManager Server Configuration Wizard

Highlight the Configuration Source ThinManager Server and the Configuration Destination ThinManager
Server and select Next. Although many ThinManager Servers can be defined it is normal to have just a
primary and a backup ThinManager Server.

Note: You may highlight multiple destinations to synchronize multiple ThinManager Servers by holding down
the CTRL key while you select them with a mouse.
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ThinManager Server Configuration Differences Page

MSrnchrunize ThinManager Server Configurations

ThinM anager Server Configuration Differences

These are the differences between the zource configuration and the target

configuration

Source Thintdanager Server

Deztination Think anager Server ;

browvin

ohoopee

| Source Yersion | D estination Yerzion | Synchronizec «
Firrmeare Werzion 03.00.2M 03.00.20M ez
Termcap Werzion 308 208 Tez
Modules M A8, Py Yes
Teminal - Synchro_3 Y I A, Mo [
Teminal - PC_3002 M A, I A, Yes
Terminal - WinTMC At A2 Tes
Terminal - =A1300 M A4, Py Yes
Terminal - MTA-B020 I A, Y Yez
Teminal - Group M A, I A, Yes
Teminal - Uno-2053E MWAA A2 Tes
Terminal - PC_3003 Mt M Tez e
J | _*I_I
¢ Back I MHewt > I Eimizh Cancel Help

Synchronization Differences

The ThinManager Synchronization Wizard will list the files being updated, including the firmware, TermCap
database, modules, and the configuration. It synchronizes everything but the license.

Note: The Synchronization tool does not compare and contrast then make changes back and forth.
Synchronization will take the files and configuration from the source ThinManager Server and overwrite

the corresponding files on the destination ThinManager Server.

Select Next to continue.
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MSrnchrunize ThinManager Server Configurations

. . . . . (=]
ThinM anager Server Configuration Spnchronization 2:10%
Select "Finizk' ta start the synchronization. %
M
Source Thintd anager Server Destination T hintdanager Servers
brown ohoopes

¢ Back et » | Finizh I Cancel Help

ThinManager Server Synchronization Confirmation

The ThinManager Server Configuration Wizard will prompt for a confirmation of the synchronization before
proceeding. Select Finish to finalize the synchronization.

Synchronizing ThinManager Servers |

« Load Firmware from brown

« Load Terminal Capabilities Database from brown

«# Download Firmware to ochoopee

+ Download Terminal Capabilities Database to choopee
«f Synchronize Configuration Database with ohoopee
«f Synchronize Modules with choopee

HEEEER

Synchronization Progress Meter

ThinManager will display the progress of the synchronization as it updates the files.
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Reconnect

Manage > Reconnect will reinitialize the connection to the selected ThinManager Server.

Disconnect

Manage > Disconnect will stop the connection to the selected ThinManager Server.

Install

Install is a new menu item that contains the commands from Manage that involve installation.

License

Install > License opens up the Licensing dialog box. See ThinManager Licensing for details.

Modules

Install > Modules open the Modules dialog box. This displays the modules that are available to the ACP
Enabled thin clients. See Module Overview for details.

Modules For Server choopee |

todule Type I.":"." M odules LI

Dezcrption I Werzion | Licenze Reqd | -
AMD Geode Videa Driver 101 MNOME

Add Serial Part 300 HOME

Advantech ARK.-3380 Sound Driver 300 HOME |-
Advantech PCM-5820 Sound Driver 3.0.0 HOME

Advantech PCM-3372 Sound Driver 300 HMOME

Advantech UMO-2053E Sound Driver 300 HOME

Allen-Bradley Werzabiew 2008 Sound Driver 300 HOME

Arizta BE24-ACP Sound Diriver 3.0.0 HOME

Anzta B324-ACP Sound Driver 300 HMOME

Anizta AP-3200 Sound Driver 300 HOME

Anizta ARP-18=x Touch Screen Driver 10200 MNOME

Arizta BosPC-201H Sound Driver 3.0.0 HOME

CarrallTauch Touch Screen Driver 10200 MNOME

Citriv ICA Uzedltematedddress Module 300 HOME ;I
Citeiw [T & frlient imi F vtenzinn bMaodole NN MIKF

[nztall b odule. .. | Femove tModule fram &l Terminalz

Selecting Install Module... will launch a dialog box that allows modules files to be selected.

Installed Modules Windows

A module can be added to the list of available modules by highlighting the desired module file and selecting

Open.
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Dpen
Laak in: I ) Modules LI &= EF v
arista_touch.mod elatouch. mod kouchcontral rod
carrolleuch.mod gunze_kouch, mod video_intel2,mod
conkec.mod rnicrakauch, mod =yoom_kouch, miod

core_video,mod penmaount.mod
DMCTouch.mod ronics.mod
dvnapro.mod touch_int.mod

File name: Ividen_intelE.mn:ld

Open I

Files of tpe: IMu:u:IuIe Files

[ Open as (ead-only

;I Cancel |

&

Open Module File

See Module Overview for details

Reports

Install > Reports will launch a Reports window that allows additional reports to be added to ThinManager.

See Reports for information on reports.

]|

Reporks
£~ Feport Templates ™ SOL Files " Images, Finizhed Feports ete.

Report Descrption | Report Type | Report Template
Terminal Configuration Chan...  terminal TerminalConfigChangesT emplate. html
Terminal Configuration gughem TerminalConfigurationT emplate. html
Properties of Al Terminals guzhem TeminalPropertiesT emplate. html
Termminal Sesszion Events Log  terminal TerminalSezsionE vents T emplate, html
Terminal Shadow Events terminal TerminalShadowE ventzT emplate. html
Terminals Properties gughem TerminalzR epart T emplate. ktml
TemSecure Login/Logout E... uzer |JzerLoginE vent T emplate. ktml
Ewent Log gyghem eventlogtemplate. html
Terminal Uptime Report gyzhem terminaluptimetemplate. htrml
4

Inztall Delete

Reports Window

The Report Templates radio button shows installed report templates. The SQL Files radio button shows

installed SQL queries.

118 e Menu ltems

ACP ThinManager 3.1 Help Manual




Selecting the Install button will launch a Browse window that allows additional reports to be added to
ThinManager. These can be downloaded from www.thinmanager.com.

Open B
Loak in: I I-=) RepartT emplates ;I i £ Eg-
[E] 4CP Carp Logo.jpg IZ] termeonfig.sql
5] ACP_logo146x50.jpg [Z] terminalcorfigchanges. sql

r.;j eventlog,sgl i Terminal
,@j eventlogtemnplate, bhkml
,ﬂ lago150x50.ipg

,@ randy_skyle, bkl

ConfigthangesTemplate, b
,ﬂ TerminalZonfiguration Termplate, kil
,_@] TerminalProperties Template, html

E] kerminals. sql

J | 2l
File name: ITerminaIEanigEhangesT ernplate. ktrnl Open I
Filez af type: I LI Cancel |

[~ Open az read-only

&

Reports Browse Window

Navigate to the new Report Template, highlight it, and select Open to add the report template to
ThinManager.

Firmware

ThinManager allows the firmware for the ThinManager Ready thin client to be upgraded with the latest version
from the ThinManager web site (www.thinmanager.com).

Select Install > Firmware to launch a file browser.

Open

Laak irc | = firmnware -] @ e B
Firmware.acp.vﬂS.D.lDD
Firmware.acp.vﬂS.DD.llD

. Firrratar

i E3

e,acp,v03,00,201

File: narme: |firmware.acp.vDS.DD.ED1 Open I
Filez aof type: IFirmware LI Cancel |

[ Open az read-only

&

Install New Firmware

Select the new version of the firmware.acp and select Open. This will install the new version of the firmware.
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The ThinManager Ready thin clients will download the new version of firmware when they reboot next.

TermCap Database

ThinManager has a Terminal Capability Database (Eermcap . db) that provides ThinManager with the
configuration parameters for each thin client model. At each terminal connection, the TermCap database is
checked and an integrity check is performed. If the configuration does not match the terminal specifications,
ThinManager may reconfigure the terminal to acceptable parameters.

ThinManager Integrity Check

The following changes were made :
Terminal Prod_Lineld - Invalid Video Made, was 1024x768 70Hz 256 Colors, changed to 800:x600 72Hz 256 Colars
Tetminal Prod_Lineld - Madule Elagraphics Tauch Screen Driver - Property "PORT" Invalid, was "C0OM1", changed ta "COM4"

Terminal Capabilities Integrity Check

The Terminal Capability database can be updated with the current release from the ThinManager web site
(www.thinmanager.com).

To update the Terminal Capabilities Database, select Install > TermCap Database.
Open
Look in: | (9 ACP_Misc <] « @ ok B

\_)_Fi3s | Licenses
\__afirmmare termcap.db.3.0.3
|_iLicense_Choopes

| _JModules

| iMultiMonitar

| Training

File name:  {termcap.db.3.0.3 Open |
Filez aof bppe: ITermEap [ atabase ;I Cancel |

[ Open as read-only
S A

Install New TermCap Database

An Open dialog box will be launched.

Select the new version of the termcap.db and select the Open button. This will install the new version.
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Tools

Tools contain commands that affect the terminals.

Restart Terminals

Tools > Restart Terminals will perform an intelligent restart of a terminal. It will load any changes to the
configuration, modules, firmware, and reconnect them to the terminal server without cycling power to the
terminal, unless it is needed to reload the firmware.

Note: Restarting a terminal does not close the session on the terminal server nor does it unlock a frozen
session. It reloads changes independent of the session on the terminal server. It will reconnect to the
same session without changing the session.

e Highlight a terminal in the ThinManager tree pane and select this command to restart a terminal.

e Highlight a group in the ThinManager tree pane and select this command to restart all the terminals
of the group.

e Highlight a ThinManager Server in the ThinManager tree pane and select this command to restart all
the terminals on the ThinManager Server.

Reboot Terminals

Tools > Reboot Terminals will cycle the power to the terminal, reloading the firmware and configuration, and
reconnect it to the terminal server. The function of this command has been largely replaced by the Restart
Terminal command.

Note: Rebooting a terminal does not close the session on the terminal server nor does it unlock a frozen
session. It reboots and reloads the firmware and configuration independent of the session on the
terminal server. It will reconnect to the same session without changing the session.

e Highlight a terminal in the ThinManager tree pane and select this command to reboot a terminal.

e Highlight a group in the ThinManager tree pane and select this command to reboot all the terminals
of the group.

e Highlight a ThinManager Server in the ThinManager tree pane and select this command to reboot all
the terminals on the ThinManager Server.

Reboot Terminal Server

Tools > Reboot Terminal Server will send a command to restart the highlighted terminal server.

e Highlight a terminal server in the ThinManager tree pane and select this command to restart a
terminal server.

Caution: Reboot Terminal Server will restart the terminal server and log off all sessions without giving users
a chance to save their data. Use wisely.
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Disable Terminals

The Disable Terminal command will disable any highlighted Group or Terminal by displaying a lockout
screen. The terminal will wait until it is enabled with the Tools > Enable Terminal function to be functional
again. This allows terminals to be locked down for security reasons, or to prevent the terminals from
accessing the terminal servers.

Highlighting a ThinManager Server, a Terminal Server, or Group in the ThinManager tree and selecting Tools
> Disable Terminal will disable every terminal assigned to it.

EI@ Shipping

Disabled Terminal Icons

If a Group or Terminal is disabled using the Tools > Disable function, it will be displayed with a red X over
the terminal icon. An entire ThinManager Server or an entire Group can be disabled, but only the terminal
icons will show the X, not the ThinManager Server icon or the Group icons.

Once a terminal is disabled, a disabling screen will appear on the terminal until the terminal has been
enabled.
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THINMAMNAGRER =5

Disabled Screen

A logged on terminal will display a screen indicating that the terminal is disabled.

ThinManager Client v2.4
Copyright 1555-2003 Automation Control Products

Status: Thisz terminal as | n disabled on Server GREEN

Disabled Boot Screen

Terminals that are booted while disabled will halt on a blue screen indicating that the terminal is disabled.

Enable Terminals

The Enable Terminal command will remove the disabling from a highlighted Group or terminal and allow it to
continue functioning or resume the boot process.

Disable Terminal Server

The Disable Terminal Server command will disable all connections from the selected terminal server to all
ThinManager Ready thin clients logged onto that server. The sessions will be disconnected but not reset.
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Enable Terminal Server

The Enable Terminal Server command will enable the terminal server to allow connections from
ThinManager Ready thin clients.

Calibrate Touch Screen

ThinManager has a touch screen configuration utility that can calibrate a thin client touch screen. The utility
can be started three ways:

e On the thin client, select Start > Program Files > Automation Control Products > Calibrate Touch
Screen (or Start > Program Files > Acp > CalTouchScreen). This is useful because it allows
the operator to calibrate the touch screen without administrative support.

e On the ThinManager Server, highlight the desired terminal in ThinManager and select Tools >
Calibrate Touch Screen from the menu bar. This will launch the calibration on the selected
terminal.

e The TermMon ActiveX can be configured to launch the calibration program. See TermMon ActiveX
Control for details.

Touch Screen Calibration
Touch Crosses as they Appear

Monitor 1

Touch Screen Calibration Screen

A new touch screen calibration program was released with ThinManager 2.6 and is included in the 2.6 and
later touch screen modules. When the calibration is run, an X appears in the lower left. Touch the center of

the X and then touch the center of the other four Xs as they appear. This provides touch screen mapping for
the terminal.

Note: The touch screen module must first be added through the Module page in the Terminal Configuration
wizard.
To launch the calibration program from the Start menu from within the session requires that the
ThinManager Utilities be installed on each terminal server. See Standard ThinManager Installation in
Windows for details.
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Send Message
Send Message will send a message to a highlighted terminal.

Send Terminal Message

Message Title |Message Fram Thinkd anager

J Cancel
=

Meszzage

Send Message Window

Enter the message into the Message text box. The Message Title can be changed, if desired.
Select the OK button to send or the Cancel button to cancel.

tezzage From Thinkd anager

Adrmin will begin shadowing niow.. .

1]

TS

THINMANAGER =

Send Message Window

When a message is sent, an ACP splash screen will be displayed with the message until the message is
acknowledged.

Clear Event Log

Selecting Clear Event Log will clear the event log. The event log is configured by selecting Manage >
Settings to run the ThinManager Server Configuration Wizard.
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View

Status Bar

The Status Bar shows advice and comments on the bottom of the ThinManager window. When the Status
Bar command is checked, the Status Bar text is visible. When the Status Bar command is unchecked, the
Status Bar text is invisible.

Show Connected Only

View > Show Connected Only, if checked, will simplify the tree by removing unconnected terminal servers
and terminal server groups.

Reports
View > Reports will open the Select Reports window.
Select Reports |

Cancel |
=]

Syzterm Report IF'r-:uperties of &l Terminals
Teminal Report ITerminaI Configuration Changes ;I
Terminal Server Repart I Ewent Log ;I

TemSecure User Report ITermSEcure LogingLogout Evenlll

Select Reports Window

The Select Reports window allows the selection of the default report that will display when the Report tab is
selected for a ThinManager Server, terminal, terminal server, or TermSecure user.

The default reports can be changed by selecting a different report in the drop-down boxes.
See Reports for details.

Print

View > Print will print the report currently selected in the Report tab.
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EThinManager 3.1

Edit Manage Install Toaols Yiew RemoteWiew Help

P[=] B3

g AutaTermo

g Defau
5

MT#

[T}
=
= (-
(]

-8, watac
[H- ﬁ Terminal Se

- General | Dp[ignsl

e/ TMI3

THINMARMNADGER 3

# B puor

— Select Printer

=4 CutePDF Printer
fHF‘ LaserJet 5000 Series PCL

ez Macromedia FlashPaper
i1 Microsoft %P5 Document Wi

- KONICA MINOLTA magicolor 543001

| 2

Statuz Ready

[” Pinttofile  Prefersnces |

Eﬂ---i Terminal Se
B#F  TermSecun

Location:

T Fird Printer... |
— Page Fange

Lol Murnber of copies: m

" Selection € Curent Page

" Pages: I'I

page range. For example, 5-12

¥ Collate
Enter either a single page number or a zingle

Print I Cancel | Ay

guration Chang

er
ms
ms

ms
ms

ms

For Help, press F1

4

Iuhuupee j Eanfigutatianl Madulesl Schedulel F'mpettiesl Event Ll:ngl Shadow  Feport I
Ef ohoopee d
EIQ Terminals e

0525/

Print Reports

A Print dialog box will appear to allow the selection of the printer and the desired number of copies.

Opiti

ons

Selecting Options will launch the Options dialog box.
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Options |

— aeneral Optiohz
¥ Dizplay "Create Mew Terminal” dialog far unknown terminals.

[T Dizplay "Create Mew User dislog for unknown users,

— lcon Optionz

[ Minimize to the System Tray.

— Lizehze Optiohz

Wwiarh if license will expire within I'I 0 day(z).

A walue of 0 dizables warning.

Cancel |

Options

The Display “Create New Terminal” dialog for unknown terminals check box, if selected, will launch the
Terminal Configuration Wizard on the ThinManager Server when a new terminal is added.

The Display “Create New User” dialog for unknown users check box, if selected, will launch the
TermSecure User Configuration Wizard on the ThinManager Server when an unknown ID device (USB key
or ID card) is read by a terminal.

Note: Checking the Display “Create New User” dialog for unknown users check box is useful for
assigning ID cards to TermSecure Users. See Card and Badge Configuration for a TermSecure User
for details.

The Minimize to the System Tray checkbox will send the ThinManager icon in the system tray when
ThinManager is minimized.

Warn if license will expire within __ day(s) will set the warning period before license expiration. This is
useful for time-limited demonstration and Trialware licenses.

RemoteView

Interactive Shadow

Interactive Shadow, if checked, allows Administrators and members of the ThinManager Security Groups
that have interactive shadow permissions to interact and control a shadowed terminal session. If this value is
unchecked the sessions will be viewable, but observers cannot take control of the session.

Scaled to Window

Scaled to Windows, if checked, will scale the shadowed terminal session to fit the Details pane of
ThinManager. If this value is unchecked the session will be viewed regular-sized, requiring the use of scroll
bars to view portions of the screen.
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Go FullScreen

This allows the connection from the Connect tab on ThinManager to the terminal server to be displayed full
screen instead of in a window in ThinManager.

This session can be switched to full-screen by selecting RemoteView > Go FullScreen in the menu. This
changes the appearance from running from within a window to running as a desktop.

The full screen session will have a tool tab at the top of the screen with controls that allow the window to be
switched back to the window or to close the connection.

F Blue - F X

Remote Session Tool Bar

The standard Minimize, Maximize, and Close icons on the Remote Session Tool Bar allow control over the
session.

Connect Options

Selecting RemoteView > Connect Options will launch the Terminal Server Connect Options window that
allows the terminal server Remote View connection to be configured.

Terminal Server Connect Options ﬂ |

—%ideo Settings

Wideo Mode I'IEIE#:-:?EE ;I Canicel |
Widthl 1024 Height 763

Calar Depth |255 Colors ~|

—access Options
[ Allow Auto-Login

[T allow Access to Local Drives

Terminal Server Connect Options
The settings include:
e Video Mode — This allows the connection to be displayed at a specific resolution or as full screen.

e  Width — This allows the connection to be displayed at a specific width if the Video Mode is set to
Custom.

¢ Height — This allows the connection to be displayed at a specific height if the Video Mode is set to
Custom.

e Color Depth - This allows the connection to be displayed at a specific color depth. Windows 2003 is
required for high-color.

e Allow Auto-Login — This allows the connection to login without prompting when checked.

ACP ThinManager 3.1 Help Manual Menu ltems ¢ 129



e Allow Access to Local Drives — This allows the user to access the hard drive on the remote
computer from the remote connection.

Send Key

Send Key allows the sending of key commands to the shadowed session that are normally saved for the local
machine and don’t function in shadowing. These include:

e CTLL+ALT+DEL

e CTL+ESC

e ALT+Tab

e ALT+Shift+Tab
e ALT+ESC

e ALT+Space.

Select RemoteView > Send Key and the desired key combination to send the key command to the
shadowed session.

Note: The Key Block module will block this command if it is used on the terminal. See Key Block Module for
details.

Help

Help Topics

Selecting Help Topics will launch the ThinManager Help file. This file can also be launched by selecting F1
while using ThinManager.

About ThinManager

Selecting About ThinManager will display a dialog box with ThinManager version information, copyright
information, and contact information for ThinManager.

Right Click Menus in the Tree Pane

Right Click on the ThinManager Server Icon

¢ Reconnect - This causes the ThinServer service to try to reconnect to the highlighted ThinManager
Server.

¢ Modify - This launches the ThinManager Server Configuration Wizard to configure the highlighted
ThinManager Server.

¢ Remove - This removes the highlighted ThinManager Server from the tree. It does not remove any
configuration or uninstall the program.

See Add ThinManager Server for details.
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Right Click on the Terminals Branch Icon
e Add Terminal - This launches the Terminal Configuration Wizard to create a terminal.

e Add Group - This launches the Terminal Group Configuration Wizard to create a group.

¢ Restart Terminals - This sends a signal to all the terminals to reload any changes to its
configuration, modules, or firmware. It will only do a full reboot if needed.

Right Click on a Group Icon

e Add Terminal - This launches the Terminal Configuration Wizard to create a terminal in the group.
e Add Group - This launches the Terminal Group Configuration Wizard to create a group.

¢ Restart Terminals - This sends a signal to all the terminals under the highlighted icon to reload any
changes to its configuration, modules, or firmware. It will only do a full reboot if needed.

e Modify - This launches the Terminal Group Configuration Wizard to configure the highlighted
group.

e Rename - This allows the Group to be renamed.

¢ Delete - This removes the Group from the ThinManager configuration. Member terminals can be
deleted with the group, or moved out of the group, depending on the choice in the confirmation
window.

ThinManager |
Do wou wank to delete the Terminals For Group Accounting as well?

MOTE: I no, Group Members will be assigned to Group MORNE

Cancel |

Delete Group confirmation Window

Selecting Yes will delete the Group and all member terminals.

Selecting No will delete only the group. The member terminals will be moved out of the group and retain their
configuration as individuals.

Selecting Cancel will stop the process and allow the group to remain as it is.

Right Click on a Terminal Icon
¢ Modify - This launches the Terminal Configuration Wizard to configure the highlighted terminal.

e Rename - This allows the terminal to be renamed.
e Delete - This removes the terminal from the ThinManager configuration.

e Go to TermSecure User - This changes the focus of the tree to the TermSecure User that is logged
into the terminal.

e Restart Terminal - This sends a signal to the terminal to reload any changes to the configuration,
modules, or firmware. It will only do a full reboot if needed.
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Right Click on the Terminal Server Branch Icon

e Add Terminal Server - This launches the Terminal Server Wizard to create and configure a new
terminal server.

¢ Edit Terminal Server - This launches the Terminal Server List Wizard to allow the configuration of
an existing terminal server.

See Terminal Server List Wizard for details

Right Click on a Terminal Server Icon

e Modify - This launches the Terminal Server Configuration Wizard to allow changes to the
configuration of the highlighted terminal server.

e Rename - This allows the terminal server to be renamed.

e Delete - This removes the terminal server from the ThinManager configuration.
ThinManager

Delete Terminal Server Black, Are Yaou Sure?

Terminal Server Deletion Confirmation

ThinManager will prompt for confirmation before deletion.

ThinManager E=

This server is used in ak least one Terminal Configuration or a Server Group, Feemowve From all Terminal configurations and Server Groups before atkempting to
delete,

Terminal Server Deletion Error

A terminal server cannot be deleted from a configuration if it still has terminals assigned to it.

e Restart Terminals - This sends a signal to the terminal to reload any changes to all terminals
connected to the terminal server. It will only do a full reboot if needed.

Right Click on the Terminal Server Group Branch Icon

e Add Terminal Server Group - This launches the Terminal Server Group Wizard to create and
configure a new terminal server group.

e Edit Terminal Server Group - This launches the Terminal Server Group List to allow the
configuration of an existing terminal server group.

See Terminal Server Group List for details.

Right Click on a Terminal Server Group Icon

¢ Modify - This launches the Terminal Server Group Configuration Wizard to allow changes to the
configuration of the highlighted terminal server.

e Rename - This allows the Terminal Server Group to be renamed.
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Delete - This removes the Terminal Server Group from the ThinManager configuration.
ThinManager

Delete Terminal Server Group Desk_Elue, fre You Sure?

Terminal Server Deletion Confirmation

ThinManager will prompt for confirmation before deletion.

ThinManager E

This Terminal Server Group is used in at least one Terminal or User Configuration. Remowve From all Terminal and User configurations before attempting bo delete,

Terminal Server Group Deletion Error

A Terminal Server Group cannot be deleted from a configuration if it still has terminals assigned to it.

Right Click on the TermSecure Users Branch

Add TermSecure User — This launches the TermSecure User Configuration Wizard to allow a
TermSecure User to be defined.

Add TermSecure User Group — This launches the TermSecure User Group Configuration Wizard
to allow a TermSecure User Group to be defined.

Right Click on a TermSecure Users Group Icon

Add TermSecure User — This launches the TermSecure User Configuration Wizard to allow a
TermSecure User to be defined.

Add TermSecure User Group — This launches the TermSecure User Group Configuration Wizard
to allow a TermSecure User Group to be defined.

Modify - This launches the TermSecure User Group Configuration Wizard to allow changes to the
configuration of the highlighted TermSecure User Group.

Rename - This allows the TermSecure User Group to be renamed.

Delete - This will remove the TermSecure User Group from the ThinManager configuration.

Right Click on a TermSecure Users Icon

Modify - This launches the TermSecure User Configuration Wizard to allow changes to the
configuration of the highlighted TermSecure User.

Rename - This allows the TermSecure User to be renamed.
Delete - This removes the TermSecure User from the ThinManager configuration.
Logoff User — This logs the TermSecure User out the terminal that it is currently logged into.

Go to Terminal - This changes the focus of the tree to the terminal that the TermSecure User is
logged into.
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Adding Thin Client Hardware

The Boot Process

There are two methods that an ACP Enabled, ThinManager Ready thin client can use to boot. The standard
method is to connect to a ThinManager Server and download the firmware and its configuration across the
network. This allows for an easy update of the firmware and ensures that all the terminals share the same
firmware. Disk-On-Chip ThinManager Ready thin clients have the firmware embedded in them and boot
locally then connect to a ThinManager Server to download its configuration. See Firmware Update (Disk On
Chip / Compact Flash) Update Module for details.

A ThinManager Ready thin client goes through a number of steps from the initial power on to the complete
connection to a terminal server. Understanding this process will aid in terminal configuration and
troubleshooting.

The steps are:

POST: Once a ThinManager Ready thin client is turned on it begins the Power On Self-Test to examine the
hardware and to test the memory.

IP Address Assignment: The terminal needs an IP address to connect to the network. By default, it receives
an IP Address from a DHCP server, but this can be changed to use an assigned static IP. See IP Address
Assignment for details.

ThinManager Server Connection: After receiving an IP address the terminal will connect to the
ThinManager Server. This is the Boot Server Host as defined in the DHCP scope Option 066 or the Primary
ThinManager Server defined in the static IP address configuration.

Firmware Loading: Next the terminal will download the firmware from the ThinManager Server.

Terminal Configuration Download: Established terminals will receive their configuration and proceed. New
terminals will need to be defined on the ThinManager Server, either through the Terminal Configuration
Wizard or the Create New Terminal method.

ACP Logo Screen: After the terminal receives its configuration, it will display an ACP splash screen with the
ACP logo.

Client Communication Connection: Next the terminal will launch its Client Communication protocol. If using
ICA it will display a Citrix splash screen while it makes an ICA connection to the terminal server.

Terminal Server Connection: The thin client will connect to the terminal server(s) that it is assigned to in its
configuration.

Windows Login: Next the terminal will display the Windows Login dialog box, prompting for a valid username
and password. If these have been entered into the username and password fields on the Sessions tab of
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ThinManager, the terminal will login automatically and display the Windows desktop or a defined initial
program.

Note: Windows 2000 prevents auto-login with RDP by default. To allow auto-login see Configuring RDP for
Auto-Login for details.

Windows Session: The terminal logs onto a session on terminal server. The terminal will pass mouse clicks
and keystrokes to the session on the terminal server. The terminal server will process the data and send the
graphics back to the terminal for display, giving a full Windows experience to the user.

IP Address Assignment

ThinManager Ready thin clients are set by default to automatically receive an IP address from a DHCP
server. Most ThinManager Ready thin clients may use a manually assigned Static IP address instead.

Note: The ThinAdapter and ThinAdapter Plus require DHCP.

DHCP

ThinManager Ready thin clients are set to use DHCP (Dynamic Host Configuration Protocol) by default. The
DHCP Server needs two options configured for ThinManager Ready thin clients.
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Server Options

General | Advanced I

HE|

Awailable Dptions

| Descriptinn;l

[ 054 MIS+ Domain Mame
[ 05 MIS+ Servers
0BG Boat Server Host M ame

057 Baoatfile MName

Jl

The name ¢
A lizt of P 2
TFTF baot

Eu:u:utfilefill
3

—Data ety

String walue;

192168321 192.168.2.24

o |

Canicel

&pply

DHCP Options

Option 066 - Boot Server Host Name must be set to the IP address of the ThinManager Server. If redundant
ThinManager Servers are being used, the IP addresses of multiple ThinManager Servers can be entered,

separated with a space.

Option 067 - Bootfile Name must be setto firmware. acp.

Details are at DHCP Server Setup for details.

ThinManager Ready thin clients use DHCP (Dynamic Host Configuration Protocol) by default. If they have
been set to use a static IP they can be reset to DHCP from static IP by pressing any key when prompted

during the boot sequence to open the IP Configuration Menu.
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ACP

IP Configuration Menu - DHCP

Press the A key to allow a change to DHCP and enter D key to set the configuration to DHCP. Press the
Enter key to return to main menu.

Press the S key to save the configuration and continue with the boot process.

Terminal IP

mary ThinMana
ndaryThi

Downlead Progress Metar

Boot Process - Firmware Download

The terminal will connect to the ThinManager Server and download the firmware.

Static IP

Most models of ThinManager Ready thin clients allow the usage of static IPs. These are set by interrupting
the boot process to launch the IP Configuration Menu and adding the static IPs.
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IF Setting

Boot Process - Press Any Key Prompt
To set the terminal to use a static IP, press any key at the appropriate moment of the boot sequence.
ACF Network Boot Lo

Copyright 1595-2003 Automation Control Froducts

s = DHCOP
rd Status = Disabled

and Exit

IP Configuration Menu — Static IP

Press the A to allow the client IP to change from DHCP.

Type in the static IP address for the client, including the separating periods and press the Enter key.
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Copyright 1985-2003 Automation luntrnl Products

IP Configuration Manu

(A) Terminal IF Addres:

(B) Ft imary ThinMan :-'

(Cy 8 ::L-nc" ThinManz

(D) yut IE" .h.ddx:-'l

(E} 8 as 5, 0
(F)} Pz ard Status E'l"'h'lblb:‘l'i.
(H)

Q) Abort l"hm;m and Exit

(2) anges d Exit

nta Terminal IP A

Enter "D' for DHCP or S

IP Configuration Menu - Options

Once the Terminal has a static IP assigned, the IP Configuration Menu will be shown to allow the setting of
other values.

e (A) Terminal IP Address - This should be a unique address for the terminal.

e (B) Primary ThinManager Server IP Address - This should be the unique address for your main
ThinManager Server.

e (C) Secondary ThinManager Server IP Address - The Secondary ThinManager field allows the
terminal to use two ThinManager Servers. If the terminal cannot connect to the Primary
ThinManager Server, it will connect to the Secondary ThinManager Server to receive its
configuration. If you are not using a Secondary ThinManager Server, set the IP address to
0.0.0.0.

e (D) Router IP Address - Fill in the IP address of the router or gateway if one is being used. If not this
should be set to 0.0.0.0.

e (E) Subnet Mask - Set this to your subnet mask. 255.255.255.0. is a standard setting.

e (F) Password Status - Allows a password to be set to prevent unauthorized people from changing
the configuration.

e (H) Help - Will launch a Help to explain the IP Configuration Menu.

e (Q) Abort Changes and Exit - This will cancel any setting changes and let the terminal continue to
boot with the old settings.

e (S) Save Changes and Exit - This will apply any changes and allow the terminal to continue to boot
with the new settings.

Type the letter of the desired setting and type the IP address, with periods. Press the Enter key on the
keyboard to accept each change.

Once configured the terminal will connect to the ThinManager Server and download the firmware and
configuration.

Hybrid IP Addressing

ThinManager Ready thin clients that have BootROM version 5.01 have the ability to use DHCP for the client
IP address and have the ThinManager Server IP addresses entered as static IPs to save having to configure
the DHCP server with Option 066.
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Selecting any key when prompted during bootup opens the IP Configuration Menu.

ACP Hetwork Boot Loader v5.01
Copyright 1999-2004 Automation Control Products

IPF Configuration Menu

{(A) Terminal IP Rddress = DHCP

(B} Primary ThinManager Server IPF Rddressz = DHCP (Dption 66)
Secondary ThinManager Server IP hddress = DHCP {Option 66)

{F} Password Status : Disahled

() Load Default Values

{H} Help

{0} Abhort Changes and Exit
{(5) Sawve Changes and Exit

Select Letter:

Boot Loader v5.01 Default Values

Typing the B key will allow the configuration of a static IP for the ThinManager Server. Type the numbers and
periods for the address.

ACP Hetwork Boot Loader v5.01
Copyright 1999-2004 Automation Control Products

IP Configuration Menu

{(A) Terminal IP Rddress = DHCP

(B} Primary ThinManager Server IF Address = 192.168.3.11
{C} Secondary ThinManager Server IP Address = 192.168.3.12
(F) Password Status = Di=abled

{F} Load Default Values

{H} Help

{0} Ahort Changes and Exit
{5} Save Change=z and Exit

Select Letter:

DHCP with Static ThinManager Server

Once a ThinManager Server is assigned, typing C will allow a redundant secondary ThinManager Server to
be assigned.

Type Sto save the changes and allow the connection to the ThinManager Server. The terminal will now boot
using DHCP.

Note: The Escape key will let you exit the entry field and return to the IP Configuration Menu.
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Configuring New Hardware

The configuration of terminals is done in ThinManager on the ThinManager Server and not on each individual
terminal. When a new, undefined ThinManager Ready Thin Client is first connected to a ThinManager Server
one of three things will happen:

e If the ThinManager Server has no terminals that are configured and offline, then the terminal will go
into the Create New Terminal Mode and launch the Terminal Configuration Wizard on the
ThinManager Server. Once the terminal is configured on the ThinManager Server it will
automatically download its configuration upon boot up.

e If the ThinManager Server has terminals that are created and offline, the terminal will go into Replace
or Create Mode and list the offline terminals that are available for selection. Once a configuration
is selected, the terminal will take that identity. During any following boot up the terminal will
automatically download its configuration.

e A third scenario is to use the Auto-Create Terminal Mode to create an array of terminals.

Create New Terminal Mode

Turning on a terminal for the first time will initiate the Create New Terminal mode if:
e No terminals are defined in ThinManager, or
e All the defined terminals are currently connected, or

¢ All the defined terminals that are turned off have the Allow This Terminal To Be Replaced If Off
Line check box unselected.

ACP Hetwwork Boot Loader v5.01
Copyright 1999-2004 Auwtomation Control Products

Please Wait while Terminal i= defined on Serwver 192.16%.3.11

Create New Terminal Mode Screen

When a terminal enters the Create New Terminal Mode, the terminal will launch the Terminal Configuration
Wizard on the ThinManager Server. The terminal will display a screen indicating that it will wait until the
configuration is finished before progressing further.

Replace or Create New Terminal Mode

Turning on a terminal for the first time will initiate the Replace or Create New Terminal Mode if one or more
of the defined terminals are offline and they have the Allow This Terminal To Be Replaced If Off Line
check box selected.
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Thi=z Terminal iz undefined on Server 192. 168.3.11
Choose the terminal to Replace or Action

Terminal Group

Innex1d Innex
Annex1B Annex

nnex2C Innex
Boilerl Boilers
Boiler3d Boilers
Partsl Parts
Shipping?2 Shipping
Create Hew Terminal

Replace or Create Mode

The screen will display all the offline terminals that the terminal can replace. Highlight the desired terminal
name using the keyboard and press the Enter button. The terminal will retrieve the selected configuration and
assume its identity.

Auto-Creation of Terminals

Auto-Create allows new terminals to be created and configured in an array, using the Default Terminal as a
template.

Turning on a terminal for the first time will initiate the Replace or Auto-Create Terminal mode if:

e The Auto-Create mode is enabled by the selection of the Enable AutoCreate check box on the
Unknown Terminal page of the ThinManager Server Configuration Wizard.
The ThinManager Server Configuration Wizard is launched by selecting Manage > Settings
from the ThinManager menu.

And
e The Default terminal is configured as a template for the new terminals.
This is done by selecting Manage > Configure Default Terminal on the ThinManager menu.

And

e The user selects Auto-Create from the Replace or Action Menu as the terminal boots and
connects. The user can do a replacement instead of an Auto-Create.

Enabling AutoCreate

The terminal will be given the name of the Auto-Create Mask and a number, starting with “0”. The Auto-
Create Mask is configured in the ThinManager Server Configuration Wizard. Open the ThinManager
Server Configuration Wizard by right clicking on the ThinManager Server in the tree and selecting Modify, or
select Manage > Settings from the menu.
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ﬁThinManager Server Configuration Yizard

Unknown Terminals

Chooze whether unknown terminalz are to be allowed to connect o %
M

thiz Thinkd anager Server.

— Unknown Terminalz
Allow unknown terminals to connect

Fequire pazsword on unknown kerminals

Fazzwaord I

Confirm I

—Automatic Terminal Creation

Enable AutoCreate v

AutoCreate Mask I-ﬂ-UtDT &

¢ Back I MHewt > I Finizh

Help

Unknown Terminals

Check the Enable AutoCreate checkbox and enter an AutoCreate Mask name. This allows new terminals to
be added to the system and configured without additional input from the server.

Configuring Default Terminal

The Default Terminal is created by selecting Manage > Configure Default Terminal. This will launch the

Terminal Configuration Wizard for a terminal pre-named “Default”.
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ﬂTerminal Configuration Wizard |

Eaﬂaﬂ

Terminal Name o
Enter the name for thiz terminal, select the teminal group ta whick 1&
M

thiz terminal belongs, or choose to copy the configuration from
anather terminal,

— Teminal Mame

D efaul

Thiz ruzst be a unique name uging letters, numberz, huphens [-],
and underzcorez ] anly.

— Terminal Group

I Change Group

— Copy Settingz

[~ Copy Settings from anaother Terminal Copy Fram

|

Permizszions |
¢ Back I MHewt > I Eirizh | Cancel Help

Default Terminal Configuration

Configure the terminal with the desired settings. The Default terminal can be added to a Group by selecting
the Change Group button.

Once the wizard is finished, the Default terminal will be displayed in the ThinManager Server tree.
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Edit Manage Install Tools Yiew RemoteWiew Help

IBern j Canfiguration |M|:n:|ules| Schedulel F'mpettiesl Event Ll:ngl Shadawl Hepultl
Ef ohoopee | atibute | walue -
E| Terminals Terminal Identification
g autoTermi Terminal Mame Diefault
g AukoTerml
: - Terminal Properties
i ] e | Teminal Propetties |
%MZD tdodel Mumber DC-30-100
: td arwfacturer ACP
g Une-2053E Yideo Controller CyberPro2010
g #1300 TouchScreen Type HiA
[+ ﬁ Terminal Servers
Eﬂ---i Terminal Server aroups Login Usemame
45 TermSecurs Users Login Damain
Replaceable YES
Allow Shadowing YES
Allow Interactive Shadowing YES
Terminal Effects YES FEEE
Show Status Messages YES
Usge Terminal Server Groups MO
Terminal Servers Blue
Connection Protocol RODP
Initial Program
Usze TermSecure MO
Yideo Settings ¥
1 3
For Help, press F1 [ B

ThinManager Tree with Default Terminal

Once the Enable AutoCreate check box on the Server Properties window is checked and the Default
Terminal is created and configured, any new terminal connected to the ThinManager Server will have
AutoCreate Terminal as an option.
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AutoCreate Terminal

Replace or Action Menu

The user needs to scroll to AutoCreate Terminal and press the Enter key to automatically create and
configure the terminal.

The new terminal will be given the AutoCreate Mask and a number, starting at 0, for its name. This name will
also be entered in the Username field of the Log In Information page of the Terminal Configuration
Wizard.
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Configuration Wizards

Introduction to Wizards

ACP ThinManager Version 2.4 introduced Configuration Wizards to simplify the creation and configuration of
ACP Enabled Thin Clients. ThinManager 3.1 extends the scope of the wizards to provide more configuration
power. The Classic Mode of ThinManager 1.0 is now eliminated.

Wizards take two forms.
e List Wizards associate Terminal Servers and ThinManager Servers with their IP addresses or assign
server functions to groups of Terminal Servers.

e Configuration Wizards set the parameters and options for individual terminals, groups of terminals,
TermSecure Users, and TermSecure Server Groups. This is where the terminals and
TermSecure Users have their settings defined.

The List Wizards can be launched by:

e Selecting Manage from the ThinManager menu and selecting Terminal Server List, Terminal
Server Group List, ThinManager Server List, or DNS Configuration.

¢ Right clicking on the Terminal Server branch in the tree to launch the option to define a terminal
server with the Add Terminal Server command, or to edit an existing configuration by selecting
the Edit Terminal Server command.

¢ Right clicking on the Terminal Server Group branch in the tree to launch the option to define a
Terminal Server Group with the Add Terminal Server Group command, or to edit an existing
configuration by selecting the Edit Terminal Server Group command.

The Configuration Wizards can be launched by:
e Selecting Edit > Add Terminal in the menu to launch the Terminal Configuration Wizard.

e Selecting Edit > Add Terminal Group in the menu to launch the Group Configuration Wizard.

e Right clicking on the Terminals branch in the tree to launch the option to define a Terminal with the
Add Terminal command, or to define a Group with the Add Group command.

e Right clicking on a Terminal Group in the tree to launch the option to define a Terminal Group with
the Add Group command, or to define a Terminal with the Add Terminal command. This puts

the terminal or group in that group.

¢ Right clicking on the TermSecure User branch in the tree to launch the option to define a
TermSecure User with the Add User command, or to define a TermSecure User Group with
the Add Group command.
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¢ Right clicking on a TermSecure User Group in the tree to launch the option to define a TermSecure
User Group with the Add TermSecure User Group command, or to define a TermSecure User
with the Add TermSecure User command. This puts the TermSecure User or TermSecure User

group in that TermSecure User group.

See Terminal Server List Wizard for details.

See Terminal Server Group List for details.

See ThinManager Server List for details.

See DNS Configuration for details.

See Terminal Group Configuration Wizard for details.
See Terminal Configuration Wizard for details.

See TermSecure User Configuration Wizard for details.

See TermSecure Users Group Configuration Wizard for details.
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List Wizards

ThinManager has List wizards that allow the names of Terminal Servers, Terminal Server Groups,
ThinManager Servers, and Domain Name Servers to be associated with their IP address for easy use. This is
similar in function to a host table.

Each of the List Wizards is launched in the appropriate place during group and terminal configuration in the
Group Configuration Wizard and Terminal Configuration Wizard, but they can also be run individually to
configure and identify the members ahead of time.

Terminal Server List Wizard

The Terminal Server List Wizard can be launched by selecting Manage > Terminal Server List from the
menu or by right clicking on the Terminal Server branch and choosing either the Add Terminal Server
command, or the Edit Terminal Server command.

terminalserver st wzard |
Edit Server |
Add Server |

Remove Server |

Find Servers |

Cancel | ] I

Terminal Server List Wizard

The opening window of the Terminal Server List Wizard will show any Terminal Servers that are defined or
will be blank if none have yet been defined.

e Edit Server will open the properties for a highlighted terminal server in the list.
e Add Server will allow a new terminal server to be defined.
e Remove Server will remove a highlighted terminal server from the list.

e Find Server will launch the Available Terminal Servers window for automated terminal server
addition.

e Cancel will close the wizard without action.

e  OKwill close the wizard after accepting changes.

Selecting Add Server will open the Terminal Server Wizard Introduction page.
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Selecting the Find button will open the Available Terminal Server window that lets ThinManager search for
terminal servers.

Available Terminal Servers Search

Available Terminal Servers |

Chooze a Terminal Server to Add...

Cancel

Dramain or \WorkGroup to zeanch

Find

[ m |

Available Terminal Server Window

The Available Terminal Servers window will display any Microsoft terminal servers that are a member of the
same domain or workgroup as ThinManager.
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Available Terminal Servers

Chooze a Terminal Server to Add...

Dramain or \WorkGroup to zeanch

Cancel |
[ ]

&CP Find

ELLE
GRAY
TaM

Available Terminal Server Window

The Domain or WorkGroup to Search field will allow ThinManager to search a different domain or
workgroup. Enter the domain of workgroup to search and select the Find button to display the member
servers.

Once the terminal servers are listed, highlight one and select the OK button to add it to the Terminal Server
Configuration Wizard. This will launch the Introduction page of the Terminal Server Wizard.
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Terminal Server Wizard Introduction Page

MTerminal Server Wizard |

Terminal Server Wizard o 4

Introduction ﬁ
M

The Terminal Server Wizard defines the Terminal Servers on your netwark,
Thiz allows the listing of Terminal Servers for easy selection.

[f you are wzing a DMS zerser vou will only need to enter the zerver name.
[F pou are not uzing a DS server vouw will enter a zerver name and |IP addresz.

The zerver name must be the name uzed to identify the server on the nebwark.,

¢ Back

Eimizh Cancel Help

Terminal Server List Wizard Introduction

The Terminal Server List Wizard starts with an Introduction page with instructions for the wizard. Select
Next to continue.
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Terminal Server Name Page

MTerminal Server Wizard |
H (=]
Terminal Server HName =’-‘U’-‘o
Enter the Terminal Server Mame and Log In information. H
M
Terminal Server Mame ISiIver

Terminal Server [P I 192 . 168 . 1. 38 Dizcover |

— Log In Infarmation

Dramain I

adrmirigtrator
Idzer Mame I

Ix
Paszword

Yerify Pazsword I

Schedule |

The pazeword and verify pazzwaord fields do not match

¢ Back I [ =2 Eirzh Cancel Help

Terminal Server List Wizard — Terminal Server Name

The Terminal Server Name page defines the Terminal Server on the network.

The Terminal Server Name fields are:

e Terminal Server Name - Enter the computer name as found in the Microsoft System Properties
(NetBIOS name). The name will already be entered if the Find function on the Available
Terminal Servers window was used.

e Terminal Server IP — Entered the IP address of the terminal server.

e Discover — The Discover button will automatically fill in the IP address for a terminal server listed in
the Terminal Server Name field.

e Domain - Enter the domain for the computer, if it is a member of a domain.

e User Name - Enter a username with administrative rights if you wish to display data from the terminal
server within ThinManager.

e Password - Enter the password for the administrative account used in the Username field.

e Verify Password — Re-enter the password for the administrative account used in the username field.
Passwords that do not match will be indicated by a warning message on the page.

¢ Schedule — The Schedule button will launch the Event Schedule for the terminal server. This allows
the scheduling of repeated functions like rebooting and disabling.
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Note: ThinManager uses a connection to the terminal server to pull the process, user, and session
information for the detail pane tabs and to determine the load for SmartSession load balancing.

Entering a username and password in the User Name and Password fields allows ThinServer to
connect to the server for this data.

Terminal Server Schedule
Selecting the Schedule button on the Terminal Server Name page will launch the Event Schedule window
and allow a schedule to be created for terminal server events.

Event Schedule

]|

Event Type | Time |

Digable Terminal Server every 5 aturday at 02:00 Ak
Enable Terminal Serer every 5 aturday at 05:00 Ak
Feboot Terminal Server  every Sunday at 0600 Ak

Edit [Nelete k. |

Event Schedule

The Event Schedule will list events for the terminal or group. It has four buttons.

e The Add button will launch a Schedule window to allow an event to be configured.

e The Editbutton will allow a highlighted event to be changed.

e The Delete button will remove a highlighted event.

e The OK button will accept changes and close the Event Schedule window.

Events can be added by selecting the Add button to launch the Schedule window.
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Schedule |
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. ="
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Canicel |

Schedule Window

The Schedule window has several configuration settings.
Event Type is a drop-down box that allows event selection:

e Disable Terminal Server - This will disconnect all the ThinManager Ready thin clients connected to
the terminal server. The sessions will remain idle on the terminal server unless they are set to
disconnect in the Terminal Services Configuration console. See Disable Terminal Server for details.

e Enable Terminal Server - This will allow a disabled terminal server to accept ThinManager Ready
thin client connections again.

* Reboot Terminal Server - This will cycle power on the terminal server and restart it.

The Repeat Interval radio buttons allow the event in the Event Type drop-down to be run Once Only,
Weekly/Daily, Monthly, or Yearly.

e Selecting Once Only will show a Select Date field for the event.

e Selecting Weekly/Daily will show a Weekly Schedule list for the event to run. The Every Day button
will select all the days in the list.

e Selecting Monthly will show a Select Day of Month field for the event.
e Selecting Yearly will show a Select Date field for the event.
The Time field allows the selection of the time that the event should occur.

Select the OK button to close the Schedule window. Select Add to add another event to the Event Schedule
or select OK to close the Event Schedule window and return to the terminal server configuration.

Select Next to continue with the Terminal Server Capabilities page.
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Terminal Server Capabilities Page

MTerminal Server Wizard |

Terminal Server Capabilities o
Select the capabilities of thiz Terminal Server. %
M

— Select the optionz far thiz T erminal Serer

[ iAwailable for SmantSession Groups

[ Awailable for MultiS ession configurations

— Supported Connections
[ Citrix Metaframe
[ Citix Device Services

¥ Microzoft Femate Deskiop Protocol

¢ Back I MHewt > I Finizh Cancel Help

Terminal Server Capabilities

The Terminal Server Capabilities page determines whether a terminal server is configured for
SmartSession and Multi-Session and determines what client communication protocols are used.

e Check the Smart Session Server checkbox to make the terminal server available for terminal
server groups using SmartSession to provide load balancing. See SmartSession for more details.

e Check the Make this server available for MultiSession configurations checkbox to make the
terminal server available for terminal server groups configured for MultiSession. See MultiSession
for detalils.

Note: Configuring a terminal server to use SmartSession uses a SmartSession license. Configuring a
terminal server to use MultiSession uses a MultiSession license.

Supported Connections contains a list of the client communication protocols that the terminal server can
use to talk to the ThinManager Ready thin client.

e Check the Citrix MetaFrame checkbox if that program, or another Citrix server-side program, is
installed on the terminal server to provide the ICA protocol. Citrix MetaFrame is an optional
program sold by Citrix.

e Check the Citrix Device Services checkbox if Citrix Device Services is installed and licensed on
the terminal server. Citrix Device Services is a legacy deployment of the ICA client but is no
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longer supported by Citrix. ThinManager Ready thin clients can still connect to terminal servers
with Device Services, but no new Device Services terminal servers can be licensed.

e Microsoft Remote Desktop Protocol (RDP) is installed by default on Windows Terminal
Servers. Uncheck the Microsoft Remote Desktop Protocol checkbox if you don’t want to
access to the terminal server with the protocol.

Selecting Next will open the Data Gathering page.
Data Gathering Page

ﬂTerminal Server Wizard |

Data Gathening 'y 2

Enter the Data Gatherng intervals. 1%
M

— Data Gathering [nteryalz

= Medium
£ Slow
" Custom

SmartSeszion Data Update Interval g _:I zeconds
Procezs Update Intersal : L zeconds
Sezzion Update Interval g _l zeconds

< Back Hewt > | Firizh I Cancel Help

Data Gathering

The Data Gathering page allows configuration of the intervals that ThinManager uses to poll data from the
terminal server. Preset intervals can be used, or custom intervals can be applied.

e Smart Session Data Update Interval is the amount of time between the retrieval of
SmartSession data, CPU usage, memory usage, and session count, from the terminal server.
This setting affects the update speed of the Server Rankings used in SmartSession load
balancing.

¢ Process Update Interval is the amount of time between the retrieval of the process information
on the terminal server. This setting affects the speed of the update of the process information on
the Processes tab for the terminal server.

e Session Update Interval is the amount of time between the retrieval of session data from the
terminal server. This setting affects the speed of the update of the user information for the
sessions on the Users and Sessions tabs for the terminal server.
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If this terminal server is used as a SmartSession server, the Next button will go to a SmartSession
Configuration page. If this terminal server is not configured as a SmartSession server, the Next button will be
grayed out and the Finish button will close the wizard.

SmartSession Configuration Page

MTerminal Server Wizard |
. . . (=]
Smart5ession Configuration *aga"
Enter the SmartSession limitz for thiz Terminal Serer. %
M
— CPL Litilization
ki oo o

b axirnLinn 100.0 *

— Memony Litilization

b irirriLar 0.0 &

b asirnam 100.0

— Seszioh:
b irirriLar

b asirnam a0

IR I

¢ Back i (=2 Cancel | Help

Terminal Server List Wizard - SmartSession Configuration

ThinManager uses the CPU utilization, Memory utilization, and number of sessions on the terminal server
to define the SmartSession terminal server’s available resources. ThinManager uses these resource values to
rank the load of the SmartSession servers. ThinManager supplies this load data to the terminals to allow the
terminals to connect to the terminal server with the lightest load and greatest available resources.

The SmartSession Configuration page allows the configuration of the three parameters that ThinManager
uses to determine availability for SmartSession. ThinManager will scale the range between the Minimum field
and Maximum field as 100%.

e The Minimum field is the value that ThinManager will use as the starting point of the load. A
value below the Minimum is considered to be unused.

e The Maximum field is the value that ThinManager will consider the parameter as reaching 100%
utilized and is unavailable.

The Finish button will close the configuration of that terminal server and return to the beginning of the
Terminal Server List Wizard for the configuration of other terminal servers.
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Terminal Server List Wizard Window
ferminal Server List Wizard |
Blue [192.165.1.36) Edit Server |
Brown [192.168.1.37]

Black [192.162.1.35]
Tan [192.165.1.21) Add Server |
Silver (192.168.1.39)

Remove Server |

Find Servers |

Cancel | k. I

Terminal Server List Wizard

Once all the Terminal Servers are defined and configured in the Terminal Server List Wizard it can be
closed by selecting the OK button.
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Terminal Server Group List

The Terminal Server Group List Wizard can be launched by selecting Manage > Terminal Server Group
List from the menu or by right clicking on the Terminal Server Group branch and choosing either the Add
Terminal Server Group command or the Edit Terminal Server Group command.

Available Groups |

Add Group

Edit Group

Delete Group

il

Cancel | ak. I

Terminal Server Group List Wizard

The opening window of the Terminal Server Group List Wizard will show any Terminal Server Groups that
are defined or will be blank if none have been defined.

e Add Group will allow a new Terminal Server Group to be defined.

e Edit Group will open the properties for a highlighted Terminal Server Group in the list.
e Delete Group will remove a highlighted Terminal Server Group from the list.

e Cancel will close the wizard without action.

e  OKwill close the wizard after accepting changes.

Selecting Add Group will open the Group Name page.
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Terminal Server Group Name Page

MTerminal Server Group Wizard |
(=]
Group M ame *aga"
Enter the Terminal Server Group name. %
M
Group Mame

— Terminal Server Type

Select the type of Terminal Server ko put in thiz group

£ Metaframe Servers
" Citix Device Services Servers
* Femote Deskiop Protocol Servers

Permizzions |

Fleaze enter a Terminal Server Group name

¢ Back I [k =2 Eirzh Cancel Help

Group Name Page

Enter the desired name of the group in the Group Name field.

Each group can contain members of one type of Client Communication Protocol. These are configured for the
terminal servers during the Terminal Server Configuration.

The Permissions button will launch the Permissions window that allows Permissions to be set for
TermSecure. This is discussed in Permissions.

Once the Permissions are set, select the desired Client Communication Protocol and select Next to configure
the group options.
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Terminal Server Group Citrix MetaFrame Page

MTerminal Server Group Wizard |

Citrix Metaframe o
Enter the Metaframe options for this group %
M

— Select Encryption Lewvel

— Enter the ICA Browser Address

[T Usze a Citrix Publizhed Application

— Enter the name af the Publizhed Application

¢ Back I MHewt > I Eirizh Cancel Help

Citrix MetaFrame Options

If Citrix MetaFrame is the Client Communication Protocol chosen, the Citrix MetaFrame page will be
displayed to allow the setting of Citrix options including Encryption Level and the use of Published
Applications. The ICA Browser Address allows aid in connection across routers, subnets, and domains.

If a published application is used, check the Use a Citrix Published Application checkbox and enter the
published application in the Enter the name of a Published Application field. This finishes the wizard,
graying out the Next button and activating the Finish button.

Note: Published Application should have a continuous name and not contain spaces.

Select Next to continue.
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Terminal Server Group - Group Options Page

MTerminal Server Group Wizard |

. (=]
Group Options “aga"
Select the options for thiz group. %
M

— Select Group Type Options
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[ Application Link Group

— Select Group Options
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¢ Back I MHewt > I Eimzh Cancel Help

Group Options

The Group Options allow the configuration of terminal server group parameters.
Group Type Options include:

e SmartSession Group — Selecting this option allows the terminal server group to provide load

balancing by using CPU availability, memory, and the number of sessions on the member
terminal servers to determine the availability of resources on member terminal servers.
ThinManager Ready thin clients connect to the terminal server in the terminal server group with
the most available resources. See SmartSession for details.

Make group available for MultiSession Configurations — This allows the terminal server group to

be available to ThinManager Ready thin clients that use MultiSession to connect to two or more
terminal server groups. See MultiSession for details.

e Application Link Group — This option, AppLink, provides the Initial Program function to
ThinManager Ready thin clients that connect to members of the terminal server group. The Initial
Program function launches a program instead of the desktop. Closing the program will end the
connection and force a reconnection to a session running the application. See AppLink for details.

Group Options include:

Enforce Primary - This allows a ThinManager Ready thin client to connect to its original terminal
server if that terminal server has failed and recovered.
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Note: Enforce Primary is not available with SmartSession.

e Instant Failover - Allows a terminal to connect to two terminal servers in the Terminal Server Group.
The terminal will have an active session on two terminal servers but will only display one session.
If the first terminal server fails, the session of the second terminal server is immediately
displayed, eliminating any downtime due to terminal server failure.

Note: A terminal requires an Instant Failover license to use this function.

e Always maintain a session for this group — If checked, if the user closes his session, another
session will be started automatically. If unchecked, the user can close a session and another
session won'’t start automatically.

e Start a session at boot-up for this group — If checked, the terminal will start a session for this
terminal server group at boot up. If unchecked, a user action is required to start the session.

Note: The Always maintain a session for this group and Start a session at boot-up for this group
checkboxes, if unselected, will lower the demand on the terminal servers by allowing sessions to be
closed until needed.

e Allow Auto-Login - If checked, the terminal will use the login information supplied in the terminal
configuration to automatically logon to the terminal server. If unchecked, the user will be required
to manually login to the terminal server.

e Allow Group to be moved (MultiMonitor) — If checked, this allows a Terminal Server Group to be
moved from one MultiMonitor screen to another. See MultiMonitor for details.

e Disconnect session when group is in the background — If checked, this allows a Terminal Server
Group being used in a MultiSession configuration, to disconnect once it is moved into the
background. This could be done to require fewer resources.

Once the Terminal Server Group parameters are configured, select Next to select the terminal servers for the
group.
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Terminal Server Group Members Page

MTerminal Server Group Wizard |
Terminal Server Group Members ;_13%
Select the Terminal Servers for thiz group. %
M
Areailable Terminal Servers Selected Teminal Servers
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|+ |+

Edit Server Lizt

¢ Back et » | Finizh I Cancel Help

Terminal Server Group Members

Once the Terminal Server Group is configured, the available Terminal Servers are listed on the Terminal
Server Group Members page. Highlight the desired terminal server from the left-hand Available Terminal
Servers list and use the arrow to move it into the right-hand Selected Terminal Servers column. Use the Up
arrow and Down arrow to prioritize the order of connection unless SmartSession is being used.

Select the Edit Server List button to configure additional Terminal Servers.

If the Terminal Server Group is using the SmartSession option, the Next button will launch the SmartSession
Settings page.

If the Terminal Server Group is not SmartSession Group the Finish button will complete the Terminal Server
Group configuration.
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Terminal Server Group SmartSession Settings Page

MTerminal Server Group Wizard |
Smart5ession Settings ;_13%
Enter the SmartSesszion weights for thiz group. %
M
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Smart Session Settings

The SmartSession Settings page sets the weight of the three parameters that ThinManager uses to
determine availability for SmartSession.

ThinManager multiplies the CPU utilization, Memory utilization, and number of sessions on the terminal server
by the Weight shown to define the SmartSession terminal server’s available resources.

The higher the Weight, relative to the others, the greater the importance that parameter has in determining
the load for SmartSession.

Note: The Weighs are relative. Increasing all three Weights from “1” to “10” doesn’t change the relative
values.

Queuing controls the rate that terminals connect to the terminal servers in the Terminal Server Group to allow
processor intensive applications to load one at a time instead of many sessions forming at once, bringing the
server to a halt. As terminals that use SmartSession Queuing boot, they request their terminal server from
ThinManager. ThinManager will send the first terminal to the terminal server with the lightest load and will put
the other terminals in a queue for the interval defined in the Min _ Sec field. This allows the terminal server
load to stabilize and allows ThinManager to re-sample the loads and send the terminal to the terminal server
with the lowest current load.

e Min_ Secis the amount of seconds that a terminal will wait in the queue before being sent to a

terminal server that has another terminal connecting. The terminal may wait longer than this value to
connect if the CPU of the terminal server exceeds the Maximum CPU Utilization defined on the
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SmartSession Configuration page of the Terminal Server Configuration wizard. See
SmartSession Configuration Page for details.

e Max_ Sec is the maximum amount of seconds that a terminal will wait in the queue before being sent
to the terminal server to login, regardless of the load.

e Infinite - If the Infinite checkbox is selected, ThinManager will wait until the CPU utilization of the
terminal server has regained an acceptable range before sending other terminals to it to login.

The Finish button will close the configuration of that terminal server and return to the beginning of the
Terminal Server List Wizard for the configuration of other terminal servers.

If the Terminal Server Group uses the AppLink option, an AppLink page will be displayed by selecting the
Next button.

Terminal Server Group Linked Application Page

MTerminal Server Group Wizard |
AppLink oy
Enter the linked application path. %
M
— AppLink Path

C:AProgram Files\icrozoft Office\Office’\E<CEL EXE

Browze

¢ Back i (=2 Cancel Help

AppLink Path

The AppLink page allows a single application to be defined for the AppLink session. Enter the path to the
desired application in the Enter the path to the Linked Application field as shown in the example.

Note: The path used must be valid for each and every terminal server in the AppLink group.

Note: Quotation marks may be needed when there is a space in the path.
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Selecting the Finish button will close the Terminal Server Group List wizard and display the created terminal
server groups.

Available Groups Window

Available Groups |

Email
Excel Add Group
TimeReportz

Deszktop
YWword Edit Group

il

Delete Group

Cancel | ak. I

Available Groups

Additional groups can be configured by selecting the New Group button.
The Terminal Server Group List wizard can be closed by selecting OK.
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ThinManager Server List

Selecting Manage > ThinManager Server List will launch the ThinManager Server List Wizard to allow the
definition of ThinManager Servers.

ﬂThinManager Server List Wizard |

ThinM anager Server List Wizard o 4

Introduction ﬁ
M

The Thinkdanager 5erver Wizard defines the Thintd anager Servers an your
network. Thiz iz ko list the ThinManager Servers in drop-down boxes for easy
zelection.

The Thint anager Server name must be the name “Windows uses to identify
o computer on the netwark,

[f wou are uzing a DS zerver you will anly enter the 2erver name.

[F pou are not uzing a DS server pouw will enter a zerver name and |P address.
T he server name will be for reference anly.

< Back Finizh Cancel Help

ThinManager Server List Wizard - Introduction

The ThinManager Server List Wizard begins with an introduction screen.

Select Next to proceed or click Finish to close.
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ThinManager Server List Page

ﬁThinManager Server List Wizard |

ThinM anager Server List o 4

) i (=]
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M
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ThinManager Server List Wizard

The ThinManager Server List is the collection of ThinManager Servers on the network. These include
ThinManager Servers that the terminal will communicate with to keep the connection status lights in the
ThinManager tree updated. It also allows access to remote ThinManager Servers that allow network wide
monitoring, control, and management.

e Automatic ThinManager Server Synchronization, if checked, will connect all of the configuration
databases on the ThinManager Servers in this list and keep them synchronized so that a change
on one is a change on all.

e Remove Server will clear a highlighted ThinManager Server from the list.

e Add Server will launch a window that allows the entry of a ThinManager Server name and IP
address.

e Edit Server will launch a window that allows the change of a highlighted ThinManager Server name
and IP address.

Selecting Add Server will launch a ThinManager Server Definition window that allows the entry of the
ThinManager Server name and IP address.
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Enter The New ThinManager Server Definition Window

Enter the new ThinManager Server Definition

x]
Thinkdanager Server I s I

C |
Thirkanager Server IF I i 255 . 5. 2% anee

Dizcover |

ThinManager Server Definition

Entering the network name of the ThinManager Server and its IP address allows the ThinManager Servers
to be tied to a convenient name without the need of a DNS server.

Enter the computer name as found in the Microsoft System Properties in the ThinManager Server field. Add
the IP address of the ThinManager Server in the ThinManager Server Address field, and select OK. This

adds the ThinManager Server to the ThinManager Server list.
e OKwill add the ThinManager and the IP address.

e Cancel will close the window without saving any entry.

e Discover will find and fill in the IP address for a ThinManager Server entered in the ThinManager
Server field.
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ﬁThinManager Server List Wizard |
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ThinManager Server List

Selecting the Automatic ThinManager Server Synchronization checkbox once two ThinManager Servers
are added will enable automatic Synchronization. When this is checked, the Add Server button will become
inactive and no more ThinManager Servers can be added. See Automatic Synchronization for details.

When all of the desired ThinManager Servers are added to the list, select Finish to close the ThinManager
Server List wizard.
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DNS Configuration

Selecting Manage > DNS Configuration will launch the Domain Name Server Wizard to allow the definition
of Domain Name Servers.

mm:main Mame Server Wizard |

Domain Mame Server Wizard o 4

Introduction ﬁ
M

The Domain Mame Server ‘Wizard defines the Mame Server settings far your
nietwark.

% Sustem uzing a DS server

" Sustem without a DMS server

¢ Back I MHewt > I Finizh Cancel Help

Domain Name Service Wizard - Introduction

The Domain Name Service Wizard Introduction screen will allow the use of DNS if a DNS server is being
used.

e [f the System without a DNS server radio button is selected, no configuration is needed. Select the
Finish button to close the wizard.

e [f the System using a DNS server radio button is selected, the Next button will launch the Domain
Name Service Configuration screen.

ACP ThinManager 3.1 Help Manual Configuration Wizards e 175



Domain Name Server Configuration Page

mm:main Mame Server Wizard |
. . . ~a0a
Domain Mame Server Configuration \oQ 4
Enter the ligt of DMS servers on your netwark, and pour domain
information. M
DMS Servers

Add DNS Server Remowve DMNS Semer

Diamain I

Search Domain I

FRead DMS Setting from thiz computer |

¢ Back i [ Cancel | Help |

Domain Name Server Configuration

The Domain Name Service Configuration page allows DNS settings to be configured.

e The Add DNS Server button will launch a dialog box that allows a DNS Server to be added to the
list.

e The Remove DNS Server button will remove a highlighted DNS server from the list.

e The Up and Down arrow keys will change the order of DNS servers used. Highlight a DNS server in
the list and select the appropriate arrow.

e Domain is a field for the DNS domain name.
e Search Domain will add the contents of the field as a prefix to any DNS searches.

e Selecting the Read DNS Setting from this computer button will transfer the DNS settings from the
current computer into ThinManager.

Selecting the Add DNS Server button will launch a dialog box that allows the IP address of the DNS server to
be entered.
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DNS Server Entry Window

DNS Server |

Mame Server

| 255 P55 . 255 . 255 Cancel |

Domain Name Server Configuration - Add DNS Server

Add the IP address of the DNS server into the DNS Server dialog and select OK. Additional IP addresses can
be listed by selecting the Add DNS Server button again.

Select the Finish button when the DNS configuration is done.
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Terminal Group Configuration Wizard

Using Terminal Groups allows a configuration to be defined for a group of terminals. Terminals added to a
group will inherit the group properties to speed the configuration process. Using Groups can also aid in
management because many tasks can be done on the group level instead of repeating them for multiple
terminals.

ThinManager 3.1 expands the Group functionality:
e Groups can be nested within groups, providing deeper levels of organization.

e All Group Settings now use a forced inheritance because of the new nested Groups in ThinManager
3.1. Once a setting has been selected as a group property, every terminal group and terminal
beneath it will use that setting.

e Group Settings will be designated on the Configuration and Modules tabs with the Group icon of two
blue monitors.

Group Settings Checkbox

The Terminal Group Configuration Wizard establishes the terminal settings for a group of terminals, while the
Terminal Configuration Wizard establishes the terminal settings for the individual terminal. The Terminal
Configuration Wizard and the Group Configuration Wizard use the same forms so they are very similar, with a
few different settings.

The Group wizard will have Group Setting checkboxes for each setting. Selecting this checkbox will force
that setting to be inherited by nested sub-groups and member terminals. This is a significant difference from
previous versions of ThinManager that allowed any Group Setting to be un-selected and individually
configured for a terminal.

The Group Settings of any sub-group or terminal will be grayed out to prevent changes if the group setting is
selected on the parent. Changes need to be made at the Group level.
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MTerminal Configuration Wizard |

. . o
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Group Setting Example

This example shows variations in the use of four Group Settings on the Terminal Group Options page of a
nested group.

Terminal Replacement (1) and Terminal Schedule (2) were configured in the parent group and cannot be
changed in this child group. Terminal Replacement (1) was set as checked, while Terminal Schedule (2)
was set as unchecked.

The Terminal Effects (3) Group Setting is selected for this Group. It will be grayed out in child groups and
member terminals.

The Shadowing (4) Group Setting is unselected, making it available to be set for child groups and member
terminals.

Group Name Page

The Group Configuration Wizard can be launched by selecting Edit > Add Terminal Group or by or right
clicking on the Terminals branch in the tree and selecting Add Group.
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MTerminal Configuration Wizard
Terminal Group Name o
Enter the name far the terminal group %
M

— Group Mame

Thiz ruzst be a unique name uging letters, numberz, huphens [-],
and underzcorez ] anly.

— Terminal Group

Change Group |

Permizsions | Group Setting [
¢ Back | (i [ | Finizh I Cancel | Help |

Group Configuration Wizard - Group Name

When a Group is first added, giving it a name is the first priority. Use numbers, letters, hyphens (-) and
underscores (_), but don’t use spaces or other characters.
ThinManager

Duplicate Terminal or Group Mame

Duplicate Name Warning

If an existing name is selected, a Duplicate Name Warning popup will be displayed when the Next button is

selected.
Terminal Groups can be added to Terminal Groups, creating a multi-level hierarchy.

Select the Change Group button to launch the Select Group window.
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Select Terminal Group

=~ Terminals

i

- SubGroup_14 Cancel
SubGroup_1B

= GroupZ

- B _1stFlaor

- B _2ndFlaor

B _IrdFloor

- Group3

Select Terminal Group Window

The Select Group window will show a tree displaying the group hierarchy. Highlight the Terminal Group that
you want to join and select the OK button to join or select the Cancel button to quit without joining.
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MTerminal Configuration Wizard

Terminal Group Name
Enter the name far the terminal group

— Group Mame
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— Terminal Group

Groupl Change Group |
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¢ Back Finizh | Cancel Help

Terminal Group Configuration Wizard - Group Name Page

The parent Terminal Group you joined will be displayed in the Group field.

The Permission button allows the Terminal Group to be assigned Access Groups for security. This is a

function of TermSecure. See Permissions for details.

Select the Next button to continue or select the Cancel button to close the configuration wizard without

saving.
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Terminal Group Options

MTerminal Configuration Wizard |
. . (=]
Terminal Group Options *aga"
Select the options for kerminalz in thiz group. %
M
Group Setting [
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v Allows Interactive Shadow

¢ Back I MHewt > I Finizh Cancel Help

Terminal Group Configuration Wizard - Terminal Group Options

Selecting the Allow replacement at terminal if offline checkbox will allow all members of the group to show
up in the replacement list during a new terminal connection. See Replace or Create New Terminal Mode for
details.

Set Schedule allows members of the group to be disabled, rebooted, or enabled on a schedule.

Select the Set Schedule checkbox and click the Schedule button to launch the Schedule window to
configure the schedule for members of the group. See Terminal Schedule for details.

Enable Terminal Effects, when selected, will allow the desktops in MultiSession to slide smoothly into the
desktop instead of appearing instantaneously.

Show terminal status messages, when selected, will allow status messages like TermSecure User logins
and current Terminal Server Group to be displayed. If unselected, these status messages won'’t be displayed
but critical messages like connection failures will still be displayed.

The Allow terminal to be shadowed drop-down box allows the configuration of Shadowing Options.
e No - Will prevent members of the Group from being shadowed.

e Ask - Will display a message window that will prompt for a positive response before the shadowing is
allowed.

184 e Configuration Wizards ACP ThinManager 3.1 Help Manual



e Warn - Will display a message window alerting the terminal that it is to be shadowed, but doesn’t

require a positive response before the shadowing is allowed.
e Yes— Will allow shadowing to occur without warning or recipient input.

Allow Interactive Shadow will allow members with Interactive Shadow privileges to shadow members of the
Group. Shadowing is initiated from the Shadow tab on the Details pane of the ThinManager program.
Unselecting this will prevent shadowing from within ThinManager. See Details Pane.

The Group Setting checkboxes will lock the settings for the group and all member terminals.
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Group Terminal Server Specification Page

MTerminal Configuration Wizard |

Terminal Server Specification o 4

Select the method for choozing terminal servers available for terminals
in thiz group. M

Group Setting [

tethod of Terminal Server Selection

" |ze Teminal Server Groups

£ Select Individual Terminal Servers

¢ Back I MHewt > I Eirizh Cancel Help

Terminal Server Specification - Select Individual Terminal Servers
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MTerminal Configuration Wizard |

Terminal Server Specification o 4

Select the method for choozing terminal servers available for terminals
in thiz group. M

Group Setting [

— Method of Terminal Server Selection

i i lze Teminal Server Groups

£~ Select Individual Terminal Servers

Graup Setting [

— MuliSezsion

[ Enable MultiSession

Group Setting [

— TermS ecure

[ Enable TermSecure

¢ Back I MHewt > I Finizh Cancel Help

Terminal Server Specification - Use Terminal Server Groups

The Method of Terminal Server Selection radio button provides options for terminal server connections.

e Use Terminal Server Groups will allow terminals to connect to terminal servers in Terminal Server
Groups for increased functionality like load balancing. See Terminal Server Groups for details.

e Select Individual Terminal Servers will allow terminals to connect to a list of terminal servers as it
has been traditionally done in earlier versions of ThinManager. When this is chosen, the other
options are hidden.

If the Use Terminal Server Groups is selected, two other settings become available:

e The Enable MultiSession checkbox allows the terminals in the group to use the MultiSession
functionality as described in MultiSession. This is only available to Groups that use Terminal
Server Groups. See MultiSession for details.

e Enable TermSecure, when checked, will enable TermSecure functionality. This is covered in the
TermSecure section. See TermSecure for details.

Note: Enable MultiMonitor is not available for Group Settings.

The Group Setting checkboxes will lock the settings for the group and all member terminals.
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Groups Using Individual Terminal Servers

Groups that have the Select Individual Terminal Servers radio button selected will connect to terminal
servers as assigned on the Terminal Server Specification page.

The Group Connection Type page is displayed next to allow the selection of the desired Client
Communication Protocol.

Group Connection Type Page

MTerminal Configuration Wizard |
: o
Group Connection Type =’—'g’—'o
Select the type of connection this group will make to the Terminal
Server. M
TGroup Sefting [

Select the connection bpe

™ Citriw 14, with Metaframe

£ Citriv 14 with Device Services
* Femote Deskiop Protocol [RDP)

Metaframe and Device Services are rademarks of Citrix Systems Inc.

¢ Back I MHewt > I Finizh Cancel Help

Terminal Group Configuration Wizard - Connection Type

Thin clients use a client communication protocol to connect to the Terminal Servers. Select the correct
protocol and select the Next button.

e Select the Citrix MetaFrame radio button if that program or a similar program is to be used to
provide the ICA protocol. Citrix MetaFrame is an optional program sold by Citrix.

e Select the Citrix Device Services radio button if Citrix Device Services is to be used to provide
the ICA protocol. Citrix Device Services is a legacy deployment of ICA for Windows 2000
Terminal Servers but is no longer supported by Citrix. ThinManager Ready thin clients can still
connect to terminal servers with Device Services, but no new Device Services terminal servers
can be licensed.
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e Microsoft Remote Desktop Protocol (RDP) is installed by default on all Windows Terminal
Servers. The Microsoft Remote Desktop Protocol (RDP) radio button is selected by default
unless you choose another protocol.

The Group Setting checkbox will lock the settings for the group and all member terminals.

Selecting Citrix ICA with MetaFrame offers additional configuration options before displaying the Terminal
Server Selection. Selecting Citrix ICA with Device Services and Remote Desktop Protocol (RDP) will
jump to the Terminal Server Selection.

A Group using Citrix MetaFrame, as its Client Communication Protocol, will be shown additional configuration
screens beginning with the Citrix MetaFrame Configuration page.

Group Citrix MetaFrame Configuration Page

MTerminal Configuration Wizard |
.. . . (=]
Citrix Metaframe Configuration *aga"

Citrix Metafrarme Configuration %
M
Group Setting [
E ncroption

Basic ;I

Group Setting [

Are pou uzing Publizhed Applications?

i Yes

........

¢ Back I MHewt > I Finizh Cancel Help

Terminal Group Configuration Wizard - Citrix MetaFrame Configuration

Citrix MetaFrame allows increased encryption in the ICA protocol. Select a level from the Encryption drop-
down box.

Citrix MetaFrame has a feature called Published Applications. If you are using Published Applications,
select the Yes radio button, then select the Next button to continue to the Citrix Published Application
dialog.

The Group Setting checkboxes will lock the settings for the group and all member terminals.
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If you are not using Published Applications, select the No radio button, then select the Next button to continue
to the Terminal Server Selection dialog.

Group Citrix Published Applications Page

MTerminal Configuration Wizard |
. . . . o
Citrix Publizhed Applications *aga"

Enter the publizhed application thiz group zhould run. Enter the [T,
browszer if neceszam to help terminalzs in this group find the publizhed M
application.

Use Group Published &pplication Setting [

Publizhed Application Mame

Uge Group IC4 Browser Setting [
ICA Browser

¢ Back I i [ Eimizh Cancel Help

Terminal Group Configuration Wizard - Citrix Published Applications

Enter the name of the desired Published Applications in the Published Applications field. Do not use spaces
in the name when creating a Published Application for Terminal Services.

Citrix MetaFrame uses ICA Browsers as part of the system. Because the ICA client may have problems
detecting an ICA browser across a router or switch, an ICA Browser field is provided for entering the name of
an ICA browser.

The Group Setting checkboxes will lock the settings for the group and all member terminals.

Select the Finish button to create the Group, or select the Next button to rejoin the main configuration path to
configure more options.

Groups using the Select Individual Terminal Servers will be shown the Group Terminal Server Selection
page where the desired terminal servers can be selected.
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Group Terminal Server Selection Page

MTerminal Configuration Wizard |
. . . (=]
Terminal Server or Terminal Server Group Selection *aga"
Select the Terminal Servers ar Terminal Server Groups to which
memberz of the group will connect. M

Group Setting [
Axnailable Terminal Servers Selected Terminal Servers

b

s w

The thin clients will connect ta the servers in the order that they are listed, with the
top zerver az the Prmary Terminal Server.

Group Seting [

[ Enforce Primary Terminal Server Connection

¢ Back MHewt > Finizh Cancel Help

Terminal Group Configuration Wizard - Group Terminal Server Selection

If Published Applications or Terminal Server Groups are not being used, the terminal will need to be assigned
to a Terminal Server. The Terminal Server is a server that allows a terminal to logon and run applications in

an independent session.

If the Available Terminal Server column is empty, the Terminal Server List Wizard needs to be run to add
terminal servers to ThinManager. Select the Edit Server List button to launch the Terminal Server List
Wizard as shown in the Terminal Server List Wizard.
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MTerminal Configuration Wizard |

Terminal Server or Terminal Server Group Selection \oQ
Select the Terminal Servers ar Terminal Server Groups to which
memberz of the group will connect. M

Group Setting v

Available Terminal Servers Selected Termminal Servers
Black [192.168.1.35] Blue [1592.168.1.36)
Tan [192.168.1.31] Brroven [192.168.1.37] F N
Silver [192.168.1.38) —
4
4
— t o
Edit Server List

The thin clients will connect to the servers in the order that they are listed, with the
top zerver az the Primary Terminal Server.

¥ Enforce Primary Terminal Server Connection

¢ Back I MHewt > I Finizh Cancel Help

Terminal Group Configuration Wizard - Terminal Server Selection

Once the Terminal Server List wizard has run, each Terminal Server that is identified in the Terminal Server
List Wizard will initially appear in the Available Terminal Servers box on the left of the Group Terminal
Server Selection.

To choose a terminal server for the Group, highlight it in the list on the left and click the Right arrow button or
double click on it. This will put the Terminal Server into the Selected Terminal Server list on the right. The
Group will use all the Selected Terminal Servers as Terminal Servers, in the order listed.

The Terminal Server on the top of the Selected Terminal Server List will be the Primary Terminal Server, the
first Terminal Server that the terminal will attempt to login to. If the Primary Terminal Server fails, or is
unavailable, the terminal will connect to the other terminal servers in the order that they are listed.

To change the order of the Terminal Servers in the Terminal Server Selection list, highlight a Terminal Server
and use the Up arrow button and the Down arrow button to move it up or down in the list.

The Enforce Primary Terminal Server Connection will cause a terminal to return to the primary terminal
server whenever that server is available.

The Group Setting checkbox will lock the settings for the group and all member terminals.

Select the Next button to continue configuration or select the Finish button to complete the Group
configuration.
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Groups Using Terminal Server Groups

Members of a Group may connect to Terminal Server Groups by selecting the Use Terminal Server Groups
on the Terminal Server Specification page instead of using the Select Individual Terminal Servers setting.

mTermlnal Configuration Wizard |

-

Terminal Server Specification 'y U
Select the method for chooszing terminal servers available for terminals
in this group. 7y

Group Setting [

— Method of Terminal Server Selection

&+ llse Teminal Server Groups

" Select Individual Terminal Servers

Group Setting [

— MuliiSezsion

[T Enable MuliSezsion

Group Setting [

— TermSecure

[T Enable TermSecurs

< Back I Mext > I Finizh Cancel Help

Terminal Group Configuration Wizard - Terminal Server Specification

If Use Terminal Server Groups is selected, an Enable MultiSession and an Enable TermSecure
checkbox will be displayed.

Check the Enable MultiSession checkbox to connect to two or more terminal server groups at once. See
MultiSession for details.

Enable TermSecure, when checked, will enable TermSecure functionality. This is covered in the
TermSecure section. See TermSecure for details.

Note: Enable MultiMonitor is not available for Group Settings.

The Group Setting checkboxes will lock the settings for the group and all member terminals.
Select Next to continue configuration.

The Group Terminal Server Selection page is displayed next to allow the selection of the desired Terminal
Server Groups.
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Group Terminal Server Group Selection Page

MTerminal Configuration Wizard |

Terminal Server or Terminal Server Group Selection \oQ 4
Select the Terminal Servers ar Terminal Server Groups to which
memberz of the group will connect. M

Group Setting [

Available Terminal Server Groups Selected Temminal Server Groups

b

2
e

w

Edit Server Groupz

The thin clients will connect ta the servers in the order that they are listed, with the
top zerver az the Prmary Terminal Server.

¢ Back Finizh Cancel Help

Terminal Group Configuration Wizard - Group Terminal Server Selection

The Group will need to connect to Terminal Server Groups that contain terminal servers that will host the
sessions.

If the Available Terminal Server Groups column is empty, the Terminal Server Groups List wizard needs
to be run to configure Terminal Server Groups. Select the Edit Server Groups button to launch the Terminal
Server Group Wizard as shown in Terminal Server Group List.
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MTerminal Configuration Wizard |

. . . (=]
Terminal Server or Terminal Server Group Selection *aga"
Select the Terminal Servers ar Terminal Server Groups to which
memberz of the group will connect. M
Group Setting [
Available Terminal Server Groups Selected Temminal Server Groups
Desktop E el
whord TirmeR eports F Y
} Email —
s w

Edit Server Groupz

The thin clients will connect ta the servers in the order that they are listed, with the
top zerver az the Primary Terminal Server.

¢ Back I MHewt > I Finizh Cancel Help

Terminal Group Configuration Wizard - Terminal Server Selection

Once the Terminal Server Group wizard has run, each Terminal Server Group that is identified in the
Terminal Server Group Wizard will initially appear in the Available Terminal Server Groups box on the left
of the Group Terminal Server Selection page.

Note: The Available Terminal Server Groups will only list Terminal Server Groups that are appropriate. Only
RDP Terminal Server Groups will be shown if the Group is using RDP. If the Enable MultiSession
checkbox was selected on the Terminal Server Specification page, only Terminal Server Groups with
MultiSession capabilities are shown in the Available Terminal Server Groups list. .

To select a Terminal Server Group for a Group, highlight it in the list on the left and click the right arrow button
or double click on it. This will put the Terminal Server Group into the Selected Terminal Server Group list on
the right. The Group will use the Selected Terminal Server Groups for the terminal servers that it can login
to.

Selecting the Enable MultiSession checkbox on the Terminal Server Specification page will allow more
than one Terminal Server Group to be selected for use. If it is not selected, an error message will be
displayed when a second Terminal Server Group is added.
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MultiSession Not Enabled

Mare than one group cannot be added ko a terminal unless MultiSession is enabled

MultiSession Not Enabled Error

The Group Setting checkbox will lock the settings for the group and all member terminals.

Select the Next button to continue configuration or select the Finish button to complete the Group
configuration.

Group Client Interface Options Page

MTerminal Configuration Wizard |

Terminal Interface Options o 4

) . . . (=]
Select the menus and hotkeys that will be available for terminalz in
thiz group. M

Group Setting [

— Group Selection Optionz

¥ Show Group Selector on Terminak Selector Options |

[~ Screen Edge Group Selection

Group Setting [

— Terminal Hotkeys

[ Enable Instant Failover Hotkeys Ehange Hotkeys |

IV Enable Group Hotkeys Change Hotkeys |

¢ Back I MHewt > I Finizh Cancel Help

Terminal Group Configuration Wizard - Client Interface Options

Terminals in a Group using MultiSession will need to have a method to switch between sessions. This is
configured on the Group Client Interface Options page.

Group Selector Options allow on-screen switching of sessions.

e Show Group Selector on Terminal - This checkbox, if selected, will display an on-screen drop-down
menu that can be activated by mouse.
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e Screen Edge Group Selection - This checkbox, if selected, will activate a feature that will switch
windows if the mouse is moved off screen.

The Selector Options button will launch the Group Selector Options window that allows configuration of
the on-screen Group Selector bar.

Group Selector Options

|
v tuto-hide Group Selector
Group Selector Menu Size IN':'”T"3| j’ Cancel |

Group Selector Options Window

The Auto-hide Group Selector checkbox will hide the Group Selector until the mouse is moved to that
space.

The Group Selector Menu Size drop-down box allows the setting of the size of the Group Selector font.
Select the OK button to accept changes or the Cancel button to close.

Terminal Hotkeys on the Client Interface Options page allows the selection of keyboard combinations that
allow switching between sessions.

e Enable Instant Failover Hotkeys - This checkbox, if selected, allows the hot key switching between
the two active sessions of a Terminal Server Group that is using Instant Failover.

e Enable Group Hotkeys - This checkbox, if selected, allows the hot key switching between different
sessions of a terminal using MultiSession.

Selecting the Change Hotkeys button when the Enable Instant Failover Hotkeys is checked will allow the
hotkeys for switching between Instant Failover sessions to be changed from the default.

Select Hotkeys |

— Ingtant Failowver Hotkey

& Control Key IFQ LI Cancel |

Al kKey

Terminal Server Group Instant Failover Hotkey Configuration

The default hotkey for Instant Failover switching is set to Control+F9. This can be changed using the Alt key
radio button and the dropdown.

See Instant Failover for details.
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Selecting the Change Hotkeys button when the Enable Group Hotkeys is checked will allow the hotkeys to

be changed from the default.

Select Hotkeys

— Mewst Group Hotkey

% Cantrol Key IF'age D cuart LI
Al Key

— Previouz Group Hotkey
%" Contral Key Page Up LI
Al Key

=]|

Cancel |

MultiSession Switch Hotkey Configuration

The default hotkey for MultiSession Group switching is set to Control+Page Up and Control+Page Down.

The hot keys can be changed by using the Alt radio button and dropdown boxes.

See MultiSession for details.

Select the OK button to continue or the Cancel button to close without accepting changes.

Continuation of the Group Configuration

The configuration paths (Independent Terminal Servers vs. Terminal Server Groups, MetaFrame vs. Device
Services and RDP) unite at the Group Login Configuration page.

198 e Configuration Wizards

ACP ThinManager 3.1 Help Manual



Group Login Information Page

MTerminal Configuration Wizard |

Log In Information o
Enter the lag in infarmation ta log in automatically. Leave the log in %
M

information blank or fill only some of the fields to force manual log in.

— Log In Infarmation

|lzername

Pazzward

Yerify Pazsward

Dramain

e |
— Iritial Program

Dezignating an initial program will launch that program when the sezsion
iz created. Closing thiz program will end the session.
Leave thiz blank to launch the normal Windows dezktop.

Group Setting [
C:AProgram Filest\Microzaft Office\0ffice\EXCEL ExE

¢ Back MHewt » Finizh Cancel Help

Login Information - Select Individual Terminal Servers

It is recommended that each terminal login to a Terminal Server with a unique profile. For this reason, the
Group Username, Password, and Domain are inactive in the Terminal Group Configuration. These need to
be set individually during the Terminal Configuration.

The Initial Program is a setting available to Groups using Individual Terminal Servers. The Initial Program
loads the designated program instead of the Windows desktop when the terminal connects to the Terminal
Server. If a program is launched as the initial program, it is the only program that will run. This provides a
level of security and control because that program is the only program that will run in that session. If the Initial
Program is closed on the terminal, the session on the Terminal Server will close and the ThinManager Ready
Thin Client will reconnect to the Terminal Server and re-launch the Initial Program. This effectively makes the
Initial Program the only program. See Login Information Page for details.

To use the Initial Program, enter the path to the program in the Initial Program field. The Browse button will
open a file browser to allow program selection.

Note: When using the Initial Program with failover, the path must be identical on all terminal servers. If the
path is different, use a batch file to launch the application.

The Group Setting checkbox will lock the settings for the group and all member terminals.
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MTerminal Configuration Wizard |

Log In Information o 4

. . . ) . (=]
Enter the lag in infarmation ta log in automatically. Leave the log in
information blank or fill only some of the fields to force manual log in. M

— Log In Infarmation

|lzername

Pazzward

Yerify Pazsward

e |

Dramain

¢ Back Finizh Cancel Help

Login Information - Use Terminal Server Groups

Terminal Groups using Terminal Server Groups do not display the Initial Program field. AppLink instead
provides the Initial Program function. See AppLink for details.

Select the Next button to continue configuration or select the Finish button to complete the Group
configuration.
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Group Video Resolution Page

MTerminal Configuration Wizard |

Group ¥ideo Resolution o 4

. ) . (=]
Select the video resalution for this group %
M

— Select Video Resalution

Group Setting [

R ezolution Colar Depth Refresh Rate

1024x768 =) |64KColos =] [7OHz =]

Theze are the resolutions supported by the Thin Client
model and connection type you selected.

¢ Back Finizh Cancel Help

Group Configuration Wizard - Video Configuration

The Group Video Resolution page has a drop-down box that allows the video resolution to be set for all
members of the Group.

The standard terminal connection uses a 256-color depth. The 64K-color depth is available by using RDP
connected to a Windows 2003 Terminal Server, or by using the ICA client with Citrix MetaFrame 1.8 FR1 or
greater.

The Group Setting checkbox will lock the settings for the group and all member terminals.

Select the Next button to continue configuration or select the Finish button to complete the Group
configuration.
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Group WinTMC Settings

MTerminal Configuration Wizard |

2':IG':'D

WinTHMC Settings o
Select the local devices to be redirected, the expenence zettings: and %
M

chent control zettings. Thesze settings apply only to'Windows clients.

— Redirect Local Rezources
[ Redirect Serial Ports [~ Group Setting
" Bedirect Drives

™ Redirect Printers

™ Bedirect Sound

" Fedirect Smart Cards

— Client Cantrol Settings
v Allow client to be closed [ Group Setting
W Allow client to be sized

— Experence Settiings
¥ Show desktop background ™ Group Setting
¥ Show window contents while dragging

¥ Show menu £ window animations

W Show themes

¢ Back I MHewt > I Finizh Cancel Help

Group WinTMC Settings Page

WinTMC clients can be configured on the Group WinTMC Settings page. These only apply to connections
made by the WinTMC fat client. See WinTMC Fat Client for details about the WinTMC client.

The settings include:

Redirect Local Resources:
¢ Redirect Serial Ports — Enable this setting to make the local PC serial ports available in the WinTMC
session. Serial Port redirection does not work when you connect to a terminal server running
Windows 2000 or earlier.

¢ Redirect Drives — Enable this setting to make the local drives of the PC available in the session.
Drive redirection does not work when you connect to a terminal server running Windows 2000 or
earlier.

¢ Redirect Printers — Enable this setting to make a local printer available in the session.

¢ Redirect Sound —Enable this setting to allow audio played in your session to play locally. Sound
redirection does not work when you connect to a terminal server running Windows 2000 or
earlier.
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¢ Redirect Smart Cards — Enable this setting to make your PC smart card available in a session.
Smart card redirection does not work when you connect to a terminal server running Windows
2000 or earlier.
Client Control Settings:
e Allow Client to be closed — Enable this setting if you want your user to be able to close the client.

¢ Allow client to be sized — Enable this setting if you want your user to be able to resize the client.

Experience Settings:

e Show Desktop Background — Enable this setting if you want your user to be able to select a
Windows Desktop Background instead of a default solid color background.

e Show window contents while dragging — Enable this setting if you want the window contents of a
window to be shown while the window is being dragged within the session.

¢ Show menu/window animations — Enable this setting if you want menu/window animations to be
enabled in the session.

e Show Themes — Enable this setting if you want your user to be able to select a Windows Theme for
the session.

Note: These functions may be denied by user policies or terminal server configuration. Check the Microsoft
Local Policy, Group Policy, and Terminal Services Configuration. See Non-ThinManager Components
for details.

The Group Setting checkbox will lock the settings for the group and all member terminals.

Select the Next button to continue configuration or select the Finish button to complete the Group
configuration.
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Group Module Selection Page

MTerminal Configuration Wizard |

Module Selection for this Group o 4

. (=]
Select the modules that load on Teminals in thiz group at boot up. %
M

Inztalled Modules

M adule

fove g | il e [awn |

Add.. Eanfigure... | Hemawe |

¢ Back Finizh | Cancel | Help |

Group Configuration Wizard - Module Selection

A Module is a component of the firmware that is not needed for the basic functionality but may be desired for
advanced functionality. These features include Touch Screen drivers, serial mouse drivers, High Speed Serial
drivers, Shared Keyboard and Mouse, USB Memory Card Reader, and Instant Failover. See Module
Overview for details.

To add a Module to a Terminal Group, select the Add... button to launch the Attach Module to Terminal
window.
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Attach Module ko Terminal

todule Type ITDuu:h Screen LI

Arizta ARP-16:% Touch Screen Driver
CarrallT auch Touch Screen Driver
Contec Touch Screen Diriver

DC Touch Screen Diver

Dyrapro Touch Screen Driver
Elographics Touch Screen Driver
Gunze AHL Touch Screen Driver
MicraTouch Touch Screen Driver
FPentount Touch Screen Driver
Raonics Touch Screen Driver

Touch Control Touch Screen Diriver
Touch International IR Touch Screen Driver
#yoom 33#% Touch Screen Driver

Cancel |

]|

Attach Module to Terminal

The Attach Module to Terminal window will show the modules that are available. The Module Type drop-
down box sorts the modules by categories to make the modules easier to find.

Highlight the desired module and select the OK button to add the module to the configuration.
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ﬂTerminal Configuration Wizard |

Eaﬂaﬂ

Module Selection o
Select the modules that load on this terminal at boat up. 1&
M

Inztalled Modules

M adule
@ F.ey Block Module
I15B Flazh Drive Module

fove g | il e [awn |

Add... Eanfigure... | Hemawe |

¢ Back Finizh | Cancel | Help |

Terminal Configuration Wizard - Module Selection

Terminals that are members of a Group may show icons to represent the properties of added modules.

.
. g The Group icon represents modules assigned to a parent Group.

I
o % The Group icon with yellow plus sign represents properties that are changed on the
terminal from the Group settings. This is limited to touch screen calibration.

. No icon indicates that the module was added to that particular Group or Terminal and not a
parent Group.
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ﬂTerminal Configuration Wizard |

Eaﬂaﬂ

Module Selection for this Group o
Select the modules that load on Teminals in thiz group at boot up. 1&
M

Inztalled Modules

Modul=
ey Block Module

Move Up | b ovee Diown |

Add.. Configure. . Remowve |
¢ Back I MHewt > I Finizh | Cancel | Help |

Module Configuration

Highlighting a module and selecting the Configure button will open the Module Properties window and allow
changes to the module configuration.
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Module Properties |

Farameter | " alue |
Block Chil MO
Block Chl+al+Del YES
Block Chl+Ezc YES
Block Al HO
Block Alt+F4 HO
Elock Alt+F MO
Block Alt+T ab MO
Block wWindows Keyp YES
Block Menu ey MO

Parameter IBI::u:k Chil
W alue IND ;I
Set to Default | Set

Done I Cancel |

Module Properties

On the Modules Properties window, select the parameter to change, select the new value in the drop-down
list, and click the Set button. This will change the setting.

The Set to Default button will restore the module to the default settings.

Select the Done button to close the Module Properties window and to return to the Terminal Group
Configuration Wizard.

Select the Next button to continue configuration or select the Finish button to complete the Group
configuration.
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Group ThinManager Server Monitor List Page

MTerminal Configuration Wizard |
. . . (=]
ThinM anager Server Monitor List *aga"

Thiz terminal will eztablizh a maonitoring connection to all Thinkd anager
Serverz in thiz ligt. M
Giroup Setting [
Axailable Thinkdanager Servers Selected Thinkdanager Servers
b
e w
Edit Server Ligt
¢ Back Finizh Cancel Help

Group Configuration Wizard - Monitoring Configuration

The ThinManager Server Monitor List defines what Thin Manager Servers the terminal will communicate
with to keep monitoring light status current. All ThinManager Servers defined in the ThinManager Server List
Wizard will appear in the Available ThinManager Server column.

If the Available ThinManager Server column is empty, the ThinManager Server List Wizard needs to

be run to define the ThinManager Servers. Select the Edit Server List button to launch the ThinManager
Server List Wizard as shown in ThinManager Server List Wizard.
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MTerminal Configuration Wizard |

ThinM anager Server Monitor List o 4

Thiz terminal will eztablizh a maonitoring connection to all Thinkd anager
Serverz in thiz ligt. M

Giroup Setting [

Axailable Thinkdanager Servers Selected Thinkdanager Servers

Elue [132.1658.1.36)
Black [192.168.1.35] E

2
3

Edit Server Lizt

¢ Back

Finizh Cancel Help

Group Configuration Wizard - Monitoring Configuration

Once the ThinManager Server List wizard has run, each ThinManager Server that is identified in the
ThinManager Server List Wizard will initially appear in the Available ThinManager Server box on the left of
the Group Monitoring Configuration page.

To select a ThinManager Server for the Group, highlight it in the Available ThinManager Server list on the
left and click the right arrow button. This will put the ThinManager Server into the Selected ThinManager
Server list on the right. The terminals of the Group will send connection status (red/green icon lights) to all
ThinManager Servers in the Selected ThinManager Server list.

The Group Setting checkbox will lock the settings for the group and all member terminals.

Select the Next button to continue configuration or select the Finish button to complete the Group
configuration.
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Group Monitoring Configuration

MTerminal Configuration Wizard |
. . . (=]
Monitoring Configuration *aga"
Select the zetting for how aften the Terminal Server status iz
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Group Setting [
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¢ Back (i [ | Finizh I Cancel Help

Terminal Group Configuration Wizard - Monitoring Configuration

ThinManager Ready Thin Clients continuously monitor the Terminal Server to make sure that it stays online. If
the Terminal Server goes offline, the terminal will disconnect and connect to the next Terminal Server in the
Group Terminal Server Selection. The Monitoring Connection sets the frequency that the monitor occurs.

Use the Monitor Interval radio buttons to use a default frequency or select Custom and choose a setting of
your own.

e Monitor Interval is the interval that the monitor checks occur.

e Monitor Timeout is the time the terminal will wait for a response from the terminal server.
e Monitor Retry is the number of times the monitor check will be tried.

e Primary Up Delay Multiplier is the number that generates the Primary Up Delay time.

e Primary Up Delay is a delay added (usually set to 30 or 60 seconds) to allow a Terminal Server to
become fully booted before the terminal will try to login. This time period is equal to the
Monitoring Interval times the Primary Up Delay Multiplier.

The Fast setting of the Monitor Connection will detect Terminal Server failure quickly. However, the faster the
setting is, the more sensitive it is and it may drop the Terminal Server when the network is busy and not
offline. Setting the Monitoring Connection to a slower setting gives the Terminal Server more time to respond
when it is busy.
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The Group Setting checkbox will lock the settings for the group and all member terminals.

Select the Finish button to complete the Group configuration.
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Terminal Configuration Wizard

The Terminal Group Configuration Wizard establishes the terminal settings for a group of terminals, while the
Terminal Configuration Wizard establishes the terminal settings for the individual terminal. The Terminal
Configuration Wizard and the Group Configuration Wizard are very similar, with few different settings.

The Group Wizard will have Group Setting checkboxes for each setting. Selecting this checkbox will force that
setting to be inherited by nested sub-groups and member terminals. This is a significant difference from
previous versions of ThinManager that allowed any Group Setting to be un-selected and individually
configured for a terminal.

The Group Settings of any sub-group or terminal will be grayed out to prevent changes if the group setting is
selected on the parent. Changes need to be made at the Group level.

The Terminal Creation Wizard can be launched by either:
e Selecting the ThinManager Server in the ThinManager tree and selecting Edit > Add Terminal from
the menu bar, or

e Selecting the Terminals branch in the ThinManager tree, right-clicking on the Terminals icon, and
selecting the Add Terminal option, or

e Selecting a Group in the ThinManager tree, right-clicking on the Group icon, and selecting the Add
Terminal option. This puts the terminal in that group.
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Terminal Name Page

MTerminal Configuration Wizard |
Terminal Hame F 5
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Terminal Configuration Wizard - Terminal Name

When a Terminal is first created, giving it a name is the first priority. Use numbers, letters, hyphens (-), and
underscores (_), but don’t use spaces or other characters.

Note: The terminal name should be less than 15 characters because of limitations of the terminal server.

The terminal can be added to a Terminal Group by selecting the Group name in the Group drop-down box.
Terminals added to a Group will be assigned the Group properties

The Change Group button will launch a Select Group window.
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Select Terminal Group

=~ Terminals

i

- SubGroup_14 Cancel
SubGroup_1B

= GroupZ

- B _1stFlaor

- B _2ndFlaor

B _IrdFloor

- Group3

Select Group Window

The Select Group window will show a tree displaying the group hierarchy. Highlight the Terminal Group that
you want to join and select the OK button to join or select the Cancel button to quit without joining.
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Terminal Name Page - Group Membership

The Terminal Group you joined will now be displayed in the Group field.

The Copy Settings from another Terminal checkbox will copy an established configuration to the new
terminal. Selecting the Copy Settings from another Terminal checkbox and clicking the Copy From button
will launch the Select Terminal window that allows the terminal to copy settings from another terminal.
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Select Terminal
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Select Terminal Window

The Select Terminal window will show a tree of the configured Terminal Groups and terminals. Highlight the
terminal that you wish to copy and select the OK button to load the settings and return to the Terminal
Configuration Wizard.

The Cancel button will close the Select Terminal window without making changes.

The Permissions button will launch the Permissions window that allows Permissions to be set for
TermSecure. See Permissions for details.

Select the Next button to continue or select the Cancel button to close the configuration wizard without
saving.
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Terminal Hardware Page

MTerminal Configuration Wizard |
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Terminal Configuration Wizard - Hardware Configuration

Select the make and model of the ThinManager Ready Thin Client from the drop-down boxes. These
parameters are from the Terminal Capability database (TermCap data base). If the unit has an integrated flat
panel, it will display the touch screen controller type.

If the make and model of your ThinManager Ready thin client does not appear in the list, download a new
TermCap Database from www.thinmanager.com. See Install New TermCap Database for details.

If you do not know what model it will be, leave the default setting. When a terminal is connected and receives
this configuration, ThinManager will update the hardware settings to match the actual hardware.
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MTerminal Configuration Wizard |
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Terminal Configuration Wizard - Hardware Configuration — Added Hardware

When the hardware is added and tied to a configuration, the Make/OEM and Model fields will list the actual
hardware type and cannot be changed unless the unit is turned off and the Terminal ID is cleared with the
Clear button.

The Clear button will remove the Terminal ID identifier from the configuration of an inactive terminal. This will
free hardware that has already been tied to a configuration and allow the terminal to be tied to a different
configuration, without deleting its original configuration. It will also allow the make and model of the hardware
to be changed.
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MTerminal Configuration Wizard |
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Terminal Configuration Wizard - WinTMC Setup

A WinTMC connection needs to be configured as Generic/Personal Computer. See WinTMC Overview for
details.

Select Next to continue.
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Terminal Options

MTerminal Configuration Wizard |
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Terminal Options Page

Selecting the Allow replacement at terminal if offline checkbox will allow all members of the group to show
up in the replacement list during a new terminal connection. See Replace or Create New Terminal Mode for
details.

Set Schedule allows members of the group to be disabled, rebooted, or enabled on a schedule.

Select the Set Schedule checkbox and click the Schedule button to launch the Schedule window to
configure the schedule for members of the group.

See Terminal Schedule for details.

Enable Terminal Effects, when selected, will allow the desktops in MultiSession to slide smoothly into the
desktop instead of appearing instantaneously.

Show terminal status messages, when selected, will allow the terminal to display status messages in the
upper left corner of the screen. When unselected, incidental messages like Terminal Server Group switching
and TermSecure logins will be suppressed and only critical messages like connection errors will be displayed.

The Allow terminal to be shadowed drop-down box allows the configuration of Shadowing Options.
e No — Will prevent members of the Group from being shadowed.

e Ask - Will display a message window that will prompt for a positive response before the shadowing is
allowed.
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e  Warn - Will display a message window alerting the terminal that it is to be shadowed, but doesn’t
require a positive response before the shadowing is allowed.

e Yes— Will allow shadowing to occur without warning or recipient input.

Allow Interactive Shadow will allow members with Interactive Shadow privileges to shadow the terminal.
Shadowing is initiated from the Shadow tab on the Details pane of the ThinManager program. Unselecting
this will prevent shadowing from within ThinManager. See Shadowing and ThinManager Security Groups for
details.

Terminal Schedule

Selecting the Schedule button on the Terminal Options page will launch the Event Schedule window and
allow a schedule to be created for terminal events.

Event Schedule |

Reboot Terminal every Tue, Thure, Sun at 11:00 P

Edit [elete k.

Event Schedule

The Event Schedule will list events for the terminal or group. It has four buttons:
e The Add button will launch a Schedule window to allow an event to be configured.
e The Editbutton will allow a highlighted event to be changed.
e The Delete button will remove a highlighted event.
e The OK button will accept changes and close the Event Schedule window.
Events can be added by selecting the Add button to launch the Schedule window.
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Schedule Window
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The Schedule window has several configuration settings.

Event Type is a drop-down box that allows event selection:

Disable Terminal - This will prevent a terminal from being used, although its terminal server sessions
will still be running on the terminal servers.

Enable Terminal - This will allow a disabled terminal to become active again.
Reboot Terminal - This will cycle power on the terminal and reload its configuration.

Reset Terminal Sessions - This will logoff the sessions that the terminal has open on terminal
servers.

The Repeat Interval radio buttons allow the event in the Event Type drop-down to be run Once Only,
Weekly/Daily, Monthly, or Yearly.

Selecting Once Only will show a Select Date field for the event.

Selecting Weekly/Daily will show a Weekly Schedule list for the event to run. The Every Day button
will select all the days in the list.

Selecting Monthly will show a Select Day of Month field for the event.

Selecting Yearly will show a Select Date field for the event.

The Time field allows the selection of the time that the event should occur.

Select the OK button to close the Schedule window. Select Add to add another event to the Event Schedule
or select OK to close the Event Schedule window and return to the terminal configuration.
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Terminal Server Specification Page

MTerminal Configuration Wizard |
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Terminal Server Specification

The Method of Terminal Server Selection radio button provides options for terminal server connections:

e Use Terminal Server Groups will allow terminals to connect to terminal servers in Terminal Server
Groups for increased functionality like load balancing.

e Select Individual Terminal Servers will allow terminals to connect to a list of terminal servers as it
has been done in earlier versions of ThinManager.

If the Use Terminal Server Groups is selected, three other settings may become available:

e The Enable MultiSession checkbox allows the terminals in the group to use the MultiSession
functionality as described in MultiSession. This is only available to terminals that use Terminal
Server Groups.

e Enable TermSecure, when checked, will enable TermSecure functionality. This checkbox will only be
displayed if the ThinManager Server has a TermSecure license installed. See TermSecure for
details on this function.

e The Enable MultiMonitor checkbox will be displayed if the hardware selected on the Terminal
Hardware page is a MultiMonitor-capable ThinManager Ready thin client. Selecting this will allow
the terminal to be configured for MultiMonitor. See MultiMonitor for details.
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Terminals Using Individual Terminal Servers

Terminals may connect to a series of individual terminal servers by selecting the Select Individual Terminal
Servers on the Terminal Server Specification page.

@Terminal Configuration Wizard |

Terminal Server Specification 'y 2

. . } . (]
Select the method for choosging terminal servers available for thiz
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Terminal Configuration Wizard - Terminal Server Specification

The Terminal Connection Type page is displayed next to allow the selection of the desired Client
Communication Protocol.
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MTerminal Configuration Wizard |
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Terminal Configuration Wizard - Connection Type

Thin clients use a client communication protocol to connect to the Terminal Servers. Select the correct
protocol and select the Next button.

e Select the Citrix MetaFrame radio button if that program is to be used to provide the ICA
protocol. Citrix MetaFrame is an optional program sold by Citrix.

e Select the Citrix Device Services radio button if Citrix Device Services is to be used to provide
the ICA protocol. Citrix Device Services is a legacy deployment of the ICA client but is no longer
supported by Citrix. ThinManager Ready thin clients can still connect to terminal servers with
Device Services, but no new Device Services terminal servers can be licensed.

e Microsoft Remote Desktop Protocol (RDP) is installed by default on all Windows Terminal
Servers. The Microsoft Remote Desktop Protocol (RDP) radio button is selected by default
unless you choose another protocol.

Selecting Citrix ICA with MetaFrame offers additional configuration options before displaying the Terminal
Server Selection. Selecting Citrix ICA with Device Services and Remote Desktop Protocol (RDP) will
jump to the Terminal Server Selection.

A Terminal using Citrix MetaFrame as its Client Communication Protocol will be shown additional
configuration screens beginning with the Citrix MetaFrame Configuration page.
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Citrix MetaFrame Configuration Page
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Terminal Configuration Wizard - Citrix MetaFrame Configuration

Citrix MetaFrame allows increased encryption in the ICA protocol. Select a level from the Encryption drop-
down box.

Citrix MetaFrame has a feature called Published Applications. If you are using Published Applications, select
the Yes radio button, then select the Next button to continue to the Citrix Published Application dialog.

If you are not using Published Applications, select the No radio button, then select the Next button to continue
to the Terminal Server Selection dialog.
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Citrix Published Applications Page

MTerminal Configuration Wizard |
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Terminal Configuration Wizard - Citrix Published Applications

Enter the name of the desired Published Applications in the Published Applications Name field. Do not use
spaces in the name when creating a Published Application for Terminal Services.

Citrix MetaFrame uses ICA Browsers as part of the system. Because the ICA client may have problems
detecting an ICA browser across a router or switch, an ICA Browser field is provided for entering the name of
an ICA browser.

Select the Finish button to create the Terminal, or select the Next button to rejoin the main configuration path
to configure more options.

Terminals using the Select Individual Terminal Servers will be shown the Terminal Server Selection page
where the desired terminal servers can be selected.
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Terminal Server Selection Page
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Terminal Configuration Wizard -Terminal Server Selection

If Published Applications or Terminal Server Groups are not being used, the terminal will need to be assigned
to a Terminal Server. The Terminal Server is a server that allows a terminal to logon and run applications in
an independent session.

If the Available Terminal Server column is empty, the Terminal Server List wizard needs to be run to add
terminal servers to the ThinManager system. Select the Edit Server List button to launch the Terminal Server
List Wizard as shown in Terminal Server List Wizard.
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MTerminal Configuration Wizard |

Terminal Server or Terminal Server Group Selection \oQ
Select the Terminal Servers ar Terminal Server Groups ta which this
terminal can connect. M

Available Terminal Servers Selected Temminal Servers
Blue [192.168.1.36) Black [192.168.1.35]
Brown [192.168.1.37) Tan [192.168.1.31] b
Silver [192.168.1.38) e
4
4
— e,
Edit Server List

The thin clients will connect to the servers in the order that they are listed, with the
top zerver az the Primary Terminal Server.

[ Enfarce Primary Terminal Server Connechior:

¢ Back I MHewt > I Finizh Cancel Help

Terminal Configuration Wizard - Terminal Server Selection

Once the Terminal Server List wizard has run, each Terminal Server that is identified in the Terminal Server
List Wizard will initially appear in the Available Terminal Server box on the left side of the Terminal Server
Selection page.

To select a Terminal Server for the terminal, highlight it in the list on the left and click the Right arrow button.
This will put the Terminal Server into the Selected Terminal Server list on the right. The terminal will use all
the Selected Terminal Servers as Terminal Servers in the order listed.

The Terminal Server on the top of the Selected Terminal Server List will be the Primary Terminal Server, the
first Terminal Server that the terminal will attempt to login to. If the Primary Terminal Server fails, or is
unavailable, the terminal will connect to the other terminal servers in the order that they are listed.

To change the order of the Terminal Servers in the Terminal Server Selection list, highlight a Terminal Server
and use the Up arrow button and the Down arrow button to move it up or down in the list.

The Enforce Primary Terminal Server Connection will cause a terminal to return to the primary terminal
server whenever that server is available.

Select the Next button to continue configuration or select the Finish button to complete the terminal
configuration.
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Terminals Using Terminal Server Groups

Terminals may connect to Terminal Server Groups by selecting the Use Terminal Server Groups on the
Terminal Server Specification page instead of using the Select Individual Terminal Servers setting.
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Terminal Configuration Wizard - Terminal Server Specification

If the Use Terminal Server Groups is selected, three other settings may become available:

e The Enable MultiSession checkbox allows the terminals in the group to use the MultiSession
functionality as described in MultiSession. This is only available to terminals that use Terminal
Server Groups.

e Enable TermSecure, when checked, will enable TermSecure functionality. This checkbox will only be
displayed if the ThinManager Server has a TermSecure license installed. See TermSecure for
details on this function.

e The Enable MultiMonitor checkbox will be displayed if the hardware selected on the Terminal
Hardware page is a MultiMonitor-capable ThinManager Ready thin client. Selecting this will allow
the terminal to be configured for MultiMonitor. See MultiMonitor for details.

Select Next to continue configuration.
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Terminal Server Group Selection

The Terminal Server Selection page is displayed next to allow the selection of the desired Terminal Server
Groups.

@Terminal Configuration Wizard |
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Terminal Configuration Wizard - Group Terminal Server Selection

The terminal will need to connect to Terminal Server Groups that contain terminal servers that will host the
sessions.

If the Available Terminal Server Groups column is empty, the Terminal Server Groups List wizard needs
to be run to configure Terminal Server Groups. Select the Edit Server Groups button to launch the Terminal
Server Group Wizard as shown in Terminal Server Group List.

MultiSession Mot Enabled

Maore than one group cannok be added ko a terminal unless MulkiSession is enabled

MultiSession Not Enabled Warning

If two Terminal Server Groups are selected without the Enable MultiSession checkbox on the Terminal
Server Specification page selected, a message will be displayed warning that the Enable MultiSession
checkbox needs to be checked to allow the MultiSession.
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Terminal Server Groups Selection Page
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Terminal Configuration Wizard - Terminal Server Selection

Once the Terminal Server Group wizard has run, each Terminal Server Group that is identified in the
Terminal Server Group Wizard will initially appear in the Available Terminal Server Groups box on the left
of the Terminal Server Selection page.

Note: The Available Terminal Server Groups will only list Terminal Server Groups that are appropriate. Only
RDP Terminal Server Groups will be shown if the terminal is using RDP. If the Enable MultiSession
checkbox was selected on the Terminal Server Specification page, only Terminal Server Groups with
MultiSession capabilities are shown in the Available Terminal Server Groups list.

To select a Terminal Server Group for a terminal, highlight it in the list on the left and click the right arrow
button. This will put the Terminal Server Group into the Selected Terminal Server Group list on the right. The
Group will use the Selected Terminal Server Groups for the terminal servers that it can login to.

The Enforce Primary Terminal Server Connection will cause a terminal to return to the primary terminal
server whenever that server is available. This is not available with Smart-Session.

Select the Next button to continue configuration or select the Finish button to complete the Group
configuration.
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Terminal Interface Options
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Terminal Configuration Wizard - Terminal Interface Options

A terminal using MultiSession will need to have a method to switch between sessions. This is configured on
the Terminal Interface Options page.

Group Selector Options allow on-screen switching of sessions.

e Show Group Selector on Terminal - This checkbox, if selected, will display an on-screen drop-down
menu that can be activated by mouse.

e Screen Edge Group Selection - This checkbox, if selected, will activate a feature that will switch
windows if the mouse is moved off screen.

The Selector Options button will launch the Group Selector Options window that allows configuration of
the on-screen Group Selector bar.
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Group Selector Options
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Group Selector Options Window

The Auto-hide Group Selector checkbox will hide the Group Selector until the mouse is moved to that
space.

The Group Selector Menu Size drop-down box allows the setting of the size of the Group Selector font.
Select the OK button to accept changes or the Cancel button to close.

Terminal Hotkeys on the Terminal Interface Options page allows the selection of keyboard combinations
that allow switching between sessions.

e Enable Instant Failover Hotkeys - This checkbox, if selected, allows the hot key switching between
the two active sessions of a Terminal Server Group that is using Instant Failover.

e Enable Group Hotkeys - This checkbox, if selected, allows the hot key switching between different
sessions of a terminal using MultiSession.

Selecting the Change Hotkeys button when Enable Instant Failover Hotkeys is selected will allow the
hotkeys to be changed from the default.

Select Hotkeys |

— Ingtant Failowver Hotkey

& Control Key IFQ LI Cancel |

Al kKey

Select Instant Failover Hotkeys

The default hotkey for Instant Failover switching is set to Control+F9. This can be changed by selecting the
Alt Key radio button or using the drop-down to select another function key.

Selecting the Change Hotkeys button when Enable Group Hotkeys is selected will allow the hotkeys to be
changed from the default.
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Select Hotkeys
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Select MultiSession Switching Hotkeys

The default hotkey for MultiSession switching is set to Control+Page Up and Control+Page Down. This can
be changed by selecting the Alt Key radio button or using the drop-down to select another hot key.

Select the OK button to continue or the Cancel button to close without accepting changes.
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ﬂTerminal Configuration Wizard |

Eaﬂaﬂ

Terminal Interface Options o
Select the menus and hotkeys that will be available an the terminal. 1&
M

— [aroup Selection Optionz

¥ Show Group Selector on Terminak Selector Optiohs

[~ Screen Edge Group Selection

— T erminal Hotkeys

I" Enablenstant Failover Hotheys Ehange Hotkeys |
IV Enable Group Hotkeys Change Hotkeys |
¥ Enable Main Menu Hotkey Change Hotkey |

— Main Menu Options

¥ Show Main Menu on Group Selectar tain Menu Options |

¢ Back I MHewt > I Finizh Cancel | Help |

Terminal Interface Options — TermSecure Enabled

Additional Terminal Interface options are enabled when TermSecure is enabled on the terminal enabling
access to the main menu for logging into TermSecure. These are covered at TermSecure User Configuration
Wizard.
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Continuation of the Terminal Configuration

The configuration paths (Independent Terminal Servers vs. Terminal Server Groups, MetaFrame vs. Device
Services and RDP) unite at the Login Configuration.

Login Information Page

MTerminal Configuration Wizard |

Log In Information o
Enter the lag in infarmation ta log in automatically. Leave the log in %
M

information blank or fill only some of the fields to force manual log in.

— Log In Infarmation

|lzername

Pazzward

Yerify Pazsward

Dramain

e |
— Iritial Program

D ezignating an initial program will launch that program when the sezsion
iz created. Clozing thiz program will end the session.
Leave thiz blank to launch the normal Windows dezktop.

Browse |

¢ Back I MHewt > I Finizh Cancel Help

Terminal Configuration Wizard - Login Information

It is recommended that each terminal should login to a Terminal Server with a unique profile.

If the Username, Password, and Domain fields are filled with a valid Microsoft user account, ThinManager
will pass this information to the Microsoft Terminal Server when the ThinManager Ready Thin Client
connects, letting the terminal login automatically.

Note: RDP will not allow auto-login by default on a Windows 2000 Server. See Configuring RDP for Auto-
Login for details.

If the Username, Password, and Domain fields are left blank, or are filled with invalid data, the Microsoft
Windows login window will be presented on the terminal and the user will need to login manually.

Note: Users may need to be added to Microsoft’'s Remote Desktop Users Group when connecting to a
Windows 2003 terminal server.
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E; Computer Management !E[

ml Fle Acton Wiew Window  Help |_=[i|i|
¢ = |aE XEFE| 2
g Computer Management {Local) Marne | Description I
E' ﬁ& Systern Tools M3 fdministratars Administrators have complete and unr...
: 'i'l o] Event Viewer @Backup Cperators Backup Cperators can override securik,
'i'_g sharetbaldare 0 Guests uests have the same access as memb. ..
':: E I,ITDEE'I Ut and Gradys @Netwurk Configuration Oper...  Members in this group can have some ...
f;;“]j E:{;S {ﬁperfnrmance Log Users Mermbers of this group have remote ac. ..
. m@ P ormance Lgs ard nlers gPerFarmance Maonitar Users Mermbers of this group hawve remaote ac, .,
P % Dievice Manager gpnwer Users Power Users possess most administrati. ..
EI ,;;g Storage @F‘rint Dperakors Members can administer domain prinkers
- &3 Remaovable Storage 5 ok Members in this group are granked the ...
{ Disk Defragmenter gReplicatnr Supports file replication in a domain
_ Disk. Management gUsers Isers are prevented from making accid. ..
= % Services and Applications HelpServicesGrDup =roup for the Help and Support Center
@Telnetclients Members of this group hawve access ko .,

4 |+
| |

Windows 2003 Computer Management — Local Users and Groups

The Initial Program loads the designated program instead of the Windows desktop when the terminal
connects to the Terminal Server. If a program is launched as the initial program, it is the only program that will
run. This provides a level of security and control because that program is the only program that will run in that
session. If the Initial Program is closed on the terminal, the session on the Terminal Server will close and the
ThinManager Ready Thin Client will reconnect to the Terminal Server and re-launch the Initial Program. This
effectively makes the Initial Program the only program. See Initial Program for details.

To use the Initial Program, enter the path to the program in the Initial Program field as shown in the
example.

Note: When using the Initial Program with failover, the path must be identical on all terminal servers. If the
path is different, use a batch file to launch the application.
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Login for Domain Users

MTerminal Configuration Wizard |

Log In Information o
Enter the lag in infarmation ta log in automatically. Leave the log in %
M

information blank or fill only some of the fields to foree manual log in.

— Log In Infarmation

|lzername Iu:l_au:lmin'l

Ixxxxxxxx

Paszward

Yerify Pazsward

Ixxxxxxxx

Diamain Iau:pu:lu:umain

— Iritial Program

D ezignating an initial program will launch that program when the sezsion
iz created. Closing thiz program will end the session.
Leave thiz blank to launch the normal 'Windows dezktop.

Browse |

¢ Back Hewt > Finizh Cancel Help

Domain Member

If a domain name is entered in the Domain field, the Verify button becomes active to allow the user to be
check for validity.

Select the Verify button to check the user.
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¥alidate Users

Windows Loging To Checl e |
['omain I |zer | A ezult I _
acpdaomain d_admin walid Yerify |

Validate Users Window

A Validate Users window will be displayed with the status of the user. If the user account is a valid domain
account, the results will show valid. If the results show invalid, try another account.
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Login for Terminal Server Group Users

MTerminal Configuration Wizard |

Log In Information o
Enter the lag in infarmation ta log in automatically. Leave the log in %
M

information blank or fill only some of the fields to force manual log in.

— Log In Infarmation

|lzername

Pazzward

Yerify Pazsward

e |

Dramain

¢ Back I MHewt > I Finizh Cancel Help

Login Information - Use Terminal Server Groups

Terminals using Terminal Server Groups do not display the Initial Program field. Use AppLink to provide the
Initial Program function instead. See AppLink for details.

Select the Next button to continue configuration or select the Finish button to complete the Terminal
configuration.
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Video Resolution Page

MTerminal Configuration Wizard |

Yideo Resolution o 4

Select the video resalution far this terminal. ﬁ
M

— Select Video Resalution

R ezolution Colar Depth Refresh Rate

160041200 =| |64KColors =] [6OHz =]

Thesze are the resolutions supported by the Thin Client
model and connection type you selected.

¢ Back Finizh Cancel Help

Terminal Configuration Wizard - Video Configuration

The Video Resolution Configuration has drop-down boxes that allow the video resolution to be set for the
terminal. The resolution levels and color depths are limited to what the selected is capable of using, as
defined in the TermCap database. See TermCap Database for details.

The standard terminal connection to a Windows 2000 terminal server is limited to the 256-color depth. The
RDP connection to a Windows 2003 terminal server can use the 64K-color depth.
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MTerminal Configuration Wizard |

MultiMonitor ¥ideo Settings \oQ 4
Select the number of monitors and a video mode for each maonikar, %
M

MHumber of kMonitors o2 3 =4 5

— Manitar Yideo Modes

Colar Depth IE#K Colors = I

Resalutian Refresh Rate
Maritor 1 [1024s768 =]  fesHz =]
Monitor 2 [1024s768 =]  fesHz <]
Moritar 3 [1024u768 =]  |g8Hz =]
Maritar 4 [to2ss7ee =] fesHz ]

¢ Back I MHewt > I Eirizh Cancel Help

MultiMonitor Video Settings

The MultiMonitor Video Settings window will be displayed if the ThinManager Ready thin client hardware
selected has MultiMonitor capability, and the Enable MultiMonitor checkbox is selected on the Terminal
Server Specification page. The number of monitors and the resolution of each can be selected. See
MultiMonitor for details.

Select the Next button to continue configuration or select the Finish button to complete the Terminal
configuration.
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WinTMC Settings Page

MTerminal Configuration Wizard |

WinTHMC Settings o
Select the local devices to be redirected, the expenence zettings: and %
M

chent control zettings.

— Redirect Local Rezources
[ Redirect Serial Ports
" Bedirect Drives

™ Redirect Printers

™ Bedirect Sound

" Fedirect Smart Cards

— Client Cantrol Settings
v Allow client to be closed
W Allow client to be sized

— Experence Settiings
¥ Show desktop background

¥ Show window contents while dragging
¥ Show menu £ window animations

W Show themes

¢ Back I MHewt > I Finizh Cancel Help

WinTMC Settings

If the terminal was defined as a GENERIC: PersonalComputer on the Terminal Hardware page, the
terminal is configured as a WinTMC client and will display the WinTMC Settings page. These only apply to

connections made by the WinTMC fat client.

Note: This page will only be shown if GENERIC: PersonalComputer is chosen for the Make/OEM and

Model on the Terminal Hardware page.
See WinTMC for details.

See WIinTMC Fat Client for details on the WinTMC client.

The settings include:

Redirect Local Resources:

¢ Redirect Serial Ports — Enable this setting to make local serial ports available in a session. Serial
Port redirection does not work when you connect to a terminal server running Windows 2000 or

earlier.

¢ Redirect Drives — Enable this setting to make local drives available in a session. Drive redirection
does not work when you connect to a terminal server running Windows 2000 or earlier.

¢ Redirect Printers — Enable this setting to make your local printer available in a session.
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¢ Redirect Sound —Enable this setting to allow audio played in your session to play locally. Sound
redirection does not work when you connect to a terminal server running Windows 2000 or
earlier.

e Redirect Smart Cards — Enable this setting to make your smart card available in a session. Smart
card redirection does not work when you connect to a terminal server running Windows 2000 or
earlier.

Client Control Settings:
¢ Allow client to be closed — Enable this setting if you want your user to be able to close the client.
e Allow client to be sized — Enable this setting if you want your user to be able to resize the client.

Experience Settings:

e Show Desktop Background — Enable this setting if you want your user to be able to select a
Windows Desktop Background. If not set, the background will be a solid color.

¢ Show window contents while dragging — Enable this setting if you want the window contents of a
window to be shown while the window is being dragged.

e Show menu/window animations — Enable this setting if you want menu/window animations to be
enabled on the client.

e Show Themes — Enable this setting if you want your user to be able to select a Windows Theme.

Note: These functions may be denied by user policies or terminal server configuration. Check the Microsoft
Local Policy, Group Policy, and Terminal Services Configuration. See Non-ThinManager Components
for details.

Select the Next button to continue configuration or select the Finish button to complete the Group
configuration.
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Terminal Module Selection Page

MTerminal Configuration Wizard |

Module Selection o 4

. . (=]
Select the modules that load on this terminal at boat up. %
M

Inztalled Modules

M adule

fove g | il e [awn |

Add.. Eanfigure... | Hemawe |

¢ Back

Finizh | Cancel | Help |

Terminal Configuration Wizard - Module Selection

A Module is a component of the firmware that is not needed for the basic functionality but may be desired for
advanced functionality. These features include Touch Screen drivers, serial mouse drivers, High Speed Serial

drivers, Shared Keyboard and Mouse, USB Memory Card Reader, and Instant Failover. See Module
Overview for details.

To add a Module to a Terminal, select the Add... button to launch the Attach Module to Terminal window.
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Attach Module ko Terminal

| &l Modules

todule Type

Add Serial Port
Advantech SRK-3380 Local Storage
Advantech PCM-532Y Mizcelaneous
Advantech PCM-937 Mousze
Advantech UWO-205/RDP
Allen-Bradley Werzavi| Screen Saver

AMD Geode Videa Diver

Arizta BE24-4CF Sound Driver

Arizta 6824-ACF Sound Driver

Arigta AP-3200 Sound Driver

Arizta ARP-1E2 Touch Screen Driver
Arizta BorPC-201H Sound Driver
CarrallT ouch Touch Screen Driver

~|
Cancel |

Attach Module to Terminal

The Attach Module to Terminal window will show the modules that are available to the terminal. The
Module Type drop-down box sorts the modules by categories to make the modules easier to find.

Highlight the desired module and select the OK button to add the module to the configuration.
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ﬂTerminal Configuration Wizard |

Module Selection ‘Eaga“
Select the modules that load on this terminal at boat up. 1&
M
Inztalled Modules
Module
@ F.ey Block Module
g' Elographics Touch Screen Driver
I15B Flazh Drive Module
fove g | il e [Nawn |
Add... Eanfigure... | Hemawe |
¢ Back Finizh | Cancel | Help |

Terminal Configuration Wizard - Module Selection

Terminals that are members of a Group may show icons to represent the properties of added modules.

.
. g The Group icon represents modules assigned to a parent Group.

I
. % The Group icon with yellow plus sign represents properties that are changed on the terminal
from the Group settings. This is now limited to touch screen calibration.

e Noicon indicates that the module was added to that particular Group or Terminal and not a parent
Group.
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ﬂTerminal Configuration Wizard |

Module Selection ‘Eaga“
Select the modules that load on this terminal at boat up. 1&
M
Inztalled Modules
Module
@ F.ey Block Module
g' Elographics Touch Screen Driver
I15SB Flazh Drive Module
Move Up | b ovee Diown |
Add.. Configure. . Remowve |
¢ Back I MHewt > I Finizh | Cancel | Help |

Module Configuration

Highlighting a module and selecting the Configure button will open the Module Properties window and allow
changes to the module configuration.

250 e Configuration Wizards ACP ThinManager 3.1 Help Manual



Module Properties |

Farameter | " alue |
Drrive Access Rights in Session Mone

Usze with TermSecure MO
Allow Manual Lagan YES
Frompt for Paszword MO

Parameter IUSE with TermSecure
W alue IND ;I
Set to Default | Set

Done I Cancel |

Module Properties

On the Modules Properties window, select the parameter to change, select the new value in the drop-down
list, and click the Set button. This will change the setting.

The Set to Default button will restore the module to the default settings.

Select the Done button to close the Module Properties window and to return to the Terminal Configuration
Wizard.

Select the Next button to continue configuration or select the Finish button to complete the Terminal
configuration.
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ThinManager Server Monitor List Page

MTerminal Configuration Wizard |

ThinM anager Server Monitor List o 4

Thiz terminal will eztablizh a maonitoring connection to all Thinkd anager
Serverz in thiz ligt. M

Axailable Thinkdanager Servers Selected Thinkdanager Servers

| »

|+ |+

| 4

Edit Server Lizt

¢ Back Finizh Cancel Help

Terminal Configuration Wizard - ThinManager Server Monitor List

The ThinManager Server Monitor List defines what Thin Manager Servers the terminal will communicate
with to keep monitoring light status current. All ThinManager Servers defined in the ThinManager Server List
Wizard will appear in the Available ThinManager Server column.

If the Available ThinManager Server column is empty, the ThinManager Server List Wizard needs to

be run to define the ThinManager Servers. Select the Edit Server List button to launch the ThinManager
Server List Wizard as shown in ThinManager Server List Wizard.
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MTerminal Configuration Wizard |

ThinM anager Server Monitor List \oQ
Thiz terminal will eztablizh a maonitoring connection to all Thinkd anager
Serverz in thiz ligt. M

Axailable Thinkdanager Servers Selected Thinkdanager Servers

Elack [192.1658.1.35)
Blue [132.168.1.36)

|+ |+

Edit Server Lizt

¢ Back I MHewt > I Finizh Cancel Help

Terminal Configuration Wizard - ThinManager Server Monitor List

Once the ThinManager Server List wizard has run, each ThinManager Server that is identified in the
ThinManager Server List Wizard will initially appear in the Available ThinManager Server box on the left of
the Group Monitoring Configuration page.

To select a ThinManager Server for the terminal, highlight it in the Available ThinManager Server list on the
left and click the right arrow button. This will put the ThinManager Server into the Selected ThinManager
Server list on the right. The terminal will send connection status (red/green icon lights) to all ThinManager
Servers in the Selected ThinManager Server list.

Select the Next button to continue configuration or select the Finish button to complete the Group
configuration.
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Monitoring Configuration Page

MTerminal Configuration Wizard |
. . . (=]
Monitoring Configuration *aga"
Select the zetting for how aften the Terminal Server status iz
monitored by this terminal, M

— Manitar [Rterval

Manitar [nteryval Iﬂ Seconds
tanitor Timeat |'| 3: Seconds
taritor Fetry 3 -
Frimary Up Delay Multiplier |5 =

Primary Up Delay 30 Seconds

¢ Back (i [ | Finizh I Cancel Help

Terminal Configuration Wizard - Monitoring Configuration

ThinManager Ready Thin Clients continuously monitor the Terminal Server to make sure that it stays online. If
the Terminal Server goes offline, the terminal will disconnect and connect to the next Terminal Server in the
Group Terminal Server Selection. The Monitoring Connection sets the frequency that the monitor occurs.

Use the Monitor Interval radio buttons to use a default frequency or select Custom and choose a setting of
your own.

e Monitor Interval is the interval that the monitor checks occur.

e  Monitor Timeout is the time the terminal will wait for a response from the terminal server.
e Monitor Retry is the number of times the monitor check will be tried.

e Primary Up Delay Multiplier is the number that generates the Primary Up Delay time.

e  Primary Up Delay is a delay added (usually set to 30 or 60 seconds) to allow a Terminal Server to
get fully booted before the terminal will try to login. This time period is equal to the Monitoring Interval
times the Primary Up Delay Multiplier.

A Fast setting of the Monitor Connection will detect Terminal Server failure quickly. However, the faster the
setting is, the more sensitive it is and it may drop the Terminal Server when the network is busy but not
offline. Setting the Monitoring Connection to a slower setting gives the terminal server more time to respond
when it is busy.
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Select the Finish button to complete the terminal configuration.
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ThinManager Server Configuration Wizard

Selecting Manage > Settings will launch the ThinManager Server Configuration wizard that allows the
configuration of global ThinManager settings. The ThinManager Server Configuration wizard is also
accessible by double-clicking on the ThinManager icon in the tree, or by right clicking the icon and selecting
Modify.

ﬂThinManager Server Configuration Yizard |

ThinM anager Server Configuration Wizard o 4

Introduction ﬁ
M

The Thinkd aniager Server Configuration *izard prezentz the configuration
optionz for the Think anager server. These options define how the

T hintd anager server reacts to undefined terminalz and what actionz are taken
when events ooour.

< Back

Finizh Cancel Help

ThinManager Server Configuration Wizard

Select Next to Configure the ThinManager Server settings.
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Unknown Terminals Page

ﬁThinManager Server Configuration Yizard

Unknown Terminals o 4

Chooze whether unknown terminalz are to be allowed to connect o
thiz Thinkd anager Server. M

— Unknown Terminalz

fullows unknown terminalzs to connect v
Fequire pazsword on unknown kerminals -
Fazzwaord I
Confirm I

—Automatic Terminal Creation

Enable AutoCreate v

AutoCreate Mask I-ﬂ-UtDT &

¢ Back I MHewt > I Finizh Cancel Help

Unknown Terminals

e Allow unknown terminals to connect - This checkbox, if selected, lets new terminals be added to
the ThinManager Server. Replacements and new terminals are prevented if this box is un-selected.

e Require password on unknown terminals - This checkbox, if selected, allows use of a password so
that only authorized personnel can add terminals to the ThinManager Server. If checked, the
password fields become active and allow the addition of a password.

e Enable AutoCreate - This checkbox, if selected, allows the auto-creation of an array of terminals as
described in Auto-Creation of Terminals.

e AutoCreate Mask - This field is the base name used in the array of terminals when using Auto-
Creation of Terminals.

Select the Next button to continue.
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Terminal Replacement Page

ﬁThinManager Server Configuration Yizard

Terminal Replacement o 4

. . . . (=]
Select whether replacement of offling terminalzs iz allowed an thiz
Thintdanager Server. M

— Replacement

Check the "Enable Replacement'' box ta allow new terminals bo replace
offling terminals

E hable Feplacemant v

¢ Back I MHewt > I Finizh Cancel Help

Terminal Replacement

The Enable Replacement checkbox gives global permission for terminals to be replaced. Un-selecting this
will prevent all terminals from showing up in the replacement list when a new terminal is added, making
Create New Terminal the only option. This feature is also available for the Group and terminal level on the
first page of the corresponding wizard. However, if this checkbox is unselected in the ThinManager Server
Configuration Wizard, checking it in 2 Terminal Configuration Wizard will have no effect.

Select the Next button to continue.
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Historical Logging Page

ﬁThinManager Server Configuration Yizard

Hiztorical Logging o
Select the iterms to log and how long to maintain the logged %
M

infarmatian.

— Historical D ata
td aintain Hiztoncal Log faor I dayz

Clear Hiztory

— Ewvent Log

b aintain Event Log for I? days

Choose eventz to log

[ Teminal Server Events
¥ Terminal Events
¥ Teminal Configuration changes

[T TemSecure User Configuration changes

Clear Event Log |

¢ Back I MHewt > I Finizh Cancel | Help |

Historical Logging

The Historical Logging page allows the Historical Log and Event Log parameters to be set.
Historical Data

e Maintain Historical Log for X days - This field determines the length of time that the terminal server
CPU and memory data from the Terminal Server Graph tab is stored. See Details Pane for an
example of the graph.

e Clear History - This button will erase the Historical log.
Event Log
e Maintain Event Log for X days - This field determines how long the event log is kept.
e Choose events to log - These checkboxes determine what events are stored in the log.

e Terminal Server Events - This checkbox, when selected, records events of the terminal
servers.

e Terminal Events - This checkbox, when selected, records events of the terminal.

¢ Terminal Configuration Changes - This checkbox, when selected, records changes to the
terminal configuration.

e User Configuration Changes - This checkbox, when selected, records changes to the
TermSecure User configuration.
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Selecting the Event Log tab will show the events for the highlighted tree icon.

ﬂThinManager ¥3.1 Beta ==
Edit Manage Install Tools Wew Remoteliew Help

IDhDDpEE j Eunfiguratinnl Licen&e&l Ver&innsl Synchronization  Event Log |Flepu:urt|

E---‘%‘ ohoopes Tupe | Marne | Evert -

E| Terminals terminalsereer Black CPU Usage under maximum b
Groupl terminalsereer Black CPU Usage under maximum
g VARTMC terminalzerver Black. CPU Uzage under maximumm
g Dk terminalzerver Black. CPU Usage under masimum
MultiMoritar terminalzerver Black. CPU Usage under masimum
T A-6020 terminalzerver Black. CPU Usage under masimum
T = terminalzerver Black. CPU Usage under masimum
Synchro_3 terminalzerver Black. CPU Usage under maximumm
Uno-2053E terminalserver Black CPU Uzage under masimum
wA1300 terminalserver Black CPU Uzage under masimum
= ﬁ Terminal Servers terminalserser Black CPU Usage under maximurm

E Elack terminalserer Black CPU Usage over masimum
: a Bl terminalzerver Black. CPU zage over maximumm
B Brown terrmir ] . age under maki

B Gray terminalzerver Black. CPU Uzage under maximumm
terminalzerver Black. CPU Uzage under maximumm
E Green terminalzerver Black. CPU Usage under masimum
a Tan terminalzerver Black. CPU Usage under masimum
Eﬂ'"i Terminal Server Groups terminalserver Black CPU Usage under maximum
terminalzerver Black. CPU Usage under masimum
terminalzerver Black. CPU Usage under maximumnm

terminalserver Black CPU Uzage under masimum -

. | o

For Help, press F1 [ [ %

Event Log Tab

Details of an event can be obtained by double-clicking on an event.
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Event Details

Date

Tirne:

Uzer

Event Type
Source Type

Source

0EA18/07
10:50:31

R ezource: CPU

terminalzeryer

Black.

— Ewent Dezcription

CPU Us=age under maximuim

Event Detail

The Event Details window shows details of the selected event. Select either the OK or Cancel button to

close.

Select Next to continue the ThinManager Server Configuration Wizard.
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System Schedule

ﬁThinManager Server Configuration Yizard

System Schedule
Edit the systemn schedule

Syztem Schedule

Edit Scheduls

¢ Back Hewt > Finizh Cancel

Help

System Schedule

The next page of the ThinManager Server Configuration Wizard is the System Schedule page. This

allows tasks to be scheduled for the ThinManager Server.
Select the Edit Schedule button to launch the Event Schedule window.
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Event Schedule |

Select Event Categaory Isystem ;I

Ewvent Type | Time |

&dd Edit Delete

Event Schedule Window

The Event Schedule window allows events to be scheduled by selecting the Add button when system is
displayed in the Select Event Category drop-down box.
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schedule |
— Event Type

— Report Template File
I Ewvent Log ;I

— Report Output File
W Auto Generate Filename

— Fepeat [nterval

" Once Only " Time Interval
= wieekly / Daily " Manthly " Yearly
—Wweekly Schedule

[~ Monday £ 5
very Da |
[T Tuesdap v

[~ wednesday

[ Thurzday
[ Friday
[T Saturday
[ Sunday
Time | 500PHM —

Cancel | ak. I

Schedule for Weekly Event

The Schedule dialog allows events to be scheduled for the ThinManager. The two main events are Run
Report and Backup Configuration Database.

Select the desired event in the Event Type drop-down.
If Run Reportis chosen, select the desired report in the Report Template File drop-down.

If Backup Configuration Database is chosen the backup file will be automatically chosen if the Auto
Generate Filename checkbox is selected. To use a different filename, uncheck the Auto Generate Filename
checkbox and enter the desired name in the Report Output Filename. A Browse button will appear to allow
selection of the file.

The Repeat Interval radio buttons control the frequency of the event. The time selection varies with the
Repeat Interval chosen.
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schedule |
" Event Type

IBan::kup Configuration D atabaze ;I

— Backup File
[V Auto Generate Filename

— Fepeat [nterval
" Once Only " Time Interval
™ wieekly / Daily = tanthly " Yearly

Select Day of Manth
=1
29 =
Time | 10:00 M —
Cancel | ak.

Schedule for Monthly Event

Select the appropriate time for the event and select OK to accept the configuration and Cancel to cancel the
changes.
While the Event Schedule window is open, other scheduled events can be viewed by selecting the event

type in the Select Events Category drop-down. The event categories are system (ThinManager Server),
terminal (Terminals), terminalserver (Terminal Servers) and user (TermSecure Users).
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Event Schedule |

Select Event Categaory Iterminal ;I
Mame | Ewvent Type | Time |
MTA-E020 Dizable Terminal every Saturday at 10:00 P

M TA-B020 Enable Terminal everny Sunday at 06:00 Abkd

Feszet Teminal 5 every Sunday at 0d:00 Abd

eld Edit Delete

Events Schedule

New events cannot be added for the non-system categories, but existing events can be changed by
highlighting an event and selecting the Edit button. Events can be deleted by selecting the Delete button.

The OK button accepts the changes and closes the window.

Selecting the Next button on the System Schedule page will open the ThinManager Access Permissions
page of the ThinManager Server Configuration Wizard.

ThinManager Security Groups

Access to ThinManager can be assigned to Windows User Groups on the ThinManager Security Groups
page.
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ﬂThinManager Server Configuration Yizard

ThinM anager Security Groups o
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ThinManager Security Groups

ThinManager allows different levels of access and functionality based on standard Windows groups.

Standard Windows groups can be created in the Computer Management console and given different
privileges in ThinManager.

ThinManager 3.1 comes with privileges pre-defined for seven groups:

e Administrators - The Microsoft defined Administrator group is given all privileges by default in
ThinManager. This may be denied by unselecting the various Windows User Group Permissions.

e ThinManager Administrators have full permission to do anything within ThinManager including the
power to logoff sessions, Kill processes, send messages, restart terminals, calibrate touch screens,
change terminal configurations, update firmware, update the TermCap, and restore configurations.
Administrators and members of ThinManager Administrators can shadow terminals and interactively
control the terminal session. These privileges may not be removed.

¢ ThinManager Interactive Shadow Users - Members of this group may shadow a terminal
interactively.

e ThinManager Power Users can logoff sessions, kill processes, send messages, restart terminals,
and calibrate touch screens. They cannot change terminal configurations, update firmware, update
the TermCap, and restore configurations. ThinManager Power Users can shadow terminals from
within ThinManager but cannot interact with the session.

¢ ThinManager Shadow Users - Members of this group may shadow a terminal but not interactively.
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e ThinManager Users can view only. They cannot logoff sessions, kill processes, send messages,
restart terminals, or calibrate touch screens. ThinManager Users cannot shadow a terminal.

Additional Windows User Groups can be configured by selecting the Add Group button to launch the New
Windows Group window.

Mew YWindows Group |

Enter “Windows Lzer Group Mame

Cancel |

Figure 1 - New Window User Group Window

Adding a Windows Group name in the Enter Windows User Group Name field of the New Window Group
window and selecting the OK button will add the Windows User Group to the drop-down list.

Note: This doesn’t create the user group on any servers. This just adds the name of an existing group to the
list that ThinManager is maintaining.
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ThinManager Security Groups Page

Select the group from the Windows Users Group drop-down. Choose the permissions you want to grant to
the group by selecting and unselecting the Windows Users Group Permissions checkboxes. Members of
the Windows User Group will have the selected permissions the next time they login.

Although ThinManager has Windows User Groups pre-configured with privileges, these groups have not been
created on the terminal servers.

To create a Windows User Group, open the Computer Management Console by selecting Start > Settings
> Control Panel > Administrative Tools > Computer Management.
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Created ThinManager Security Groups

Highlight Groups in the tree and select Action > New Group to launch the New Group window.
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Microsoft New Group Windows

Enter the group name in the Group name field.
Add Users to the Windows User Group by selecting the Add button.

Select the Create button to finish the Windows User Group creation. Members of the Windows User Group
will have the selected permissions the next time they login.

Select Next to continue the ThinManager Server Configuration Wizard.
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Event Selection Page
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-

LR ]
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Cancel

Help

Event Selection

ThinManager has event notification. E-mails or Windows messages can be sent by ThinManager to identify

changes in the setup, configuration or status.

Check the desired events, the method of notification, and select Next to proceed.
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E-Mail or Windows Message Recipients Page
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Email or Windows Messaging Recipients

The desired recipients of the event information can be specified on the Email or Windows Messaging
Recipients page.

E-Mail:

e  SMTP Server - Enter the SMTP (Simple Mail Transfer Protocol) server used by the ThinManager
Server in the field.

e E-Mail Addresses - ThinManager will send an e-mail message to the addresses in this text box when
an event selected on the Event Select page occurs.

e Add - Select this button to add e-mail addresses through the Enter the E-mail address window.
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Enter the E-mail address

Enter the E-mail Address Window

Enter the desired e-mail address in the entry form and select OK. Select the Cancel button to close
the window without making changes.

¢ Delete - Select this button to delete a highlighted e-mail address from the E-mail Addresses list.
Messages:

e Terminals - ThinManager will send a message to the terminals in this text box when an event
selected on the Event Select page occurs.

e Add - Select this button to add a terminal through the Select Terminal(s) window.

Select Terminal |

=~ Terminals
=8 Group

- Desk Canizel |

- Term1

= WinThC

- wdinTbC_Black

- Wi T M C_Brown

- WinTMC_Purple

= inTMC_Tan

. Dema

- bultibd onitor

- PPC-AB4T

Terminal Selection Window

The Select Terminal(s) windows will list the terminals configured on the ThinManager Server.
Highlight the desired terminal and select the OK button.

¢ Delete - Select this button to delete a highlighted terminal from the Terminals list.
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Email or Windows Messaging Recipients

When the addresses are configured as desired, select the Next button to configure the ThinManager Server
for Multicast or select Finish to accept configuration.
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Multicast Configuration Page

ﬂThinManager Server Configuration Yizard
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Multicast Configuration Page

Multicast provides the ability for an unlimited number of terminals to boot simultaneously from the same data
stream. This feature reduces the amount of network traffic and reduces the amount of load on the
ThinManager Server when multiple terminals are booting concurrently. This function is especially useful for

low bandwidth connections and highly utilized networks.

Smart Multicast allows the terminal firmware to be sent directly to the terminal while a single terminal is
booting. If additional terminals request the terminal firmware during this time, the firmware will be multicast so
that all terminals can receive the firmware from a single data stream. If Smart Multicast is disabled, the

firmware will always be sent as a multicast transmission.

Multicast is only available on terminals with ACP Boot Loader Version 5.0 and later. No local terminal

configuration is needed to use Multicast.

There are two Multicast checkboxes and two buttons.

e Enable Multicast - This checkbox, if selected, enables Multicast.

e Enable Smart Multicast - This checkbox, if selected, enables Smart Multicast.

e Advanced - This button, if selected, displays the advanced settings.

e load Defaults - This button, if selected, sets the advanced settings back to the defaults.
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Advanced Multicast Options

The Advanced settings are provided for advanced users.

Note: If you do not understand these settings, we recommend that you use the default settings.

Multicast Settings

e Address — This is the IP address that will be used for Multicast transmissions.

e Port—This is the destination port that will be used for Multicast transmissions.

e Time-to-Live (TTL)— This is the maximum number of router hops for Multicast packets. Setting this

value to 255 allows for unlimited hops.

IGMP Settings (Internet Group Management Protocol)

e Version — This sets the IGMP version for use with multicast capable routers.

e Time-to-Live (TTL)— This sets the time-to-live value for IGMP packets.
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Terminal Server Groups

Terminal Server Group Overview

Terminal Server Groups are collections of Terminal Servers. A ThinManager Ready thin client can connect to
one or more terminal servers that are members of a Terminal Server Group. Instead of specifying individual
terminal server that a terminal will connect to a terminal server defined in a terminal server group. The specific
terminal server that the terminal connects to is based on the Terminal Server Group configuration and
options.

Note: Configuring a Terminal Server Group is covered in detail in the Terminal Server Group List.
This section covers the special functions of Terminal Server Groups.

The types of Terminal Server Groups include:

¢ A standard Terminal Server Group has the terminal servers listed in a pre-defined order. The
terminal connects to the first available member of the group.

e The SmartSession option of Terminal Services Groups provides load balancing by using CPU
availability, memory, and the number of sessions on the member terminal servers to determine
the resource availability on member terminal servers. A ThinManager Ready thin client connects
to the terminal server in the Terminal Server Group with the most available resources.

¢ The Instant Failover option allows a terminal to connect to two terminal servers within a Terminal
Server Group. The terminal will have an active session on two terminal servers but will only
display one session. If the first terminal server fails, the session of the second terminal server is
immediately displayed, eliminating any downtime due to terminal server failure.

e The AppLink option provides the Initial Program function to members of a Terminal Server Group.
When specifying the Initial Program function, a program is started instead of the desktop. Closing
the program will terminate the connection.

¢ MultiSession is a terminal configuration that allows a ThinManager Ready thin client to connect to
multiple terminal servers from multiple Terminal Server Groups. The user can switch between
groups using an on-screen menu or hot keys. These groups may be standard Terminal Server
Groups, Terminal Server Groups with SmartSession, AppLink, and/or Terminal Server Groups
with Instant Failover.

These Terminal Server Group options can be combined on the same Terminal Server Group. For example,e
a Terminal Server Group could use SmartSession to choose the server connection order, Instant Failover to
maintain a backup, while using AppLink to limit the terminal to a single application. Additionally, a terminal
server may be a member of several Terminal Server Groups.
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Terminal Configuration Wizard - Terminal Server Specification Page

A terminal will use Terminal Server Groups when the Use Terminal Server Groups radio button on the
Terminal Server Specification page of the Terminal Configuration Wizard is selected.
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SmartSession

SmartSession is a load balancing strategy that allows terminals to connect to the member of a terminal
server group that has the most available resources. ThinManager monitors the CPU load, memory
availability, and number of sessions on the terminal servers and ranks them by availability. When a
ThinManager Ready thin client connects to a member of a terminal server group with SmartSession, the
terminal connects to the terminal server with the lightest load.

SmartSession
Server Ranking
"AM 182.60
Terminal "B" 3275
Server e
Group c 64.55
with o
SmartSession D 243.50

ThinManager polls the terminal servers for resource
availability and assigns a ranking to pass to the terminals.

Terminals connect to the terminal server with the lowest
ranking. Lower numbers mean a lighter load.

This exampleis ranked B-C-A-D
SmartSession

Each member terminal server needs SmartSession configured in the Terminal Server List Wizard. See the
Terminal Server List Wizard for details.
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Terminal Server Wizard — Terminal Server Capabilities

Selecting the Available for Smart Session Groups checkbox on the Terminal Server Capabilities page of
the Terminal Server List Wizard allows the Terminal Server to become a member of a terminal server group
using SmartSession.

Note: MultiSession can also be enabled on this page.
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Terminal Server List Wizard - SmartSession Configuration

The SmartSession Configuration page allows the configuration of the three parameters that ThinManager
uses to determine resource availability. ThinManager determines the availability of a terminal server by
measuring:

e CPU Utilization
e Memory Utilization

e Number of Sessions
ThinManager uses these values to rank the SmartSession server loads, with a lower number representing a
smaller load and greater resources.
Each parameter has two settings that set the range that ThinManager uses:

e The Minimum field is the value that ThinManager will consider the parameter to be unused.

e The Maximum field is the value that ThinManager will consider a parameter exceeded and
unavailable.

Once ThinManager has polled the terminal servers and established the availability of their resources,
ThinManager passes the Server Ranking to the ThinManager Ready thin clients for its connection
instructions.
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ThinManager Interface — Server Rank Tab

The Server Rankings are displayed on the Server Rank tab when a Terminal Server Group is highlighted in
the ThinManager tree. In the example above a ThinManager Ready thin client would connect to Brown
because it has the lowest load.

284 < Terminal Server Groups ACP ThinManager 3.1 Help Manual



Instant Failover with Terminal Server Groups

Terminal Server Groups can provide Instant Failover without using the Instant Failover Module. By
selecting the Instant Failover checkbox on the Group Option page of the Terminal Server Group Wizard,
a terminal will connect to a session on two terminal servers. Both sessions are active but only one is

displayed. If the first terminal server fails, the second session is immediately displayed, eliminating any
downtime due to terminal server failure.

Instant Failover works within a Terminal Server Group, not between Terminal Server Groups.

In a standard terminal server group, the terminal will use the first listed terminal server as the primary
session and will use the second listed terminal server as the secondary session.

In a terminal server group with SmartSession, the primary session will be on the server with the lightest
load and the backup session will be on the terminal server with the second lightest load.

The Instant Failover function requires an Instant Failover license for each terminal that uses it.

MTerminal Server Group Wizard |
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Group Options o o
Select the options for thiz group. %
M

— Select Group Type Options

[ SmartSession Group
[ Make group available for MulkiS ession configurations

[ Application Link Group
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V¥ Always maintain a zession for this group
[¥ Start a zession at boot-up for this group
v Allow Auto-Login

[ allow Group to be moved [Multitdanitor]

[ Disconnect zession when group is in the background
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Terminal Server Group Wizard — Group Options

Instant Failover is a Group Option for Terminal Server Groups.
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Terminal Configuration Wizard — Terminal Interface Options

It is possible to switch between the sessions using Instant Failover on the terminal. Check the Enable Instant
Failover Hotkeys checkbox on the Terminal Interface Options page of the Terminal Configuration
Wizard for the desired terminal to activate the hotkeys to switch between sessions.

See Terminal Interface Options for details.
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MultiSession

MultiSession allows a user to login to multiple terminal groups and switch between the various sessions. The
user will have one session for each group that they have selected. This lets a user have access to several
terminal servers through terminal server groups. These terminal server groups can be standard groups or
have combinations of SmartSession, AppLink, and Instant Failover.

Note: Users can cut and paste between sessions even when they are on different terminal servers when
using RDP.

MultiSession Groups

Groups . "Applmatmns
A Accounting ]
Accounting (A) =—{_ "B" E.mail ]
E-Mail Group (B) —{_ "C" Erp T
ERP Group — "D" erp
(C,D) :
ke "E" Office Suite
"F" Office Suite
Office Group — "G" i
(E,F.GH) Office Sule

"H" Office Suite

MultiSession allows User to have a session in each Group.
The user can switch between groups with hotkey or menu.
Groups may use SmartSession to assign order within group.

Sample MultiSession Groups

MultiSession is useful in large installations with many servers. Instead of installing every application on every
server, individual terminal servers or groups of terminal servers can be dedicated to a single application, a
small collection, or a suite. This simplifies maintenance, upgrading, and security, while limiting the number of
conflicts between programs.

Terminals can use MultiSession to access the Terminal Server Groups that they need. The groups can be
standard terminal server groups, or combinations of the various options like SmartSession, Instant Failover,
and ApplLink.

Enabling MultiSession is a three-step process.

e First, the Terminal Servers need to be configured for MultiSession in the Terminal Server List
Wizard.
See Terminal Server List Wizard for details.

e Second, the Terminal Server Groups need to be configured for MultiSession in the Terminal Server
Group List Wizard.
See Terminal Server Group List Wizard for details.

e Third, the Group or Terminal needs to be configured to use MultiSession on the Terminal Server
Specification page of the Terminal Configuration Wizard.
See Terminal Configuration Wizard for details.
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If two Terminal Server Groups are selected without the Enable MultiSession checkbox selected in the

Terminal Configuration Wizard, a message will be displayed warning that the Enable MultiSession checkbox
needs to be checked to allow the MultiSession.

MultiSession Not Enabled

Mare than one group cannot be added ko a terminal unless MultiSession is enabled

MultiSession Not Enabled Warning

Users can switch between sessions using an onscreen Group Selector menu or hotkeys.

ﬂl“ e |J Ll 2n9am

MultiSession Group Selector

The Group Selector shows the Terminal Server Group that the terminal is currently displaying. When
activated by the mouse it shows a dropdown list of available Terminal Server Groups.

Hotkeys can be used to switch between the terminal server groups if the Enable Group Hotkeys checkbox is
selected on the Terminal Server Group Options page of the Terminal Configuration wizard.
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Help

Terminal Configuration — Terminal Interface Options

The choice of the hot keys used can be set by selecting the Change Hotkeys button to launch the Select

Hotkeys window.

ACP ThinManager 3.1 Help Manual

Terminal Server Groups ¢ 289



Select Hotkeys

— Mext Group Hotkey

& Control Key IF'agE Doty LI
Al kKey

— Previouz Group Haotkey
¥ Control Key Page Up -
i Al Key

Terminal Configuration Wizard - Select Hotkeys Page

The default hotkeys are CTRL+Page Down and CTRL+Page Up. These can be changed by selecting the Alt
Key radio button or selecting a different key in the dropdown box.
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AppLink

AppLink provides the Initial Program functionality to a Terminal Server Group. If AppLink is enabled, the path
to an Initial Program is entered into the Terminal Server Group Wizard. This program will be the only
program to run in that session. See the Login Information Page for details.

AppLink is configured during the Terminal Server Group Wizard. See Terminal Server Group List for details.

MTerminal Server Group Wizard |
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v Allow Auto-Login

[ allow Group to be moved [Multitanitor]

[ Disconnect zession when group is in the background
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Terminal Server Group Wizard — Group Options

Selecting the Application Link Group checkbox will make the Terminal Server Group an AppLink Group.
Selecting Next will allow the designation of the Initial Program after the member servers are selected.
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MTerminal Server Group Wizard |
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Terminal Server Group Wizard — Linked Application

The AppLink page of the Terminal Server Group Wizard has an Enter the path to the Linked Application
field. Fill in the field for the Initial Program with the valid path to the desired program. This may require the
use of quotation marks if there are spaces in the path name.

The Browse button will launch a Browse window that will allow the Enter the path to the Linked Application
field to be filled in by ThinManager instead of typing the path manually.

The AppLink Terminal Server Group may be a single terminal server or may contain many terminal servers.
These may be Standard Groups, SmartSession Groups, or MultiSession Groups.

Note: If the AppLink Group contains several terminal servers, the path must be valid for all members of the
Terminal Server Group. If different members of the AppLink group have different paths to the desired
program, write a batch file to open the program.
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AppLink and MultiSession

MultiSession receives a major increase in functionality in combination with AppLink. Since AppLink adds the
Initial Program functionality to Terminal Server Groups, a terminal server group with AppLink will display an
application instead of a desktop. The user can switch between applications as they switch between AppLink
sessions in the different Terminal Server Groups. This allows terminal servers to be set up and maintained by
application instead of having every application installed on every terminal server.

MultiSession With AppLink

Groups Applications

"A" Acct.exe |

Accounting (A) _E I

acct.exe B" mailexe ~]

E-Mail Group (B) —_ "C" erpclientexe |

mail.exe

ERP Group — "D" erpclient.exe

erpclient.exe -

(C,D) — “"E" Office Suite |

Word G —r

w;wur-[;ngl:!: "F" Office Suite

Pmﬂ;:'gm '“‘ "G" office Suite
I‘IH" um $ 1

Excel Group ce Suite

excel.exe -

AppLink is MultiSession with an assigned application to run.
Each Session runs a single application.

Servers can be devoted to a single application or suite to
streamline maintenance and limit programming conflicts.

A server can have applications in several groups as shown
by the Office Suite servers.

Groups may use SmartSession to assign order within group.

AppLink Servers

AppLink MultiSession is configured in the Terminal Server Group Wizard.
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MTerminal Server Group Wizard |

Group Options o 4

) . (=]
Select the options for thiz group. %
M

— Select Group Type Options

[ SmartSession Group

¥ take group available for MulkiS ession configurations

Iv i pplication Link Groug

— Select Group Options

[ Enforce Primary

[ Instart Failover [requires license]

V¥ Always maintain a zession for thiz group
[¥ Start a zession at boot-up for this group
v Allow Auto-Login

[ allow Group to be moved [Multitdanitor]

[ Disconnect zession when group is in the background

¢ Back I MHewt > I Eirzh Cancel Help

Terminal Server Group Wizard — Group Options

Select the Make group available for MultiSession configurations checkbox and the Application Link
Group checkbox to make the Terminal Server Group an AppLink MultiSession Group.
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MTerminal Server Group Wizard |

AppLink oy
Enter the linked application path. %
M
— AppLink Path

Browze |

¢ Back I i [ Einizh Cancel Help

Terminal Server Group Wizard — Linked Application

The AppLink page of the Terminal Server Group Wizard has an Enter the path to the Linked Application
field. Fill in the field for the Initial Program with the valid path to the desired program. This may require the
use of quotation marks if there are spaces in the path name.

The AppLink MultiSession Terminal Server Group may be a single terminal server or may contain many
terminal servers. These can be Standard Groups or SmartSession Groups.

Note: If the AppLink Group contains several terminal servers, the path must be valid for all members of the
Terminal Server Group. If different members of the AppLink group have different paths to the desired
program, write a batch file to open the program.

The terminal will display a Group Selector menu at the top edge of the session when it boots if the Show
Group Selector on Terminal checkbox was selected in the Terminal Configuration Wizard.
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MTerminal Configuration Wizard |

. . ~a0a
Terminal Interface Options o 4

) . . (=]
Select the menus and hotkeys that will be available an the terminal. %
M

— Group Selection Optionz

¥ Show Group Selector on Terminal Selector Options

[~ Screen Edge Group Selection

— Teminal Hotkeys

[T Enable Instant Failover Hotkeys: Change Hotkeys |

IV Enable Group Hotkeys Change Hotkeys |

¢ Back I MHewt > I Finizh Cancel Help

Terminal Configuration — Terminal Interface Options

The Show Group Selector on Terminal checkbox will display the mouse activated Group Selector at the top
edge of the terminal screen. Hotkeys can be used if the Enable Group Hotkeys checkbox is selected on the

Terminal Interface Options page of the Terminal Configuration Wizard. Both methods can be used, but at
least one method must be available.
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AppLink MultiSession Terminal Screen

The Group Selector lists the Terminal Server Group that the terminal is currently displaying. When activated
by the mouse it shows a dropdown list of available AppLink Terminal Server Groups.
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Group Selector

The user can switch between the AppLink Terminal Server Groups by using an on-screen Group Selector or

by using hotkeys.
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Failover and Instant Failover

Failover Introduction

ACP uses specific terms to cover different topics that are concerned with keeping data viable during computer
failure.

Replacement: If a terminal fails or is destroyed, the session stays active on the terminal server while the thin
client is replaced. This is covered in Adding Thin Client Hardware.

Failover: Failover is the ability to switch between multiple terminal servers if a terminal server fails. This is
built in to every ThinManager Ready thin client. This is covered in Failover.

Instant Failover: Instant Failover is the ability of ThinManager Ready thin clients to connect and login to two
terminal servers simultaneously. This allows applications to be pre-loaded so that a failure to one terminal
server causes minimal impact because the terminal will quickly switch to an existing session. This is covered
in Instant Failover.

Redundancy: Redundancy refers to multiple ThinManager Servers. ThinManager Ready thin clients are not
dependent on ThinManager after booting and will continue to run if the ThinManager Server fails. However,
rebooted terminal will wait until the ThinManager Server is restored until it boots and receives its
configuration. For this reason some people use a backup, or Redundant ThinManager Server. This is covered
in Redundancy Overview.

Failover

Every ThinManager Ready thin client has the ability to switch between multiple terminal servers if a terminal
server fails. Each thin client has a program that monitors its terminal server. If the terminal server fails to
respond to the terminal, it will drop the broken connection and connect to a backup terminal server, allowing it
to continue to function.

Failover requires:
e Two or more terminal servers

e |dentical Microsoft user accounts on each, or domain permissions on both

¢ |dentical applications on each, with the same path, to make life easier
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Failover without Redundancy

Primary Secondary
Terminal Server Terminal Server

= ThinManager Server

— Space for terminal
sessions

Space for backup

s@ssions

ThinManager Ready thin clients

Simple Failover - Before Failure

This shows a pair of terminal servers, one used as the primary with the terminals connected and running
sessions, and a second terminal server as the backup, or secondary terminal server.

Failover without Redundancy

Failed Secondary
Terminal Server Terminal Server

— ThinManager Server

Space for backup
sessions

ThinManager Ready thin clients

Simple Failover, After Failure

This shows the results of a failure of the primary terminal server. The thin clients would detect the failure and
switch to the secondary terminal server where they would login and continue running.
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Note: This does not synchronize the hard drives. This gives you the ability to continue to run the thin client by
connecting to a backup. Data pulled from an outside source like a PLC or file server would be the same
on either terminal server.

Failover Setup using Individual Terminal Servers

Failover is configured in the Terminal Configuration Wizard. It is configured differently when using individual
terminal servers and Terminal Server Groups.

MTerminal Configuration Wizard |

Terminal Server Specification o 4

. . ) . (]
Select the method for choozsing terminal servers available for thiz
terminal. M

tethod of Terminal Server Selection

" |ze Teminal Server Groups

£+ Select Individual Terminal Servers

¢ Back I MHewt > I Finizh Cancel Help

Terminal Configuration Wizard - Select Individual Servers

If individual terminal servers are to be used, select the Select Individual Terminal Servers radio button on
the Terminal Server Selection page.
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MTerminal Configuration Wizard |

Terminal Server or Terminal Server Group Selection o 4

. ) . . (]
Select the Terminal Servers ar Terminal Server Groups ta which this
terminal can connect. M

Available Terminal Servers Selected Temminal Servers
Brown [192.168.6.37] Blue [192.168.6.36]
Green [192.163.6.39) Gray [192.162.5.28] .
— t ok

Edit Server List

The thin clients will connect to the servers in the order that they are listed, with the
top zerver az the Primary Terminal Server.

[ Enforce Primary Terminal Server Connection

¢ Back I MHewt > I Finizh Cancel Help

Terminal Configuration Wizard - Terminal Server Selection

Configure failover on the Terminal Server Selection page by adding two or more terminal servers in the
Selected Terminal Servers field. Upon bootup, the terminal will connect to the first terminal server in the list,
considered the primary terminal server. If the primary fails, the terminal will connect to the next terminal server
in the list. The terminal will use all the terminal servers in the list, if needed.

The Enforce Primary Terminal Server Connection checkbox will keep the terminal monitoring the first
terminal server in the list, even if it has failed. If the terminal detects that the primary terminal server is back
on line, it will drop its connection to the backup and reconnect to the primary terminal server.

Failover Setup using Terminal Server Groups

Terminal Server Groups allows a terminal to connect to a group of servers. The Terminal Server Group will
have Failover within that group if the Terminal Server Group has two or more terminal servers added to it.
This is configured in the Terminal Server Group Wizard.

Launch the Terminal Server Group Wizard by selecting Manage > Terminal Server Group List from the
ThinManager menu. This is detailed in Terminal Server Group List.
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Available Groups |

S5 _Desks

55_Word Add Group
55_Thinkdan

IF_Maotepad

STD_Desk Edit Group

Delete Group

il

Cancel | ak. I

Terminal Server Group List

If the Available Groups box is empty, select the Add Group button to launch the Terminal Server Group
Wizard.

If the Available Groups box has groups, select the Add Group button to add a new group, or highlight an
existing group and select the Edit Group button.
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MTerminal Server Group Wizard |

Terminal Server Group Members ;_13%
Select the Terminal Servers for thiz group. %
M
Ayeailable Terminal Servers Selected Terminal Semers
Brown [192.168.6.37) Blue [192.168 6. 36)
Green [192.168.6.39) E |

farap [192.15

|+ |+

Edit Server Lizt

¢ Back Mewt > | Finizh I Cancel Help

Terminal Server Group Wizard - Terminal Server Group Members

Member terminal servers are added to the group on the Terminal Server Group Members page. Adding two or
more terminal servers to the Selected Terminal Servers field will enable failover. The terminal will connect to
the terminal servers in the order given, unless the Terminal Server Group is using SmartSession.
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MTerminal Server Group Wizard |

Group Options o 4

) . (=]
Select the options for thiz group. %
M

— Select Group Type Options

V¥ SmantSession Groug

[ Make group available for MultiSession configurations

[ Application Link Group

— Select Group Options

™| Enforce Frimany

[ Instant Failover [requires license]

¥ Always maintain a session for this group
[¥ Start a zession at boot-up for this group
v Allow Suto-Login

v allow Group bo be moved [Multitanitor]

[~ Disconnect zession when group is in the background

¢ Back I MHewt > I Eirizh Cancel Help

Terminal Server Group Wizard - Terminal Server Group Members

As the Terminal Server Group Wizard proceeds, the Group Options page allows the Terminal Server Group to
use SmartSession load balancing.

SmartSession uses the CPU usage, Memory usage, and the number of sessions on a terminal to determine
its load. Terminals connecting to a Terminal Server Group with SmartSession will ask ThinManager for the
load numbers, then will connect to the server with the lightest load, instead of the order listed.
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Instant Failover

Basic failover is built into every ThinManager Ready thin client. Detecting that the primary server is down and
connecting to a backup server is usually achieved in 5 to 15 seconds, depending on the monitoring
configuration. Once the session is connected, it may take an additional 15-60 seconds to launch and initialize
the programs. Instant Failover was developed for people who need the session to switch to another terminal
server and start running immediately, without any delays for starting the applications.

When using Instant Failover, the ThinManager Ready thin client starts sessions on two servers at once. The
sessions are cascaded on the thin client, with the primary session on top. If the primary terminal server fails,
the preexisting secondary session is switched to the forefront.

Instant Failover - Part 1
Termihals with Instant Failover module login to two terminal servers at ohce

Primary Terminal Server Backup Terminal Server
= Active = Active
- . Sessions - : Sessions

ACP Enabled Thin Clients with Instant Failover Module

Instant Failover, Part 1

When a ThinManager Ready thin client using Instant Failover boots, it connects to two terminal servers, logs
in, and starts two sessions.
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Instant Failover - Part 2
Terminals run both sessions
The active Primary sessioh is cascaded to hide Backup session

Prim ary Terminal Sarver Backup Terminal 5erver
o Primary Backup
- . Active Active
Sessions Sessions

Hidden
Backup Session

Instant Failover, Part 2

The thin client cascades both sessions and displays the primary session in front. You cannot see the
secondary session as it is hidden in back. There is a optional hot key toggle available to allow toggling
between sessions. See Instant Failover Module for details..
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Instant Failover - Part 3
If the Primary fails, the terminal will toggle the cascaded windows,
displaying the Backup session in front

Primary Terminal Server Backup Terminal Server

Backup
Active
Sessions

Backup Session
moved to front

Instant Failover, Part 3

If the primary server fails, the thin client monitoring program will detect its failure. The thin client will then
switch the focus of the window, showing the secondary session. This session is already initialized so the user
is able to proceed at once.

Note: Use a Username, Password, and Initial Program to allow the ThinManager Ready thin client to login
automatically and start a program so that the background session is immediately ready and not
needing a login and program launch.

If the Enforce Primary feature is used, the thin client will switch back to the primary once it is back online.

Note: ThinManager Ready thin clients that use instant failover may require 64 MB of memory.
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Instant Failover Configuration

Instant Failover is initiated by the Instant Failover Module if a ThinManager Ready thin client is using
individual terminal servers, or is configured as part of Terminal Server Groups if Terminal Server Groups are
used.

Instant Failover Setup using Individual Terminal Servers

Instant Failover is initiated by the Instant Failover Module if a ThinManager Ready thin client is using
individual terminal servers .

Run the Terminal Configuration Wizard for the terminal or Group that needs instant failover and proceed to
the Module Selection page.

mTerminal Configuration Wizard |
Module Selection =°3°°
Select the modules that load on this terminal at boat up. %
N
Attach Module to Terminal |
Modu Module Tupe I.-'l'-.ll Modules j :
Dizk-0n-Chip / Compact Flagh Update Module ;I

DML Touch Screen Driver
Dynapro Touch Screen Driver
Elographics Touch Screen Driver
Gunze AHL Touch Screen Driver
High Speed Serial Driver

ICA Client

J nztant Falover Module

K.ep Block Module

Legacy YWideo Module

Local Printer Module

MicraTouch Touch Screen Driver

touze Configuration Module ;I J

]
Add... Eanfigure... | Hemove |

< Back | MHewt » | Finizh | Cancel | Help |

Module Selection Page - Attach Module to Terminal Window

On the Module Selection page of the Terminal Configuration Wizard, select the Add button to launch the
Attach Module to Terminal window. Highlight the Instant Failover Module and select OK. This will apply
Instant failover to the Group or thin client when it reboots.

The terminal or terminal group will need two or more terminal servers to connect to. This is done on the
Terminal Server Selection page of the Terminal Configuration Wizard.
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MTerminal Configuration Wizard |

Terminal Server or Terminal Server Group Selection \o 4
Select the Terminal Servers ar Terminal Server Groups ta which this
terminal can connect. M

Available Terminal Servers Selected Temminal Servers
Brown [192.168.6.37] Blue [192.168.6.36]
Green [192.163.6.39) Gray [192.162.5.28] .
— t ok

Edit Server List

The thin clients will connect to the servers in the order that they are listed, with the
top zerver az the Primary Terminal Server.

[ Enforce Primary Terminal Server Connection

¢ Back I MHewt > I Finizh Cancel Help

Terminal Configuration Wizard - Terminal Selection Page

Select two or more terminal servers from the Available Terminal Servers list and move them to the Selected
Terminal Servers list by highlighting and double clicking, or by using the Arrow buttons.

The thin client will connect to the top two terminal servers in the Select Terminal Server list, with the top
terminal server as the primary and the second terminal server as the backup.

If more than two terminal servers are selected, the thin client will connect to the other terminal servers if one
of the other terminal servers fails.
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Instant Failover Setup using Terminal Server Groups

Terminal Server Groups allows a thin client to connect to a group of servers. Instant Failover can be applied
to this Terminal Server Group in the Terminal Server Group List.

Launch the Terminal Server Group List Wizard by selecting Manage > Terminal Server Group List from the
ThinManager menu.

Available Groups |

S5 _Desks

55_Word Add Group
55_Thinkdan
IF_Maotepad
5TD_Desk Edit Group

il

Delete Group

Cancel | ak. I

Terminal Server Group List

The Terminal Server Group List will show created Terminal Server Groups. Select the Add Group button to
create a new Terminal Server Group or highlight a group and select the Edit Group button to configure an
existing group.
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MTerminal Server Group Wizard |

Group Options o 4

) . (=]
Select the options for thiz group. %
M

— Select Group Type Options

V¥ SmaitSession Group
[ Make group available for MultiS ession configurations

[ Application Link Group

— Select Group Options

™| Enforee Frimany

IV iInstant Failover [requires licensel

V¥ Always maintain a session for thiz group
[¥ Start a zession at boot-up for this group
v Allow Auto-Login

v allow Group to be moved [Multitdanitor]

[~ Disconnect zession when group is in the background

¢ Back I MHewt > I Eirzh Cancel Help

Terminal Server Group Wizard - Group Options Page

Select the Instant Failover (requires license) check box on the Group Options page to enable instant
failover for the Terminal Server Group.

The Group Options allows the configuration of other Terminal Server Group parameters in addition to the
Instant Failover. See the Terminal Server Group — Group Options Page for details.

Each Terminal Server Group needs two or more terminal servers to get Instant Failover to function. This is
done on the Terminal Server Group Members page of the Terminal Server Group Wizard.
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MTerminal Server Group Wizard

Terminal Server Group Members

Select the Terminal Servers for thiz group. ﬁ
M

Ayeailable Terminal Servers

Selected Terminal Semers

Brown (192.168.6.37)

Edit Server Lizt

|+ |+

Blue [192.155.6.36]
Green [192.165.5.39] - |

farap [192.15

¢ Back Mewt > | Finizh I Cancel Help

Terminal Server Group Wizard - Terminal Server Group Members Page

Select two or more terminal servers from the Available Terminal Servers list and move them to the Selected
Terminal Servers list by highlighting and double clicking, or by using the Arrow button.

The thin client will connect to the top two terminal servers in the Select Terminal Server list, with the top
terminal server as the primary and the second terminal server as the backup, unless SmartSession was

chosen on the Group Options page.

If more than two terminal servers are selected, the thin client will connect to the other terminal servers if one

of the other terminal servers fails.
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Switching Between Instant Failover Sessions

Instant Failover can be configured to allow a user to toggle between the two instant failover sessions. This is
done differently when using individual terminal servers and Terminal Server Groups.

Switching Between Sessions using Individual Terminal
Servers

Instant Failover can be configured in the Instant Failover Module to allow a user to toggle between the two
instant failover sessions when the thin client connects to individual terminal servers. Run the Terminal
Configuration Wizard for the thin client or Group that needs instant failover and proceed to the Module
Selection page. See Instant Failover Module for details.

MTerminal Configuration Wizard |

Module Selection o 4

. . (]
Select the modules that load on this terminal at boat up. %
M

Inztalled Modules

M adule

Inztant Failover Maodule

Move Up | b ovee Diown |

Add.. Configure. . | Remowve |
¢ Back I MHewt > I Finizh | Cancel | Help |

Terminal Configuration Wizard - Module Selection Page

Highlight the Instant Failover Module and select the Configure... button to launch the Module Properties
window.
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Module Properties

Farameter

| " alue |

Hat ey witching
Hat K.ey Combination is CTRL+

DISABLED
Fa

Parameter IHu:ut K.ep Seszsion Switching

Walue  |DISABLED

Set to Default |

-

Set

Done I

Cancel |

Modules Properties Window

To enable hot key switching between sessions, highlight the Hot Key Switching parameter, select the
Enabled value from the Value drop down and select the Set button.

The hot key combination can be changed by selecting the Hot Key Combination is CTRL+ parameter,
changing the key in the Value drop down and selecting the Set button.

Select the Done key when finished, close the wizard, and reboot the thin client.

The thin client will toggle between the instant failover sessions when the configured hot key combination is

selected.
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Switching Between Sessions with Terminal Server Groups

Instant Failover can be configured to allow a user to toggle between the two instant failover sessions when
the thin client is using Terminal Server Groups. To configure this, run the Terminal Configuration Wizard for
the thin client or Group that is using a Terminal Server Group with Instant Failover and proceed to the
Terminal Server Group Options page. See Terminal Interface Options for details.

MTerminal Configuration Wizard |

Terminal Interface Options \oQ
Select the menus and hotkeys that will be available an the terminal. %
M

— Group Selection Optionz

¥ Show Group Selector on Terminal Selector Options

[~ Screen Edge Group Selection

— Teminal Hotkeys

¥ Enable Instant Failover Hotkeys Change Hatkeys |

IV Enable Group Hotkeys Change Hotkeys |

¢ Back I MHewt > I Finizh Cancel Help

Terminal Configuration Wizard - Terminal Server Group Options Page

When a thin client is using Terminal Server Groups, selecting the Enable Instant Failover Hotkeys check
box will allow the user to switch between instant failover sessions using the default CTL + F9 hot key.

The default hot key can be changed by selecting the upper Change Hotkeys button and launching the Select
Hotkeys windows.
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Select Hotkeys

— Ingtant Failowver Hotkey

& Control Key I F9 j

Al kKey

Select Hotkeys Windows

The hot keys needed to switch between instant failover sessions on using Terminal Server Groups can be
changed on the Select Hotkeys window. Select the Control Key or Alt Key radio button and a function key
from the drop down box and select the OK button to accept the changes.

Instant Failover Tree Icons

Under each Terminal are icons representing the Terminal Servers that they connect to. The lightning bolt
color indicated the connection status.

B Not Connected to Terminal Server

£I Active Connection to Terminal Server

2 Connected to Terminal Server but session is the

I background Instant Failover session

Terminal Server Connection Icons

A Red lightning bolt represents a lack of connection to the terminal server.
A Green lightning bolt represents a connection to the terminal server with an active session.

A Yellow lightning bolt represents a connection to the terminal server with an active session that is the
backup in Instant Failover mode.
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Instant Failover

If a terminal that is configured for Instant Failover is expanded in the ThinManager tree, the Primary Terminal
Server should have a green lightning bolt, while the Secondary Terminal Server should have a yellow

lightning bolt, as shown in the example.
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Modules

Module Overview

Modules are software components that can be loaded to increase the functionality of the terminal. Modules
include touch screen drivers, sound drivers, and special device drivers. Some modules are included with
ThinManager and are registered automatically during ThinManager installation. Other modules are obtained
separately from Automation Control Products and need to be installed.

Note: “Installing a module” refers to the registration of the module with the ThinManager Server, while
“Adding a module” refers to attaching the module to a particular group or terminal.

This section includes:
e Alist of available Modules.

¢ Instructions on installing and adding Modules.

e Details on specific modules.

Module List

ThinManager divides the modules into a number of categories or types to make navigation of the module list
easier. Although details on the specific modules will follow, the types and modules include:

ICA - See ICA Modules
o (Citrix ICA UseAlternateAddress Module

o (Citrix ICA wifclient.ini Extension Module

e [CA Client

Local Storage - See Local Storage Modules
e USB Flash Drive Module

e USB Memory Card Reader Module

Miscellaneous - See Miscellaneous Modules
e Add Serial Port

¢ Firmware Update Module (formerly the Disk On Chip / Compact Flash Update Module)

e [nstant Failover Module
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Key Block Module

Local Printer Module
MultiMonitor Module

TermMon ActiveX Configuration

Time Zone Redirection Module

Mouse - See Mouse Modules

Mouse Configuration

PS/2 Mouse Configuration

Serial Mouse Driver

Share Keyboard and Mouse Master Module

Share Keyboard and Mouse Slave Module

RDP - See RDP Modules

RDP Experience Module

RDP Module for ThinManager v2.4 and Older
RDP Port Module

RDP Serial Port Redirection Module

Screen Saver - See Screen Saver Modules

MultiSession Screen Saver Module

Screen Saver Module

Sound - See Sound Modules

Advantech ARK-3380 Sound Driver
Advantech PCM-5820 Sound Driver
Advantech PCM-9372 Sound Driver
Advantech UNO-2053E Sound Driver
Allen-Bradley VersaView 200R Sound Driver
Arista 5824-ACP Sound Driver

Arista 6824-ACP Sound Driver

Arista AP-3200 Sound Driver

Arista BoxPC-201H Sound Driver
DC_30_100 Sound Driver

DC_40 100 Sound Driver

Gigabyte TA3LB Sound Driver
NTA-6020 Sound Driver

TC3000 Sound Driver

TC3500 Sound Driver

TeleVideo TC7X30 Sound Driver
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Xycom XA1300 Sound Driver

TermSecure - See TermSecure Modules

RF ldeas pcProx Module

TermMon ActiveX Configuration Module
USB Flash Drive Module

Wavetrend Tag Reader

Touch Screen - See Touch Screen Modules

Arista ARP-16XXXAP-ACP Touch Screen Driver
CarrollTouch Touch Screen Driver

Contec Touch Screen Driver

DMC Touch Screen Driver

Dynapro Touch Screen Driver

Elographics Touch Screen Driver

Gunze AHL Touch Screen Driver
MicroTouch Touch Screen Driver
PenMount Touch Screen Driver

Ronics Touch Screen Driver

Touch Control Touch Screen Driver

Touch International IR Touch Screen Driver

Xycom 33XX Touch Screen Driver

Video Driver - See Video Driver.

AMD Geode Video Driver
Core Video Driver

Geode Video Driver

Intel i8XX Video Driver

Intel IBXX//i9XX Video Driver
Legacy Video Driver
MultiMonitor Video Driver

S3 Savage Video Driver

VIA CLE266 Video Driver
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Installing a Module

Installing a Module adds a new module to ThinManager so that it is available to Terminal Groups and
Terminals. To install a module, open the Modules window by selecting Install > Modules from the

ThinManager menu bar to launch the Modules window.

Modules for Server ochoopee |

todule Type I.-’-'-.II M odules ;I

D ezcription | Werzion | Lizenze Reqd | -
AMD Geode Videao Driver 101M MNOME

Add Serial Port 3.0.0 HOME

Advantech ARK.-3380 Sound Driver 300 HOME |-
Advantech PCM-5820 Sound Driver 300 HOME

Advantech PCM-3372 Sound Driver 300 HOME

Advantech UNMO-2053E Sound Driver 3.0.0 HOME

Allen-Bradley YersaWiew 2008 Sound Driver 300 HOME

Arizta BE24-ACP Sound Driver 300 HOME

Anizta B324-ACF Sound Driver 300 HOME

Arigta AP-3200 Sound Driver 3.0.0 HOME

Anzta ARP-18= Tauch Screen Driver 10102 MOME

Anizta BowPC-201H Sound Driver 300 HOME

CarrallTouch Touch Screen Driver 10102 MOME

Citri [CA U zebltematedddress Module 3.0.0 HOME LI
Citerwe T8 1afehiant imi F elanzine BMadols 0N MIMKF

[nztall Module... | Remove Module fram Al Terminalz

Modules Window

The Module window shows all of the modules installed on the ThinManager Server.
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Modules for Server ochoopee |

tadule Type
D ezcription | Werzion | Lizenze Reqd |
touze Configuration kodule 10100 MNOME
P52 Mouse Configuration 3.0.0 HOME
Senal Maousze Driver 10100 MOME

Share Keyboard and kMouze Master Module 300 Sharekk
Share Feyboard and Mouze Slave Module 300 HOME

[nztall Module... | Remove Module fram Al Terminalz

Daone

Sorted Modules

The installed modules can be sorted by using the Module Type dropdown list.

To install additional modules select the Install Module button. This will launch a file browser window.
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=10) %]

ﬁThinManager vi.1

Edit  Manmage Install Tools  Miew  Eemoteview  Help

|Eruwn vI | Canfiguratian I Licenses | Versions | Swnchronization | Event Lo | Repart |

_| Modules for Server Brown h
Maodule Type fafi= E

Lok i I I Modules

x| & @ cf BB

Description

Core Video
Geode Yide
Legacy Vide
53 Savage"
Wia CLE2BR

File name:

Ivideu:u_intelE.mu:ud

Open I

Filez of bppe: IMl:u:Iule Files

[ Open az read-only

j Cancel |
S

Femaove Module from All Terminals |

Inztall Module... |

Dione |

E-ral Addrezzes

PR PR N P

T memeiem

al

Maone
Rl

ol

For Help, press F1

| o

Modlule File Browser Window

Browse to the new module, usually downloaded from the ThinManager web site (www.thinmanager.com ).
Highlight the new module, and select the Open button. This will add the new module to the list of modules.

Selecting the Remove Module from All Terminals button will remove the highlighted module from all
terminals. It does not uninstall the module from the ThinManager Server; it just removes its use by all groups

and terminals.
Select the Done button to close the Modules window.
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Adding a Module to a Group or Terminal

Modules are added to terminals or groups of terminals on the Module Selection page of the Terminal
Configuration Wizard or the Terminal Group Configuration Wizard.

MTerminal Configuration Wizard |

Module Selection o 4

. . (=]
Select the modules that load on this terminal at boat up. %
M

Inztalled Modules

M adule

fove g | il e [awn |

Eanfigure... | Hemawe |

¢ Back MHewt » | Finizh | Cancel | Help |

Terminal Configuration Wizard - Module Selection

To add a Module to a Terminal, select the Add... button to launch the Attach Module to Terminal window.
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Attach Module ko Terminal |

todule Type I.-’-‘-.II kodules

=]
Add Serial Port -
Advantech ARK-3330 Sound Driver
Advantech PCM-5820 Sound Driver

Advantech PCM-9372 Sound Driver

Advantech UMO-2053E Sound Driver

Allen-Bradley Verzaview 2008 Sound Driver

AMD Geode Videa Driver

Arizta BE24-4CF Sound Driver

Arizta 6824-ACF Sound Driver

Arigta AP-3200 Sound Driver

Arizta ARP-1E2 Touch Screen Driver

Arizta BorPC-201H Sound Driver

CarrallT ouch Touch Screen Driver ;I

Cancel |

Attach Module to Terminal

The Attach Module to Terminal window will show the modules that are available to the terminal. The
Module Type drop-down box sorts the modules by categories to make the modules easier to find.

Highlight the desired module and select the OK button to add the module to the configuration.
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ﬂTerminal Configuration Wizard |

Module Selection ‘Eaga“
Select the modules that load on this terminal at boat up. 1&
M
Inztalled Modules
Module
@ Screen Saver Module
(=) 11SE Flash Drive Module
K.ep Block Module
fove g | il e [awn |
Add... Eanfigure... | Hemawe |
¢ Back Finizh | Cancel | Help |

Terminal Configuration Wizard - Module Selection

Terminals that are members of a Group may show icons to represent the properties of added modules.

.
. g The Group icon represents modules assigned to a parent Group.

I
. % The Group icon with yellow plus sign represents properties that are changed on the terminal
from the Group settings. This is limited to touch screen calibration.

e Noicon indicates that the module was added to that particular Group or Terminal and not a parent
Group.
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Changing Module Parameters

Many modules have parameters that can be changed. With the new inheritance rules from ThinManager 3.0
module parameters can’t be changed for modules that are inherited from a parent group. Changes must be
made at the level that the module was added.

MTerminal Configuration Wizard |

Module Selection o 4

. . (=]
Select the modules that load on this terminal at boat up. %
M

Inztalled Modules

Module
@ Screen Saver Module
(=) 11SE Flash Drive Module
K.ew Block Module
MicroTouch Touch Screen Driver

Move Up | b ovee Diown |

Add.. Configure. . | Remowve |
¢ Back I MHewt > I Finizh | Cancel | Help |

Module Configuration

Highlighting a module on the Module Selection page and selecting the Configure button will open the
Module Properties window and allow changes to the module configuration.
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Module Properties |

Farameter | " alue |
Block Chil MO
Block Chl+al+Del YES
Block Chl+Ezc YES
Block Al HO
Block Alt+F4 MO
Elock Alt+F MO
Block Alt+T ab MO
Block wWindows Keyp YES
Block Menu ey MO

Parameter IB lock Alt+F 4

W alue IND ;I
Set to Default | Set

Done I Cancel |

Module Properties

On the Modules Properties window, select the parameter to change, select the new value in the drop-down
list, and click the Set button. This will change the setting.

The Set to Default button will restore the module to the default settings.

Note: The Set button must be selected to apply the change.

Select the Done button to close the Module Properties window and to return to the Group or Terminal
Configuration Wizard.
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ﬂThinManager ¥3.1 [_ O]

Edit Manage Instal Tools Yiew Remoteiiew Help

Iuhuupt:t: j Cornfiguration  Madules |S|:heu:|ule| F'ru:upertiesl Event Lu:ugl Shadu:uwl Hepu:urtl
| Attribuite | Yalie -
Installed Modules
=] Module Screen Saver Module
=) Download sCreenzaver.mod
(=) Screen Saver ElankScreen
(= a5t Tirne in Minutes 30
; (=] 1ze Disable Time Period MO
e} &, Uno-zosa =] Disable Start Hour [0-23) 0
- B, w1300 @) Disable End Hour [0-23) 0
[+ ﬁ Terminal Servers ®ll  Farce O when Start Hour Reached MO
Eﬂ---i Terminal Server Groups
Ezlﬁ TermSecure Users ET, Module USE Flash Drive Modu
ET Dawnload uzb_flazh_drive.mad
@ Dirive Access Rights in Session Mone
(=0 U ze with TermSecure MO
) Allow Marual Logon YES
@ Prompt for Pazzword MO o
Module K.ey Block Module
Download key block. mod
Block Chl MO
Block Chri+alt+Del YES
Block Chrl+E zc: YES _ILI
4 3
For Help, press Fl | B

Module Icons in ThinManager

The status of the modules is displayed on the Modules tab of the Details pane of ThinManager.

Module Loading Order

Highlighting a module and selecting the Move Up or Move Down button can change the order that the
modules load.
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ﬂTerminal Configuration Wizard |

Eaﬂaﬂ

Module Selection o
Select the modules that load on this terminal at boat up. 1&
M

Inztalled Modules

Module
@ Screen Saver Module
(=) 11SE Flash Drive Module
MicroTouch Touch Screen Driver

Kep Block Module

Move Up | b ovee Diown

Add.. Configure. . | Remowve |
¢ Back I MHewt > I Finizh | Cancel | Help |

Module Loading Order

The loading order of modules rarely needs to be adjusted.
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Individual Module Details

ThinManager divides the modules into a number of categories or types to make navigation of the module list
easier. The types and modules include ICA, Local Storage, Miscellaneous, Mouse, RDP, Screen Saver,
Sound, TermSecure, and Touch Screen.

ICA Modules

The ICA Modules are advanced modules for advanced users of the ICA client communication protocol.

Citrix ICA UseAlternateAddress Module

The Citrix ICA UseAlternateAddress Module is used by advance Citrix users to specify connections to
Citrix Servers.

Configuration includes UseAlternate Address, Browser Protocol, and HttpBrowser Addresses.

Citrix ICA wfclient.ini Extension Module

The Citrix ICA wfclient.ini Extension Module is used by advance Citrix users. This module allows up to 8
strings of text to be added to the wfclient.exe for passing Citrix parameters.

ICA Client

The ICA Client Module is a module that does not need to be added by administrators. If a terminal is
configured to use the ICA client communication protocol on the Terminal Server Specification page of the
Terminal Configuration Wizard, the terminal will automatically download this module to enable ICA
functionality without human intervention.

Local Storage Modules

The Local Storage modules allow the use of USB ports on ThinManager Ready thin clients. The USB ports
are not active by default for security.

USB Flash Drive Module

The USB Flash Drive Module allows USB flash drives to connect to a terminal. The parameters include:

e Drive Access Rights in Session - ReadWrite allows the user to read and write to the flash drive.
ReadOnly allows the user to read data but not write data, and None sets the flash drive to access only
the unique serial number to make it usable as a TermSecure ID device.

e Use with TermSecure - This, when set to Yes, will allow the flash drive to be used as a TermSecure
ID device.

e Allow Manual Login - This value, when set to Yes, will allow a TermSecure user to log into a
terminal without a TermSecure ID device. If set to No, TermSecure users must use a TermSecure ID
device to log in.

e Prompt for Password - This value, when set to Yes, will require a TermSecure User to enter their
password for access, even if the password is configured in ThinManager.
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See Card and Badge Configuration for a TermSecure User for details.

USB Memory Card Reader Module

The USB Memory Card Reader Module allows USB card readers to connect to a terminal. The parameters
include:

e Number of Slots in Reader - This value sets the number of slots that the card reader uses.

¢ Read Only Access - This value, when set to Yes, will limit the user to reading the card. This value,
when set to No, will allow the user to read and write to the card.

Miscellaneous Modules

These are modules that don't fit in other categories.

Add Serial Port

The Add Serial Port Module is only used to configure the serial ports of daughter boards that add additional
serial ports to terminals. Add a module for each additional serial port. Each module will let the user configure
one additional port.

e Port Number - This value is to be set to the port number of the new port.
e Port Address - This value is to be set to the port address of the new port.
¢ IRQ - This value is to be set to the IRQ of the new port.

e UART- This value is set to the chipset type for the new port.

Firmware Update (Disk On Chip / Compact Flash) Update
Module

The Firmware Update is the new name for the Disk On Chip/Compact Flash Update module in
ThinManager 3.1.

ACP enables some models of terminals to store the firmware with Disk On Chip or Compact Flash storage so
that the unit doesn’t have to download the entire firmware at boot but can boot locally and download just the
configuration to save bandwidth. This is most commonly used with units that will connect over low bandwidth
networks, like wireless networks or WANs. These units can use the Firmware Update module to download
and flash new firmware when the firmware is updated in ThinManager.

The ability to update stored firmware terminals eliminates the need to send the terminal back to the
manufacturer to update the firmware.

Note: The firmware download can vary, depending on the bandwidth of the connection and the size of the
firmware update.

It is recommended that updates be done over a wired LAN instead of over a wireless connection, when
possible.

The Firmware Update module has two configurable parameters.

e Confirm at Terminal - This setting, if set to Yes, will prompt the operator to choose between
immediately updating firmware or waiting until the next boot up. If Confirm at Terminal is set to No, the
firmware download will take place immediately.

ACP ThinManager 3.1 Help Manual Modules ¢ 333



e Force Update - Normally a stored firmware terminal with the Firmware Update module will check
firmware version numbers at boot and only download a new firmware if the versions are different. This
setting, if set to Yes, will force the terminal to always download the firmware for re-flashing.

Note: The module will download firmware when it detects a different firmware. Since this will only happen at
the first reboot after updating the ThinManager firmware, it is safe to leave this module added to terminals
permanently when Force Update is set to No. It does not need to be added and removed each time the
firmware is updated. However, since it will update when the firmware is different, it will try to update the
firmware if you boot it from a ThinManager server with older firmware.

Firmware Update Program

Once the new firmware has downloaded, an update program will run on the terminal to rewrite the new
firmware to the storage. The program will display a warning stating that the terminal must not be reset or
powered off during the process, usually around 30 seconds. Ignoring the warning can corrupt the stored
firmware, so it is important to leave the terminal alone for that period of time.

Note: Heed the warning. The terminal must not be reset or powered off during the brief period that the update
program is writing the firmware to the firmware storage device.

It is recommended that updates be done over a wired LAN instead of over a wireless connection, when
possible.

Stored Firmware Terminal Configuration

A stored firmware terminal loads the firmware locally before connecting to the ThinManager server. The
stored firmware terminals have a setup program that allows configuration of the connection. Enter the
program by selecting any key when Select any key to configure is displayed during the boot process. A setup
screen will be displayed.

ThinClient Confiquration Editor
Copyright (C) 2000 Automation Control Products

TP Address Type :
IP Address c
ThinSerwver
Bouter
HetMask
DHS Server
Change Password
Save Changes and Exit
Discard Charges and Exit

Disk-On-Chip/Compact Flash Configuration Screen

The IP Addressing method is set to DHCP by default. To change a value, navigate with arrow keys to the
desired property. Pressing the Enter key will allow the input and acceptance of new values. The changes may
be saved or discarded before the boot process is resumed.
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Instant Failover Module

The Instant Failover Module allows a terminal to connect to a session on two terminal servers. Both
sessions are active but only one is displayed. If the first terminal server fails, the second session is
immediately displayed, eliminating any downtime due to terminal server failure. See Instant Failover for
details.

The Instant Failover module is used if the terminal is connecting to individual terminal servers. If Terminal
Server Groups are being used, Instant Failover is a Terminal Server Group option. Instant Failover works
within a Terminal Server Group, not between Terminal Server Groups.

Note: The Instant Failover Module is only used with terminals using Individual Terminal Servers. (See
Terminal Server Specification Page).

Terminals using Terminal Server Groups use a checkbox to enable Instant Failover. (See Instant Failover with
Terminal Server Groups).

Do not use this module while using Terminal Server Groups.

The Instant Failover function requires an Instant Failover license for each terminal that uses it.

The ThinManager Ready thin client cascades both sessions, with the primary in front. You cannot see the
secondary session as it is hidden in back. There is an option that allows one to switch between sessions with
a hot key.

Instant Failover Configuration When Using Individual Terminal Servers

If using the Instant Failover module, this is configured in the module properties.

Module Propetties |
Parameter | Walue |
Hat K.ey Sezsion Switching DISABLED
Hot ey Combination iz CTRL+ F3

Farameter IH:::t F.ey Sezzion Switching

Value  |DISABLED B

Set to Default | Set
Done I Cancel |

Instant Failover Module Properties

e Hot Key Session Switching - If this parameter is set to Enabled, the hot key combination will allow
the toggling between sessions.
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¢ Hotkey Combination is CTRL+ - The value of the hot key is defaulted to CTRL+F9 but can be
assigned to any function key.

Instant Failover Configuration When Using Terminal Server Groups

@Terminal Configuration Wizard |

Terminal Interface Options o
Select the menuz and hotkeys that will be available on the terminal. %
M

— Group Selection Options

¥ Show Group Selector on Terminal Selector Options

[ Screen Edge Group 5 election

— Terminal Hotkeys

[V Enable Instant Failowver Haotkeys i Lhange Hotkeys
¥ Enable Group Hotkeys Change Hotkeys
< Back Mewxt = Firizh Cancel Help

Terminal Server Group Options - Instant Failover Hotkey Configuration

If using a Terminal Server Group with Instant Failover, the hotkey is enabled on the Terminal Interface
Options page of the Terminal Configuration Wizard by selecting the Enable Instant Failover Hotkeys

checkbox.

Selecting the Change Hotkeys button when Enable Instant Failover Hotkeys is selected will allow the
hotkeys to be changed from the default.
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Select Hotkeys

— Ingtant Failowver Hotkey

% Control Key I Fg LI

Al kKey

Select Instant Failover Hotkeys

The default hotkey for Instant Failover switching is set to Control+F9. This can be changed by selecting the
Alt Key radio button or using the drop-down to select another function key.

Key Block Module

The Key Block module traps certain keystrokes and prevents them from being sent to the terminal server for
processing.
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Module Properties |

Farameter | " alue |
Block Chil MO
Block Chl+al+Del YES
Block Chl+Ezc YES
Block Al HO
Block Alt+F4 HO
Elock Alt+F MO
Block Alt+T ab MO
Block wWindows Keyp YES
Block Menu ey MO

Parameter IBI::u:k Chil
W alue IND ;I
Set to Default | Set

Done I Cancel |

Key Block Module

The key combinations to be blocked can be configured by in the Module Properties. To launch this, highlight
the module on the Module Selection page and select the Configure button. A Module Properties dialog box
will be displayed. Select the parameter to change in the Module Properties window, select the Value in the
dropdown box and click the Set button.

The key combinations that have a value of YES will be blocked from reaching the terminal server.

Local Print Module
The Local Print Module simplifies printing through the parallel port on ThinManager Ready thin clients.
There are three steps:
1. Install the print driver on the terminal servers that the client will connect to.

2. Add the Local Print Module to the ThinManager Ready thin client as described in Adding a
Module to a Group or Terminal.

3. Configure the Print Driver Name parameter in the module to contain the print driver's name.
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Module Properties |

Farameter | " alue |
Privter Driver Mame MOME

Parameter IP‘rinter Diriver Mame

" alue |E pzon ActionLazer 1500

Set to Default | Set
Dione I Cancel |

Local Print Module Properties

e Printer Driver Name - The Local Print module works when the name of the print driver is entered in

the Value field for the Printer Driver Name. The Print Driver name is provided by the properties page for
the printer.

The Printer Property page for a printer can be launched by selecting Start > Settings > Printers and
selecting the appropriate printer. This will launch the Printer Queue window.

if Epson ActionLaser 1500 !EI E

Printer Document  MWiew  Help

Document Mame | Skaktus | Cwner | Pages | Size

Printer Queue window

Select Printer > Properties to launch the Printer Properties page.

ACP ThinManager 3.1 Help Manual Modules ¢ 339



ﬁc"’ Epson ActionLaser 1500 Properties

" &wailable from |12:|:||:|.-“-".M j Ta |12;|:||:| Y +I_I

Friority: |1 _I?
Driver: IEpsu:un ActionLazer 1500 j Mew Diriver. . |

£+ Spool print documents =0 program finishes printing faster

£ Start printing after last page iz spoaled
% Start printing immediately

™ Print directly ta the printer

[ Hold mismatched documents
¥ Frint spooled documents First
[ EKeep printed documents

¥ Enable advanced printing features

Frinting Defaults. .. | Frint Proceszor. . | Separator Page... |

k. I Cancel | Smply |

Advanced Printer Properties

The Printer Property page shows the Print Driver name on the Advanced tab. This is the name that needs
to be entered into the Local Print Module.
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&% Print i |
General | Layout | Paper/Quality |

— Select Printer

Add Prinker Fax
Status: Ready [ Frint ko file
Location: : :
_ Fird Prirter. .. |
Cornrnett:
— Page Fange

Lo | Murmber of copies: I'I 3:

' Selection ) Cument Page

" Pages:  [1-65535 ¥ Coflzte
Enter either a zingle page number or a single

page range. For example, 5-12

Erint I Cancel | 1] |

Client Print Window

When printing from the client, the printer will be displayed as Printer/username/session number as shown
in the example.

MultiMonitor Module

One Thin Client, Multiple Monitors, Multiple Desktops
with MultiMonitor

MultiMonitor

The MultiMonitor Module was introduced to allow MultiMonitor capable thin clients to be configured for use
with MultiMonitor before MultiMonitor was integrated into ThinManager 3.1. This module provides primitive
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functionality compared to the integrated settings of ThinManager 3.1 and is no longer used. See MultiMonitor
for details.

Module Properties |
Parameter | Walue |
Mumnber of kManitars 2
b air b onitor 1
Seszion Spanning YES
onitor Orientation HORIZ

Parameter INumI:uer af Monitars
" alue |2 LI
Set to Default | Set

Done I Cancel |

MultiMonitor Module Parameters

The MultiMonitor Module has four parameters:
e Number of Monitors — This allows the terminal to be configured for the number of monitors attached.

e Main Monitor — This selects which monitor will receive the login window and messages.

e Session Spanning — This setting, if set to Yes, allows the monitors to be merged into a single
desktop. The maximum size is 4096x2048 pixels.

e Monitor Orientation — This sets the monitor configuration to HORIZ (horizontal) for side-by-side,
VERT (vertical) for stacked, or SQUARE for a grid.

TermMon ActiveX Configuration

This configures the TermMon ActiveX control that collects terminal information and can perform terminal
functions. It is listed as both a Miscellaneous Module and a TermSecure Module but is described in the
TermSecure section.

See TermMon ActiveX Control for details.

Time Zone Redirection Module

The Time Zone Redirection Module allows a terminal to display local time when it is connected to a terminal
server in another time zone.
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Module Properties |

Farameter | " alue |
Eastemn

Time Zone

Parameter IT ime £one

W alue I E astern ;I

Set to Default | Set
Dione I Cancel |

Time Zone Module Properties

e Time Zone - This parameter can be highlighted to activate the Value drop-down that contains time
zones. Select the Set button to accept the changes.

The Time Zone Redirection module needs to have time zone redirection allowed in the Group Policy Console.
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Tm GPO1 - [Console RootsLocal Computer Policy’, Computer Configuration’ Administrative Templates', Windo... [lj[=] E3

: I:l Licensing

------ [ sessions

-7 System
-2 Metwiork

[ T YT T

----- [ windows Installer
----- [ Windows Messenger
----- ([ windows Media Digital Rights M—
----- [ Windows Media Player
----- [ windows Update

----- [:l Internet Information Services
----- (L Task Scheduler
=[] Terminal Services

----- £5) Clientiserver data redirecti

I:l Encryption and Security

------ [ Temporary Folders
------ [C session Directary

% File  Action Wiew Favortes  Window  Help | - |5’ |5|
& - | | | 22
[ Console Root & | | setting | State |
E'f‘j Local Computer P':'"_':?'" _ - Follow Time Zane Redirection Mot configured
El@ Computer C':"-'F'g"'_rat":"-' = Do not allow clipboard redirection Mok configured
% ﬁftdware :e:tt.lngs = Do not allow smart card device redirection Mat configured
|:| ,ﬁ..:lln _D_Wts I:.'E |nT|;|s It = Allow audio redirection Mok configured
: mln!s rative TEmplates = Do not allow COM part redirection Mok configured
EI[:l Windows Components P ) . L .
_____ (0] NetMesting = Do not allow client printer redirection Mok configured
_____ &3 Internet Explorer E‘fﬁ Do not allow LPT port redirection Mok configured
_____ (] Application Compatibility = Do not allow drive redirection Mok configured

s

@ Do nok set defaulk client printer to be default,.. Mok configured

Extended }\ Standard /

Group Policy Console

The Allow Time Zone Redirection policy is found under Local Computer Policy\Computer
Configuration\Administrative Templates\Windows Components\Terminal Services\Client/Server data
redirection folder of the Group Policy.

Please see Microsoft documentation for information on Group Policy.

Mouse Modules

Mouse Configuration Module

The Mouse Configuration Module allows USB or PS/2 mice to be configured and allows the use of two mice.

Configuration of mouse settings include:

e Primary Mouse Type -This setting allows both a PS/2 mouse and USB mouse to be used on a
terminal. This setting will define which mouse is considered the primary mouse.

e Mouse Protocol - This value allows the selection of different protocols used by the mouse.

e Scroll Mouse - The value, when set to Yes, allows a scroll mouse to function on a terminal.
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e Acceleration Multiplier - This value allows the mouse movement to be slowed down or sped up.

e Acceleration Threshold (pixels) - This value is the number of pixels a mouse must move before the
acceleration multiplier takes effect.

These parameters can be changed by highlighting the parameter and choosing a new value in the Value
dropdown box. Use the Set button to accept the new parameter value.

Module Properties |
Farameter | " alue |
Primary Mouze Type P5/2
Mouze Protocol Drefault
Scroll Mouze MO
Acceleration Multiplier 3
Acceleration Threshold [pisels] 4

Parameter IP‘rimar_l,l kMouze Type

voe (TG - |
Set to Default | Set

Done I Cancel |

Mouse Configuration Module

ThinManager supports USB mice with the latest firmware. The Mouse Configuration Module allows
configuration of USB mice.

A ThinManager Ready thin client can have both a USB and a PS/2 mouse installed. This module allows the
selection of the primary mouse when using two mice.

PS/2 Mouse Module

The PS/2 Mouse Module is the forerunner of the Mouse Configuration Module. It allows the changing of PS/2
settings like mouse type, acceleration and threshold. All of these features are now available in the Mouse
Configuration Module.

e Mouse Type -This value allows the selection of PS/2 or USB mouse type.
e Scroll Mouse - The value, when set to Yes, allows a scroll mouse to function on a terminal.
e Acceleration Multiplier - This value allows the mouse movement to be slowed down or sped up.

e Acceleration Threshold (pixels) - This value is the number of pixels a mouse must move before the
acceleration multiplier takes effect.
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Serial Mouse Driver

The Serial Mouse Driver allows a serial mouse to be used with ThinManager Ready thin clients.

Module Properties |

Parameter | Walue

Mouze Type Auta
Senal Port COk1

Farameter Ih-'lu:-use Type

" alue I,.ﬁ.,ut.;.

Set to Default |
Done I

=

Set

Cancel |

Serial Mouse Module

Mouse Type - This value defines what type of mouse is used.
Serial Port — Set this value to the serial port number used for the mouse.

Share Keyboard and Mouse Modules

The Share Keyboard and Mouse module allows several ThinManager Ready thin clients to be controlled
with a single keyboard and mouse without the need of a KVM switch (Keyboard/Video/Mouse).

The Share Keyboard and Mouse has a Master module that is added to the controlling terminal, and a Slave

module that is added to the dependent terminals.

Left Master Right

i) 1 FE ] [

.r"_,-f"'@/_./

Share Keyboard & Mouse Module

Shared Keyboard and Mouse Layout

The Share Keyboard and Mouse can be used by placing several monitors connected to ThinManager Ready
thin clients side-by-side or top-to-bottom. The Share Keyboard and Mouse Master module is loaded on the
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center thin client. This module is configured by adding the IP addresses of the secondary slave thin clients.
The other terminals receive the Share Keyboard and Mouse Slave module.

@Terminal Configuration Wizard |

Module Selechion 'y <

. . (]
Select the modules that load on thiz terminal at boot up. %
M

Inztalled Modules

Module
Share F.evboard and Mouze Mazster Module

e g | fl e (o |

Add... Eanfigure... | Hemoyve |

< Back Finizh | Cancel | Help |

Share Keyboard and Mouse Master Module

Once the Share Keyboard and Mouse Master Module is added to a terminal, it can be configured by
highlighting it in the Installed Module window and selecting the Configure button.
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Module Properties |

Farameter | " alue |
Left Terminal P Address HOME
Right Terminal IP &ddress MOME
Top Terminal IP Address MOME
Bottom Terminal IP Address HOME
Allows |nteractive Shadow of Master MO

Parameter ILeft Terminal IP Addrezs
Yalue |152.166.1.101

Set to Default | Set
Dione I Cancel |

Share Keyboard and Mouse Master Module Properties

e Left Terminal IP Address - Enter the correct IP address for the Slave terminal on the left of the
master terminal, if used, and select the Set button.

* Right Terminal IP Address - Enter the correct IP address for the Slave terminal on the right of the
master terminal, if used, and select the Set button.

e Top Terminal IP Address - Enter the correct IP address for the Slave terminal on the top of the
master terminal, if used, and select the Set button.

e Bottom Terminal IP Address - Enter the correct IP address for the Slave terminal on the bottom of
the master terminal, if used, and select the Set button.

e Allow Interactive Shadow of Master - Normally a terminal with the master module loaded is
blocked from interactive shadow. If you want to allow interactive shadowing on the master, highlight the
Allow Interactive Shadow of Master parameter, select Yes from the Value drop-down, and select the
Set button.

The Share Keyboard and Mouse Slave module is loaded on the secondary thin clients using the same
methods as other modules are loaded.
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Module Properties |

Farameter | " alue |
tazter P Addr AMY

Parameter IMaster |F Addresz
Yalue fary

Set to Default | Set
Dione I Cancel |

Share Keyboard and Mouse Slave Module Properties

e Master IP Address - This setting allows the slave module to be configured to connect to a specified
master by entering the IP address of the master terminal and selecting the Set button.

Select the Done button when finished.

Once the ACP Enabled thin clients are booted, the mouse on the master thin client can be moved seamlessly
into the other desktops. The keyboard will be active in whatever screen the mouse pointer is on.

This allows an operator to have control of several displays with only one keyboard and mouse. The mouse
movement is seamless, allowing access to displays without switching.

Note: A Master Share Keyboard and Mouse session cannot be interactively shadowed in ThinManager
unless it is configured to allow it.

The keyboards and mice for the slave thin clients can be left attached but stowed away until a multi-user
configuration is needed.

The Share Keyboard and Mouse Master module is licensed for each master thin client. The Share
Keyboard and Mouse Slave module is free. Each master module can have 1 to 4 slave units. Future
releases will expand the number of slaves that the master can control.
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RDP Modules

RDP Experience Module

The RDP Experience Module allows a session connected to a Windows 2003 terminal server with RDP to add
features to the session.

Module Properties |

Farameter | " alue |
Allove Dezkiop Background YES
Show Window Contentz “While Dragaing - YES
Allows Menu and YWindow Animation YES
Allows Themes YES

Parameter I.-’-'-.IIDW Deszktop Background

W alue I\rE g ;I
Set to Default | Set

Done I Cancel |

RDP Experience Module Parameters

The RDP Experience Module parameters are:

e Allow Desktop Background - This setting, if set to Yes, will allow a terminal to show a desktop
background.

e Show Window Contents While Dragging - This setting, if set to Yes, will allow a terminal to show
window contents while dragging.

e Allow Menu and Window Animation - This setting, if set to Yes, will allow a terminal to show
window and menu animations.

e Allow Themes - This setting, if set to Yes, will allow a terminal to show a desktop Theme.

These features are only available with Windows 2003 Server. In order to use these features, they must be
enabled by using the Windows Group Policy Editor. See Microsoft documentation for details.
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Tﬂl GPO1 - [Console Root',Local Computer Policy'User Configuration' Administrative Templates'Desk... [lj[=]

Elf—‘j'2 Local Computer Palicy
Computer Configuration
=83 User Configuration
I:l Software Settings
I:l Windows Settings
Ell:l Administrative Templates
-] Windows Components
----- (L start Menu and Taskbar
=[] Deskkop

----- £ Active Desktop

------ (L Active Directory
-7 Control Panel

----- ([ shared Folders
- Mebwork

-1 System

Bﬁ] File Action Wiew Faworites  Window  Help |_|5’|£|
& = | | =
[ Console Rook Setting Skate |

ﬁ Enahi

@ Disable Active Deskbop

@ Disable all ikerms

@ Prohibit changes

@ Prohibit adding ikems

@ Prohibit deleting items

£ Prohibit editing items

@ Prohibit closing ikems

@ Add/Delete itemns

@ Active Deskiop Wallpaper

@ Allows only bitmapped wallpaper

l= Active Deskiop

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

Extended # Standard /A

Group Policy Console

Windows 2003 adds a variety of features that can be accessed or denied by Windows Group Policies as
shown in the example. Please consult Microsoft documentation for assistance with these features.

RDP Module for ThinManager v2.4 and Older

The RDP Module for ThinManager v2.4 and Older module is used to allow older versions of ThinManager

to use RDP.

ThinManager didn’t support RDP until the v2.4.1 release. Users with older versions of ThinManager can use
the RDP client communication protocol with older versions of ThinManager by adding the RDP Module for
ThinManager v2.4 and Older to the terminal and installing a ThinManager firmware that is v02.05.00 or later.

RDP Port Module

The RDP Port Module allows that port that RDP communicates to the terminal server to be changed from the

default 3389 to another port.
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Module Properties |

Farameter | " alue |
ROF Server Port Mumber [decimal] 3393

Parameter IHDP Server Port Murmber [decimal]

Walue |3389

Set to Default | Set
Dione I Cancel |

RDP Port Module Parameters

The RDP Port Module allows the port that RDP uses to be changed from the default 3389.
e RDP Server Port Number (decimal) - Enter the new port number for RDP in this value.

RDP Serial Port Redirection Module

The serial ports on a ThinManager Ready thin client can be remapped by adding the RDP Serial Port
Redirection module to the thin client without additional configuration. Once the thin client is booted, the
COM1 in the session will refer to the COM1 on the terminal, while the COM2 in the session will refer to the
COM2 on the terminal. This function requires Windows 2003 to work.

Additionally the COM Port Mapping needs to be allowed. This is done on the Terminal Services
Configuration Console. To open the Terminal Services Configuration Console in Windows 2003 select Start
> Administrative Tools > Terminal Services Configuration.
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tscc - [Terminal Services Configuration®,Connections]

File Action Yiew Help
“= | BHE XER @@

,, Terminal Services Configurakion Conneckion Transpott Cammerkt

43 Connections =R0P-Tep
- Server Settings

Terminal Services Configuration Console

Launch the RDP-tcp Properties page by highlighting the Connections folder in the tree pane and double-
clicking the RDP-tcp in the right pane. This will launch the RDP-tcp Properties page.

ACP ThinManager 3.1 Help Manual Modules ¢ 353



RoPtcpProperies K|

eneral I Logon Settings | Sesziohs I E nviranment
Remote Cantral Client Settings | Metwark Adapter I Permizzions
— Connection

¥ ilze connection settings from user settings

¥ | Connect client dives at logon
¥ | Connect client printers at logen

¥ | Default to main client grinter

Iw Lirnit b aximum Calor Depth
[ 16 it |

Dizable the fallowing:

[ Diive mapping [T COM part mapping
[ Windows printer mapping [ Cliphoard mapping
[ LPT port mapping [ Audio mapping

k. I Canicel Smply

COM Port Mapping Allowed

The Com port mapping checkbox must be unselected to allow the RDP Serial Port module to function on
the Windows 2003 terminal server.

Screen Saver Modules

MultiSession Screen Saver Module

The MultiSession Screen Saver Module is a screen saver for use on terminals configured with
MultiSession. See MultiSession for details.
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Module Properties |

Farameter | " alue |
Cycle
Start Delay Time in secs 300
Switch Interval in secs [Cycle anly] 15

Parameter IMDdE

W alue I Cycle ;I

Set to Default | Set
Dione I Cancel |

MultiSession Screen Saver Module Parameters

The MultiSession Screen Saver Module has two modes. It can be set to cycle through the MultiSession
windows when the terminal is inactive, or it can be set to return to the main MultiSession screen when the
terminal is inactive.

The parameters are:

e Mode - The Cyclic mode will switch between all active sessions on the terminal. The
GotoFirstGroup mode will switch the terminal to the main session when it is inactive.

e Start Delay Time in secs - This is the number of seconds of inactivity that the terminal will allow
before starting the screen saver.

e Switch Interval in secs (Cyclic only) - This is the number of seconds that the terminal will display
each session when using the Cyclic mode.

Screen Saver Module

Screen Saver Module is a module that loads a screen saver on the client. The screen saver will run when
the terminal is idle to protect the monitor. Since the screen saver runs on the client, it saves CPU resources
on the terminal server.
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Screen Saver on Thin Client

Module Properties

Parameter Walue
Screen Saver BlankScreen
Wait Time in Minutes 30
I1ze Dizable Time Period MO

Dizable Start Hour [0-23) 1]
Digable End Houwr  [0-23) 0

Faorce Off when Start Howr Reached MO

Parameter |

W alue |

Set to Default

Cancel |

MultiSession Screen Saver Module Parameters

The Screen Saver Module configuration includes:
e Screen Saver - the graphic that is displayed when the screen saver is active.
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Wait Time in Minutes - the length of time that the terminal needs to be idle before the screen saver
starts.

Use Disable Time Period - the screen saver can be set to be disabled, or unavailable during a time
block. This could be used to prevent the screen saver from running during normal business hours.

e Disable Start Time (0-23) - This sets the start of the disabled time block. 0 is Midnight and

23is 11:00 p.m.

e Disable End Time (0-23) - This sets the end of the disabled time block. 0 is Midnight and 23

is 11:00 p.m.

e Force Off when Start Hour is Reached - If set to Yes, this will turn the screen saver off

when the Disable End Time is reached.

Sound Modules

The use of sound from a ThinManager Ready thin client requires four things:
ThinManager Ready hardware with a Line Out plug

An amplified speaker

The appropriate sound module

Either a Windows 2003 Server terminal server or MetaFrame.

Plug the speaker(s) into the Line Out plug on the terminal, add the module, and connect to the terminal

server.

Note: Some thin clients, like the Advantech PCM-5820, may require that a sound harness be plugged into the
motherboard.

Current sound modules include:

Advantech ARK-3380 Sound Driver
Advantech PCM-5820 Sound Driver
Advantech PCM-9372 Sound Driver
Advantech UNO-2053E Sound Driver
Allen-Bradley VersaView 200R Sound Driver
Arista 5824-ACP Sound Driver

Arista 6824-ACP Sound Driver

Arista AP-3200 Sound Driver

Arista BoxPC-201H Sound Driver
DC_30_100 Sound Driver

DC_40 100 Sound Driver

Gigabyte TA3LB Sound Driver
NTA-6020 Sound Driver

TC3000 Sound Driver
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e T(C3500 Sound Driver
e TeleVideo TC7X30 Sound Driver
e Xycom XA1300 Sound Driver

Module Properties |
Farameter | " alue |
Audio Bandwidth (1G4 Only] HIGH
Sound In Seszion EMABLED
Terminal Sound Effects EMABLED
Parameter I
W alue |
Set to Default | Set
Cancel |

Sound Module Parameters

These Sound modules have several settings:

e Audio Bandwidth (ICA Only) - This parameter can be set to Low, Medium, or High bandwidth when
using Citrix MetaFrame.

e Sound in Session - This setting, when set to Enabled, will allow sound generated within the session
to be played through the terminal. When this is set to Disabled the session sounds will be turned off but
system sounds will still be generated during TermSecure login for audio feedback during the login
process.

e Terminal Sound Effects - This setting, when set to Enabled, will allow terminal sound effects like
TermSecure login sounds on the terminal.
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TermSecure Modules

RF Ideas pcProx Module

Module Properties |
Farameter | " alue |

Fart COk1
Mumber of Data Bitz 26
I1ze Facility Code YES
Allows b anual Logon YES
Prarmpt for Pazsword MO

Farameter I

" alue |

Set to Default | Set
Cancel |

RF Ideas pcProx Module Parameters

The RF Ideas pcProx Module allows a terminal to use RF Ideas pcProx cards as TermSecure ID cards. The
parameters are:

e Port - This selects the port that the RF Ideas pcProx card reader is installed.

o Number of Data Bits — Different cards use different numbers of data bits in their format. This sets the
number of data bits to match that used by the card as an identifier. The choices are 26, 37, or Raw.

¢ Use Facility Code - This value, when set to Yes, will require the addition of the card’s Facility Code
to the Card / Badge ID number.

e Allow Manual Login - This, when set to Yes, will allow a TermSecure user to log into a terminal
without a TermSecure ID device. If set to No, TermSecure users must use a TermSecure ID device to log
in.

¢ Prompt for Password - This, when set to Yes, will require a TermSecure to enter their password for
access, even if the password is configured in ThinManager.

See Card and Badge Configuration for a TermSecure User for details.

TermMon ActiveX Configuration

This configures the TermMon ActiveX control that collects terminal information and can perform terminal
functions.
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Module Properties |

Farameter | " alue |
Allow Actives Connections YES
Only Allow Connections from Session YES
Parameter I
W alue |
Set to Default | Set
Cancel |

TermMon ActiveX Module Parameters

Normally the TermMon ActiveX, when registered on a terminal server, allows a terminal server session to
communicate with its terminal and act upon it without the need of the TermMon ActiveX module. The
TermMon ActiveX module can be added to the terminal configuration to either deny the default terminal
server to terminal access or to allow access to other sessions and PCs.

o Allow ActiveX Connections - This value, when set to Yes, will allow the ActiveX control to function.
Setting this value to No will prevent any ActiveX communication to the terminal, including the default
terminal server to terminal access.

e Only Allow Connections from Session - This value, when set to Yes, will allow other terminal
server sessions and PCs to communicate to the terminal with the ActiveX functions. If set to No, the only
communication allowed is between the terminal and a session on the terminal server belonging to the
terminal, providing that the Allow ActiveX Connections is set to Yes.

See TermMon ActiveX Control for details.

USB Flash Drive Module

The USB Flash Drive Module can be used to allow USB flash drives to be used as TermSecure ID devices. It
is also listed under Local Storage modules.

See USB Flash Drive Module in the Local Storage Modules for details.

Wavetrend Tag Reader

The Wavetrend Tag Reader Module allows a terminal to use Wavetrend RFID cards as TermSecure 1D
cards. This allows a user to login through TermSecure when they approach the terminal and logs them out
when they leave the area. The distance required to login and log out are configurable in the module.
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Module Properties |

Farameter | " alue |

Fart COk1
Idze Wendor Code YES
Allovw b anual Lagan YES
Prompt for Paszword MO
Entry Signal Strength G0
E xit Signal Strength G0
E ntry Senzitivity 1
Euit Sengitivity 1

Farameter I

" alue |

Set to Default Set
Cancel |

Wavetrend Tag Reader Module Parameters
The parameters are:

Port - The WaveTrend Tag Reader Module connects to a ThinManager Ready thin client through the serial
port. The Port setting specifies which COM Port the reader is attached to.

Use Vendor Code - This, if set to YES, includes the vendor code as part of the identifier number.

Allow Manual Login - If set to YES, this allows a TermSecure User to use the hotkey to initiate logins, or the
device. If set to NO, it will force a TermSecure User to use a device to login.

Prompt for Password - NO allows the device to login without a password. YES forces every TermSecure
User to enter a password after using the device.

Entry Signal Strength - The signal strength required to register the card as in range.
Exit Signal Strength - The signal strength required to register the card as out of range.

Entry Sensitivity - The number of reads above the Entry Signal Strength reads that are required to register
as “Entered”.

Exit Sensitivity - The number of reads below the Exit Signal Strength that are required to register as “Exited”.
See WaveTrend Tag Reader Module for details.

Touch Screen Modules
e Arista ARP-16XXXAP-ACP Touch Screen Driver
e CarrollTouch Touch Screen Driver
e Contec Touch Screen Driver
e DMC Touch Screen Driver
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e Dynapro Touch Screen Driver

¢ Elographics Touch Screen Driver

e Gunze AHL Touch Screen Driver

e MicroTouch Touch Screen Driver

e PenMount Touch Screen Driver

¢ Ronics Touch Screen Driver

e Touch Control Touch Screen Driver

e Touch International IR Touch Screen Driver

e Xycom 33XX Touch Screen Driver

Module Propetties |
Parameter | Walue -
Cornection Type Serial —
Part [Senal Only) COk1
onitor Mumber 1
Double Touch Area [pisels] 10
Dauble Tauch Time [milizeconds] 1000
Touch De-bounce Timeout [millzecondz] 0
Mumber of Calibration Points a
Calibration b argin Percentage 10 b
Swap =y Coordinates MO
Calibration [Entered Automatic ally] (,0,3000,3000 _ILI
« | | »
Farameter I
" alue I

Set to Default | St

Cancel

i

Touch Screen Parameters
Some, but not all, touch screen modules have parameters that can be modified. These may include:
e Connection Type - Whether the touch screen uses Serial or USB to connect.
e Port (Serial Only) - The serial port that the touch screen is connected to.

e Monitor Number — Used to specify which monitor in a MultiMonitor scheme will use the touch
screen.

e Controller Type - Model of touch screen controller.

e COM Port - The serial port that the touch screen is connected to.

e Baud Rate - The speed used for communication between the terminal and the touch screen.
e Double Touch Area - The size of the area that a second touch will register as a double touch.

e Double Touch Time - The amount of time between touches that qualifies as a double touch.
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e Touch De-Bounce Timeout - a time interval used to prevent a single touch from being registered as
multiple touches.

e Calibration (entered automatically) - Set automatically by machine. These are the calibration
values.

e Orientation (entered automatically) - Set automatically by machine. Used at the direction of Tech
Support in error correction.

e Swap XY Coordinates — If X and Y are reversed, this setting will correct the orientation.

e Calibration Hotkey — This allows a function key to be set as a hotkey so that the calibration can be
launched from a keyboard.

e Calibration Hotkey Modifier— This setting adds CTL or ALT to the hotkey to launch the calibration
from the keyboard, if desired.

e Calibration Touch Down Time (seconds)— This setting, when enabled, will launch the calibration
program when the screen is touched for the assigned number of seconds.

e Number of Calibration Points — This sets the number of calibration points that the calibration
program uses during the calibration process.

e Calibration Margin Percentage — This sets the distance from the edge of the screen that the
calibration points are displayed.

Video Driver

The method of downloading video drivers was changed in ThinManager 3.0. In previous versions all of the
video drivers were contained in the firmware and were downloaded at boot. In v3.0 the video was split out of
the firmware and each thin client will only download the video driver that it needs.

In ThinManager 3.1, like 3.0, one does not need to add the video module to the terminal but only needs to
have the video module installed in ThinManager to make it available. As each terminal connects to
ThinManager it will download the correct module.

These modules are normally installed with ThinManager 3.1. See Installing a Module to see how to update or
add new modules.

The current video driver list includes:
e AMD Geode Video Driver

e Core Video Driver

e Geode Video Driver

¢ Intel i8XX Video Driver

e |Intel i8XX//iI9XX Video Driver
e Legacy Video Driver

e MultiMonitor Video Driver

e 53 Savage Video Driver

e VIA CLE266 Video Driver

Note: Users with ThinManager 2.6 and earlier may need to add the individual video module to the terminal if
using certain models of ThinManager Ready thin clients. This doesn’t apply to ThinManager 3.0 and
later.

See http://www.thinmanager.com/support/downloads.shtml for details.
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Multiple Monitors

Introduction to Multiple Monitors

ACP ThinManager has two methods of providing multiple monitors in a thin client system - the Share
Keyboard and Mouse method and the MultiMonitor method.

The Share Keyboard and Mouse module allows several ThinManager Ready thin clients, each with a single
video port, to be controlled with a single keyboard and mouse without the need of a KVM switch
(Keyboard/Video/Mouse). The Share Keyboard and Mouse system ties several desktops together with a
common mouse and keyboard so that the user has increased real estate under their control. Because each
screen is still an independent desktop, programs don't need to be rewritten in a new resolution for a larger
desktop. Instead, one would run the normal sized application on each of the desktops, allowing the operator
to view different windows on different monitors.

See Share Keyboard and Mouse Modules for details on deployment.

The MultiMonitor method uses specific ThinManager Ready thin clients that have multiple video ports built
into the hardware. Each MultiMonitor thin client can have from two to five monitors attached. These monitors
can be configured to merge into an expanded desktop (called “spanned” by ACP) or can display individual
desktops (called “screened” by ACP), or combinations of “spanned” and “screened” sessions.

See MultiMonitor for details on deployment.

Share Keyboard and Mouse Modules

The Share Keyboard and Mouse module allows several ThinManager Ready thin clients to be controlled
with a single keyboard and mouse without the need of a KVM switch (Keyboard/Video/Mouse).

The Share Keyboard and Mouse has a Master module that is added to the controlling terminal, and a Slave
module that is added to the dependent terminals.
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Left Master Right

] |8 1 5
= ammye T

Share Keyboard & Mouse Module

Shared Keyboard and Mouse Layout

The Share Keyboard and Mouse can be used by placing several monitors connected to ThinManager Ready
thin clients side-by-side or top-to-bottom. The Share Keyboard and Mouse Master module is loaded on the
center thin client. This module is configured by adding the IP addresses of the secondary slave thin clients.
The other terminals receive the Share Keyboard and Mouse Slave module.

ﬂTerminal Configuration Wizard |
. (=]
Module Selection ‘Eaaa“
Select the modules that load on this terminal at boat up. 1&
M

Inztalled Modules

M adule

Share Kepboard and Mouse Master Module

Move Up b ovee Diown

Add.. Configure. . Remowve

¢ Back I MHewt > I Finizh Cancel Help

Share Keyboard and Mouse Master Module

Once the Share Keyboard and Mouse Master Module is added to a terminal, it can be configured by
highlighting it in the Installed Module window and selecting the Configure button.
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Module Properties |

Farameter | " alue |
Left Terminal P Address HOME
Right Terminal IP &ddress MOME
Top Terminal IP Address MOME
Bottom Terminal IP Address HOME
Allows |nteractive Shadow of Master MO

Parameter ILeft Terminal IP Addrezs
Yalue |192166.1.114

Set to Default | Set
Dione I Cancel |

Share Keyboard and Mouse Master Module Properties

e Left Terminal IP Address - Enter the correct IP address for the Slave terminal on the left of the
master terminal, if used, and select the Set button.

* Right Terminal IP Address - Enter the correct IP address for the Slave terminal on the right of the
master terminal, if used, and select the Set button.

e Top Terminal IP Address - Enter the correct IP address for the Slave terminal on the top of the
master terminal, if used, and select the Set button.

e Bottom Terminal IP Address - Enter the correct IP address for the Slave terminal on the bottom of
the master terminal, if used, and select the Set button.

e Allow Interactive Shadow of Master - Normally a terminal with the master module loaded is
blocked from interactive shadow. If you want to allow interactive shadowing on the master, highlight the
Allow Interactive Shadow of Master parameter, select Yes from the Value drop-down, and select the
Set button.

The Share Keyboard and Mouse Slave module is loaded on the secondary thin clients using the same
methods as other modules are loaded.
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Module Properties |

Farameter | " alue |
tazter P Addr AMY

Parameter IMaster |F Addresz
Yalue fary

Set to Default | Set
Dione I Cancel |

Share Keyboard and Mouse Slave Module Properties

e Master IP Address - This setting allows the slave module to be configured to connect to a specified
master by entering the IP address of the master terminal, and selecting the Set button.

Select the Done button when finished.

Once the ACP Enabled thin clients are booted, the mouse on the master thin client can be moved seamlessly
into the other desktops. The keyboard will be active in whatever screen the mouse pointer is on.

This allows an operator to have control of several displays with only one keyboard and mouse. The mouse
movement is seamless, allowing access to displays without switching.

Note: A Master Share Keyboard and Mouse session cannot be interactively shadowed in ThinManager
unless it is configured to allow it.

The keyboards and mice for the slave thin clients can be left attached, but stowed away until a multi-user
configuration is needed.

The Share Keyboard and Mouse Master module is licensed for each master thin client. The Share
Keyboard and Mouse Slave module is free. Each master module can have 1 to 4 slave units. Future
releases will expand the number of slaves that the master can control.
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MultiMonitor

MultiMonitor is configured in the Terminal Configuration Wizard or the Group Configuration Wizard
MTerminal Configuration Wizard |

Terminal Hardware o
Select the manufacturer and model of this terminal. %
M

IJze this to configure the bype of hardware far thiz terminal.

Make /OEM AU - |

Model |BosPC201H =l

OEH kodel BoxPC201H-ACP
Yideo Chipzet Intel 245

T erminal 1D Haone Clear |

¢ Back I MHewt > I Finizh Cancel Help

MultiMonitor — Terminal Hardware

MultiMonitor configuration is initiated in the Terminal Configuration Wizard when a MultiMonitor-capable
thin client is selected on the Terminal Hardware page.

Select the Next button to continue.
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MTerminal Configuration Wizard |

Terminal Server Specification \oQ 4
Select the method for choozsing terminal servers available for thiz %
M

terminal.

— Method of Terminal Server Selection

" |lze Teminal Server Groups

" Select Individual Terminal Servers

— MuliSezsion

¥ Enable MultiSession

— TermS ecure

[” Enable TermSecure

— kuiltibd cnitar

¢ Back I MHewt > I Finizh Cancel Help

MultiMonitor — Enable MultiMonitor

MultiMonitor requires the use of Terminal Server Groups. Once the Use Terminal Server Groups checkbox
is selected on the Terminal Server Specification page the Enable MultiMonitor checkbox becomes visible.

Select the Use Terminal Server Groups and the Enable MultiMonitor checkboxes, and then select the
Next button.

Select the Next button to continue.
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MTerminal Configuration Wizard |

MultiMonitor ¥ideo Settings \oQ 4
Select the number of monitors and a video mode for each maonikar, %
M

MHumber of kMonitors o2 3 =4 5

— Manitar Yideo Modes

Colar Depth IE#K Colors = I

R ezalution Refrezh Rate

Maritor 1 [1024s768 =]  fesHz =]
Monitor 2 [1024s768 =]  fesHz <]
Moritar 3 [1024u768 =]  |g8Hz =]
Maritar 4 [to2ss7ee =] fesHz ]

¢ Back I MHewt > I Eirizh Cancel Help

MultiMonitor — Video Settings

The MultiMonitor Video Setting allows the user to choose how many monitors will be connected to the
MultiMonitor thin client using the Number of Monitors radio button.

The Color Depth dropdown allows the color depth to be set for all the monitors.

The Resolution and Refresh Rate can be set for each monitor using the dropdowns.
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ﬂTerminal Configuration Wizard

MultiMonitor ¥ideo Settings

Select the number of monitors and a video mode for each maonikar, 1&
M

=]|

Eaﬂaﬂ

MHumber of kMonitors o2 3 = 4 5
— Manitar Yideo Modes

Colar Depth IE#K Colors = I

R ezalution Refrezh Rate

Moo [100xzo0 =] [E0Hz x|

M anitar 2 I E40:480 LI I B0Hz LI

Manitor 3 [12800024  »|  [TH: =]

Masiod [1024x763 | EER

¢ Back Eirizh Cancel Help

MultiMonitor — Video Settings

The monitors do not need to use the same resolutions but can be individually configured.

Select the Next button to continue.
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MTerminal Configuration Wizard |

2':”3':'0

Monitor Layout o
Select the phyzical monitor lavaut and the layout of the terminal %
M

TEMVEl SESTIONS.

Choose your manitor lapout D D 1

" kair b anitor

ol e e e

Choose your zcreen lapout

L i B . C

" TermSecure Initial Screen

¢ Back I MHewt > I Eimizh Cancel Help

MultiMonitor — Monitor Layout

The Monitor Layout page allows the configuration of the MultiMonitors.
The Choose your monitor layout dropdown will display the various physical arrangements that the monitors

can be placed in. Select the layout that matches your layout.

e e L

2137

T
T

CEEE

Sample Monitor Layouts

The Main Monitor radio button determines which screen is considered the main monitor. This monitor will
display the TermSecure login window, Main Menu, and ThinManager messages.

The Choose your screen layout dropdown with allow the assignment of sessions to the monitors. The
monitors can be combined into a “Spanned” session that contains two or more monitors or they can be
configured to hold an individual session per monitor, called “Screened”, or a combination of the two.

ACP ThinManager 3.1 Help Manual Multiple Monitors e 373



.
]

-

!
[
L
[

I
i
|
[

— i —

_A_

L —

1
)

Lo

_E_

_E_

Samples of Four-Monitor Configurations
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Note: The desktop of a spanned session is limited to 4096x2048. The selection of monitor resolution on the
MultiMonitor Video Settings page can affect the number of monitors that you can add to a spanned

session.

The TermSecure Initial Screen radio button determines which screen is considered the main monitor for
TermSecure. This monitor will display the TermSecure Main Menu window and messages.

Select the Next button to continue.
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ﬂTerminal Configuration Wizard |

Terminal Server Group Selection ‘Eaga“
Select the terminal erver groups bo put on each maonikar 1&
n
Screen b
Screen B
C Screen C
Screen D
Edit Server Groups | )
¢ Back I et » | Firizh | Cancel Help

MultiMonitor — Terminal Server Group Selection

The Terminal Server Group Selection page allows Terminal Server Groups to be assigned to each monitor
group. Highlight the desired group and select the arrow to move it to the desired screen.
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ﬂTerminal Configuration Wizard |

Terminal Server Group Selection ‘Eaga“
Select the terminal erver groups bo put on each maonikar 1&
i
Screen b
Hil
L p— L —1
; Screen B
Available Server Groups =
eparts
Dezktop >
Screen C
Excel
| > "w"::un_:l
Edit Server Groups | { E il
¢ Back Finizh | Cancel Help

MultiMonitor — Terminal Server Group Selection

The number of available screens is based on the combination of screened and spanned sessions selected on
the Monitor Layout page.

Select the Next button to continue.
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MTerminal Configuration Wizard |

Screen Options \oQ 4
Set the ophionz for each screen. %
M

— Screen A Ophions _ ;
[ Allow groups to move todfrom screen V¥ Show Group Selectar

kain banitar I 1 - I Selector Ophions |

— Screen B Options
[T allow groups to move todfrom screen I Show Group Selector

b ain b onitar I 3 - I Selector Options |

—Screen C Options
[T allow groups to move tadfrom screen I Show Group Selector

k ain kdanitar 4 - Selector Options |

¢ Back I MHewt > I Finizh Cancel Help

MultiMonitor — Screen Options

Terminals using MultiSession can be configured to allow sessions to be moved from monitor to monitor for

user preference. This is configured by selecting the Allow groups to move to/from screen checkbox. If left
unselected the sessions will stay in the assigned monitor.

The Main Monitor drop-down determines which monitor will display the Terminal Server Group Selector
menu.
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MTerminal Configuration Wizard |

Screen Options o 4

. (=]
Set the ophionz for each screen. %
M

— Screen A Ophions
v illove groups ta move todfrom screert ¥ Shaow Graup Selectar

kain banitar I 1 - I Selector Ophions |

—Screen B Options
[T allow groups to move toffom screen ¥ Show Group Selector

b ain b onitar I 3 - I Selector Options |

—Screen C Options
[T allow groups to move tadfrom screen W Show Group Selector

k ain kdanitar |4 - I Selector Options |

¢ Back I MHewt > I Finizh Cancel Help

MultiMonitor - Screen Options

The Screen Options settings are:
e Allow groups to move to/from screen — This checkbox, if selected, will allow a session from a
MultiSession group to be moved to or from the monitor to suit a user’s preference.

e Show Group Selector— This checkbox, if selected, will display the Terminal Server Group Selector
to allow the user to switch between MultiSession groups.

e Main Monitor — This drop-down sets what monitor in a spanned set will display the Terminal Server
Group Selector menu.

e Selector Options — This button launches the Group Selector Options window to allow configuration
of the Terminal Server Group selector.
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Group Selector Options

|
v tuto-hide Group Selector
Group Selector Menu Size IN':'”T"3| j’ Cancel |

Group Selector Options Window

The Group Selector Options is covered in Terminal Interface Options.

Each Terminal Server Group that is to be moved needs to have this property configured in the Terminal
Server Group configuration.

@Terminal Server Group Wizard |

Group Oplions 'y 2

. . (]
Select the ophions for this group. %
M

— Select Group Type Options

v SmantSession Group
¥ Make group available for MultiSession configurations

¥ &pplication Link Group

— Select Group Optionz

™| Enforze Primany

[ Instant Failover [requires licenze]

¥ Always maintain a zession for thiz group
¥ Start a zession at boot-up for this group
v allow suto-Login

v Allows Group to be moved [Multibonitorf

[ Disconnect sesszion when group is in the background

< Back I Mext > I Finizh Cancel Help

Terminal Server Group Wizard — Group Option

To configure a Terminal Server Group to be moved, open the Terminal Server Group Wizard for the group
and navigate to the Group Options page. Select the Allow Group to be moved (MultiMonitor) checkbox
and select the Finish button to accept the change. See Terminal Server Group List for details on the Terminal
Server Group Wizard.

Select the Next button to continue with the configuration as shown in Terminal Server Group — Group Options
Page.
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Reports

New Feature

ThinManager 3.1 introduces the ability to run reports to show and collect data on the ThinManager system.
These reports can show the event log, configurations, uptimes, and other data.

A Reports tab on the Details pane will show a report for a highlighted ThinManager Server, terminal, terminal
group, terminal server, TermSecure user, or TermSecure user group.

Reports can be scheduled to be run and saved as * . html files for storage or further analysis.

Report Template Installation

ThinManager 3.1 will install a number of reports into the ThinManager folder (C: \Program
Files\Automation Control Products\ThinManager\ReportTemplates) during
installation.

Additional report templates can be downloaded from www.thinmanager.com/support/downloads.shtml as they
become available.

New reports are installed by selecting Install > Reports from the ThinManager menu. This launches the
Reports window.
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Reports |

' Feport Templates ™ SOL Files " Images, Finizhed Feports ete.
Report Descrption I Report Type I Report Template |
Terminal Configuration Changes terminal TerminalConfigChangesTemplate. html
Terminal Configuration gpghem TerminalCaonfiguration T emplate. ktml
Properties of Al Terminals apzhem TerminalPropertiesT emplate. ktml
Terminal Seszion Events Log terminal TerminalSezsionE vents Template. html
Terminal Shadow Events terminal TerminalShadowE ventzTemplate. html
Terminals Properties gpghem TerminalzRepart T emplate. ktml
TermSecure Login/Logout Ewentz LizEr I zerloginE ventT emplate. btrl
Ewent Log gystem eventlogtemplate. html
Terminal Uptime Report gystem terminaluptimetemplate. html

Inztall Delete

Reports Window

Select the Install button to launch a file browser.
e Report Templates — If this radio button is selected the file browser will browse for * . html files.

* SQL Files — If this radio button is selected the file browser will browse for * . sq1l files.

e Images, Finished Reports, etc. — If this radio button is selected the file browser will browse for
assorted files.

Look jr: I I Reports ;I = =5 Ef-

Herminals entsTemplate . htrml
|?| terminalsessions, sql
E1 kerminalshadowevents, sql
.-._Ej TerminalshadowEventsTemplate, htrl

File name: ITerminaIS ezzionE ventsTemplate. html Open I
Filez aof type: I LI Cancel |

[~ Open az read-only
: b7

File Browser

Each report has a * . html component and a * . sql component. Select the Report Templates radio
button, browse to the new * . html file, and select Open to install. Select the SQL Files radio button,
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browse to the new * . sql file and select Open to install. Once these two components are added the report
will be available.

Selecting Reports

The reports are displayed on a Report tab in ThinManager. To select which report will be displayed on the
Report tab select View > Reports from the ThinManager menu to launch the Select Reports window.

Select Reports |

_I Cancel |

System Fepart IF'ru:nperties of All Terminals
Teminal Repaort ITerminaI Shadow Events ;I
Teminal Server Report ITerminaI Server Properties ;I

TemSecure User Report ITermSecure Login/Logout Evenlll

Select Reports Window

The Select Reports window has four fields that determine which report is displayed on the report tab.

e System Report — This selects the report to display on the report tab when the ThinManager Server is
highlighted.

e Terminal Report — This selects the report to display on the report tab when a terminal or terminal
group is highlighted.

e Terminal Server Report— This select the report to display on the report tab when a terminal server
is highlighted.

e TermSecure User Report — This selects the report to display on the report tab when a TermSecure
User or TermSecure User Group is highlighted.

Use the drop-down list to select the desired report.
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Report Tab

The reports selected in the Select Reports window will be displayed on the Report tab in ThinManager.
EThinManager ¥3.1 M=l B3

Edt Manage Install Tools Wew Remoteview Help

IDhuupEE j Eonfiguratiunl Mu:u:lulesl SCheduIel F'ru:upertiesl Ewvent Logl Shadow Report I

E---"'.f' ohoopee :I

GODOO

}% TVI3S Terminal Configuration Changes

THINAMANAGES 3
QB8/07/07

-60z20

Description Time User
= ﬁ Terminal Servers ;
C B Black Terminal Created 06/05/07 15:22:06 pbumns
B i Terminal Configuration Changed 06/05/07 16:16:55  pburns
B o Terminal Configuration Changed 06/07I07 11:58:23 pburns
B Gray
E Green
B Tan
[—]i Terminal Server Groups
Calculataor
Desk_Black
Desk_Brown
Desk_Tan
-5 Har
Maotepad
Std_Groupl
4% TermSecurs Users

ﬂ &braharnl i
4% BerF q _,I_I

For Help, press F1 i

Report Tab

Highlight the desired ThinManager Server, terminal, terminal group, terminal server, TermSecure user, or
TermSecure group, then select the Report tab to display the report.
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Print Report

A Report can be printed by selecting the Report tab then selecting View > Print from the ThinManager menu.
A Print window will be displayed to allow the selection of the printer.

T

General | Dptigngl

— Select Printer

=23 CukePDF Prinker
£HF Laser Jet 5000 Series PCL

o KONICA MIMCOLTA magicolor 543001

L=z Macromedia FlashPaper
iz Microsoft %PS Document W

| i
Status: Ready [~ Printtofile  Preferences |

Lacatian:

Comrent: Find Printer... |

— Page Fange

Lo | Murmber of copies: |1 3:

" Selection £ Cument Page

" Pages: |1 ¥ Collate
Enter either a zingle page number or a single

page range. For example, 5-12

Erint I Cancel | Amply |

Print Window

Highlight the desired printer and select the Print button to print the report.

ACP ThinManager 3.1 Help Manual Reports e 385



Scheduling Reports

Reports can be scheduled to be run once at a specified time or to be run regularly at a specific time. The
reports are saved as * . html files for storage or further analysis.

To schedule report generation open the ThinManager Server Configuration Wizard by highlighting the
ThinManager Server and selecting File > Modify.

@ThinManager Server Configuration Wizard |
System Schedule o
Edit the system schedule %
M

Syztem Schedule

Edit Scheduls

< Back Mext > Finizh Cancel Help

ThinManager Server Configuration Wizard — System Schedule

Navigate to the System Schedule page and select the Edit Schedule button to launch the Event Schedule
window.
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Event Schedule |

Select Event Categaory Isystem ;I

Ewvent Type | Time |

&dd Edit Delete

Event Schedule Window

Select the Add button to open the Schedule window.
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schedule |
— Event Type

I Run Repart ;I

— Report Template File

Properties of All Terminalz
Terminal Configuration
Terminal Lptime Repaort
Terminals Properties

— Fepeat [nterval

" Once Only " Time Interval
= wieekly / Daily " Manthly " Yearly
—Wweekly Schedule

[~ Monday £ 5
very Da |
[T Tuesdap v

[~ wednesday

[ Thurzday
[ Friday
[T Saturday
[ Sunday
Time | 12:00 P —

Cancel | ak. I

Schedule Window

The Schedule window allows system events to be configured.
e  Event Type — This drop-down allows the event to be chosen. There are two types:

o Backup Configuration Database — This allows a scheduling of automatic configuration
backups.
o Run Report — This allows a report to be run and saved as a * . html file on a regular basis.

e Report Template File - This drop-down allows the selection of the report to run.
e Report Output File — This applies the naming convention to the saved reports.

o Auto Generate Filename — This checkbox, if selected, will save the file to the ThinManager
folder with the report name and a time stamp as its title.

. If the Auto Generate Filename is unselected, the field allows entry of the desired filename.
The filename needs to end in .html.

There are a few switches that allow the file name to be modified with a timestamp for
identification purposes. If you do not use a timestamp, the file will be overwritten each time
the report is run.

. %c — Adds date and time
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o %h — adds hour (0-24)

. %M — adds minute (0-59)
. %X — adds date
. %X — adds time

e Repeat Interval — These radio buttons allow the frequency of the report generation to be set.

e Time — The fields to set the time of the report generation changes to match the Report Interval
selected by the radio button. The Time field may allow dates, days, hours, or intervals to be set
for the report.

Once the report is configured, select OK to accept the report schedule.
Event Schedule |

Select Event Categaory Isystem ;I

Ewvent Type | Time |

Hun B eport

Add Edit Delete

Event Schedule

The scheduled report will be displayed in the Event Schedule window.
e Select Add to add another report schedule.

e Select Editto edit the schedule of a highlighted report.
e Select Delete to delete the schedule of a highlighted report.

e Select OK to accept the schedules and close the window.

When a report is run the files are saved for viewing.
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& C:' Program Files', Automation Control Products’, Thin... =]

J File Edit iew Fawaorites Tools  Help

)
l;r

J () Back =

> T | ' Search

Falders | B X

o

J.ﬁ.u:_ldress |28 T YProgram Files) Automation Conkrol F'rn:u:lun:ts'l,;l Y Go

MName  *

Size | Date Modified

IE]ElEHwE!nl:Il:u;|_2I:II:I.'f‘_I:IEu_I:I?_l3_I:I5.I'|I:m|

.f] eventlog_2007_06_07_13_35,html
.ﬂ eventlog_2007_06_07_14_09,html
.i] eventlog_2007_06_07_14_35,html
@J eventlog_2007_06_07_15_05,html
@] eventlog_2007_06_07_15_35,htmil
@'] eventlog_2007_06_07_16_05.html
,@ eventlog_2007_06_07_16_35.html
,E] eventlog_2007_06_07_17_05,html
.f] eventlog_2007_06_07_17_35,html
.ﬂ eventlog_2007_06_07_18_09,html
.i] eventlog_2007_06_07_18_359,htmil
.@ eventlog_2007_06_07_19_05,html
.ﬂ logo150%50.ipg

Ii_".] logo150x50_pbs.jpg

7] logo150:50_TH. jpg

Jd

|&] TerminalsessionEventsTemplate, html

289 KB
290 KB
290 KB
291 KB
291 KB
291 KB
291 KB
291 KB
£91 KB
£91 KB
296 KB
296 KB
296 KB

S kKB

3KB

S kB

JKB

&/7/2007 1:05 PM
6/7/2007 1:35 PM
&/7/2007 2:05 PM
6/7/2007 2:35 PM
£/7/2007 3:05 PM
6/7/2007 3:35 PM
&/7/2007 4:05 PM
&/7/2007 4:35 PM
6/7/2007 5:05 PM
6/7/2007 5:35 PM
&/7/2007 6:05 PM
6/7/2007 6:35 PM
£/7/2007 7:05 PM

5/22/2007 10:33 AM

&/7/2007 2:20 PM

5/22/2007 10:33 AM

6/7/2007 1:07 PM

|1 objects selected |3.?1 ME

| 4 My Computer

2
/

Saved Reports

Once the report has run it can be opened in a web browser.
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ﬁ'-‘ C:',Program Files Automation Control Products', ThinManager'Reportsieventlog 2007_06_07 14 35.h... [l=] E3

J File Edit ‘Wiew Favorites Tools  Help

T:I? ';:? 5& Z:\Program FilestAutomation Control Producks) Thinka. . .

o TMIS

THINAMARMAOGER 3

Event Log

0610707

Event Type Type Hame Description Time User

060507
11:23:02

0e/05/07
11:23:03

060507
11:23:05

MonitorConnection  terminal 001485012635 Monitor Connection Lost Connection  06/05/07

MaonitorConnection terminal purple Maonitor Connection Established

MonitorConnection terminal tan Monitar Connection Established

MaonitorConnection terminal 001485012635 Monitor Connection Established

timed out 11:24:21

MonitorConnection terminal purple Monitor Connection Lost 33‘2?3:
MonitorConnection terminal tan Maonitor Connection Lost UE‘_IUE”_'UT
112511

MonitorConnection  terminal purple Monitor Connection Established st
11:25:22

MonitorConnection terminal tan Maonitor Connection Established L

11:25:23

T -
4] | LI_I

|D|:une I_ I_ I_ I_ I_ |_| ¢ My Computer | F100% - g

Report Shown in Internet Explorer

Once the report is generated the data can be saved or reformatted as desired using standard HTML tools.
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Changing the Report Logo

Each report template has a ThinManager TM3 logo as part of the report header. This can be changed to your
company logo.

1. Create a copy of the desired logo in * . jpg format with a size of 150x50 pixels. A white
background is helpful if the logo is irregularly shaped.

2. Name thefile 1ogol150x50. jpg.

3. Copythe 10go150x50. jpg into the ThinManager folder ( C:\Program
Files\Automation Control Products\ThinManager\Reports by default).

4. Open the report to see the change.
E!Thinl\"lanager ¥3.1 =] B3

Edt Manage Install Tools Wew Remoteview Help

IDhuupEE j Eonfiguratiunl Mu:u:lulesl SCheduIel F'ru:upertiesl Ewent Logl Shadow Report I
E|---':;E" ohoopee :I
EI Terminals
(= croupt PB, GD&E
: WinTMC Terminal Shadow Events
- nra-s020 06107107
- Uno-zos3e
- B wata00
£ Description Time User
[+ ﬁ Terminal Servers
. Terminal Shadow Started 06/05/07 15:15:56 phurns
Eﬂ---ﬁ Terminal Server Groups i
I'_—'I---ﬂ TermSecure Lisers Term?nal Shadow Ended 06/05/07 15:16:00 pburns
4% Abrahaml Terminal Shadow Started 06/05/07 15:16:50 pburns
ﬂ BenF Terminal Shadow Ended 06/05/07 15:22:04 pburns
ﬁ Genrgen Terminal Shadow Started 06/06/07 11:23.37 pburns
Terminal Shadow Ended 06/06/07 11:25.46 pburns
Terminal Shadow Started 06/0TFI0OT 14:22:26 pburns
Terminal Shadow Ended 06/07FI07 14:22:27 pburns
J _'I_I
For Help, press F1 l_ S

Report with New Company Logo

The new logo will be displayed on all reports.
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Shadowing

Shadowing of a ThinManager Ready terminal can be initiated from within ThinManager by using the new
Shadow tab in the Detail pane of ThinManager. To shadow, highlight the desired terminal in the
ThinManager tree and select the Shadow tab.

ﬁThinManager v3.1

Edit Manage Install Tools Wew RemoteView Help

(=] E3

Inhnupee

El

Il

E---'*' ohoopee
[i] g Terminals

= @ Eroupl

‘@ SubGroupl
.Q Terml
Q Termz
Q Term3

H-- @ Group2
H- 38, MultiMoritor

g Termd
=R .E'a

l_|lT|lT|lT|

- g Termé

H- ﬁ Terminal Servers
Eli Terminal Server Groups
H-4F  TermSecure Users

For Help, press F1

Canfigwatianl Madulesl Schedulel F'mpertiesl Event Log Shadow | Hepartl

L& Yo Jrasd T e
SIn| Al c|olal] B
= 2 2 mlelylplE=lal 5|

Thes. ok aiwes Hargh 4 snakaRny |

TR

i3
Tom Hrky, wiorh, Bk Topis o

Shadow — Shadow Scaled to Window

The shadowed terminal can be viewed full-sized or scaled to fit in the Details pane. Select RemoteView >
Shadow scaled to Window to scale the session and unselect the option to view it life sized.
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Shadow Access

Access to the shadow function is controlled by membership in ThinManager User Groups. See ThinManager
Security Groups for details.

e ThinManager Administrators and Administrators can shadow terminals and interactively control
the terminal session.

e ThinManager Power Users can shadow terminals from within ThinManager but cannot interact with
the session. They are in View-only mode.

e ThinManager Interactive Shadow Users can shadow terminals from within ThinManager and can
interact with the session.

e ThinManager Shadow Users can shadow terminals from within ThinManager but cannot interact
with the session. They are in View-only mode.

e ThinManager Users cannot shadow a terminal.

RemoteView > Interactive Shadow on the menu bar prevents the interaction with the shadowed session if
unselected.
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Configure Shadowing

Shadowing can be configured on the Terminal Options page of the Terminal Configuration Wizard or
Terminal Group Configuration Wizard.

MTerminal Configuration Wizard |

Terminal Options o 4

) . . (=]
Select the options for thiz terminal. %
M

" T erminal R eplacement

¥ llovs replacement at terminal i off line

— Teminal Schedule

[T SetSchedule Scheduls |

— Terminal Effectz
¥ Enable Terminal Effects

¥ Show terminal status meszages

— Shadowing
Bllows terminal to be shadowed TES ot

v Allows Interactive Shadow

¢ Back I MHewt > I Finizh Cancel Help

Terminal Configuration Wizard - Shadow Configuration

The Allow terminal to be shadowed drop-down box allows the configuration of Shadowing Options.
e No - Prevents members of the Group from being shadowed.

e Ask - Will display a message window that will prompt for a positive response before the shadowing is
allowed.

e Warn - Will display a message window alerting the terminal that it is to be shadowed, but doesn’t
require a positive response before the shadowing is allowed.

e Yes - Allows shadowing to occur without warning or recipient input.

Allow Interactive Shadow will allow members with Interactive Shadow privileges to shadow the terminal.
The Interactive Shadow privileges are configured in the ThinManager Server Configuration Wizard. See
ThinManager Server Configuration Wizard or ThinManager Security Groups for details.

Shadowing is initiated from the Shadow tab on the Details pane of the ThinManager program. Unselecting
the Allow Interactive Shadow checkbox will prevent shadowing from within ThinManager.
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Shadow Keystrokes

Because the CTL+ALT+DEL and the CTL+ESC keystrokes can’t be sent to the local machine to the
shadowed ThinManager Ready thin client, there is a menu item to send these commands. Select
RemoteView > Send Key > Send Ctl+Alt+Del or RemoteView > Send Key > Send Ctl+Esc to send these
commands.

Note: The Key Block Module will block these commands from being sent to a shadowed session.

Changing the tab or selecting another tree icon will break the shadow connection.
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ThinManager Security

ThinManager Security Groups

Access to ThinManager can be assigned to Windows User Groups on the ThinManager Security Groups

page.
X

ﬂThinManager Server Configuration Yizard

ThinM anager Security Groups o
Azzign access to Thinkd anager functions for Windows User Groups. %
M

Windows [zer Group Cielete Graup

Add Group

L

—%windows User Group Permizsions

v allow Connection V¥ Shadow

W Thinkdanager Server Admin ¥ Interactive Shadow

¥ Install Files ¥ Reboat / Calibrate T erminals
v Edit Teminal / Lzer ¥ Teminal Server &dmin

¥ Create Teminal # User

¢ Back I MHewt > I Finizh Cancel Help

ThinManager Security Groups

ThinManager allows different levels of access and functionality based on standard Windows groups.
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Standard Windows Groups can be created in the Computer Management console and given different
privileges in ThinManager.

ThinManager 3.1 comes with privileges pre-defined for six groups:

e Administrators - The Microsoft defined Administrator group is given all privileges by default in
ThinManager. This may be denied by unselecting the various Windows User Group Permissions.

e ThinManager Administrators have full permission to do anything within ThinManager including the
power to logoff sessions, Kill processes, send messages, restart terminals, calibrate touch
screens, change terminal configurations, update firmware, update the TermCap, and restore
configurations. Administrators and members of ThinManager Administrators can shadow
terminals and interactively control the terminal session. These privileges may not be removed.

¢ ThinManager Interactive Shadow Users - Members of this group may shadow a terminal
interactively.

e ThinManager Power Users can logoff sessions, Kill processes, send messages, restart terminals,
and calibrate touch screens. They cannot change terminal configurations, update firmware,
update the TermCap, and restore configurations. ThinManager Power Users can shadow
terminals from within ThinManager but cannot interact with the session.

e ThinManager Shadow Users - Members of this group may shadow a terminal, but not interactively.

e ThinManager Users can view only. They cannot logoff sessions, kill processes, send messages,
restart terminals, or calibrate touch screens. ThinManager Users cannot shadow a terminal.

Additional Windows User Groups can be configured by selecting the Add Group button to launch the New
Windows Group window.

Mew Windows Group |

Enter windows Uzer Group Hame

IEDmputerS uppartGEroup

)4 Cancel
| ok |

New Window User Group Window

Adding a Windows Group name in the field of the New Window Group window and selecting the OK button
will add the Windows User Group to the drop-down list.

398 e ThinManager Security ACP ThinManager 3.1 Help Manual



ﬁThinManager Server Configuration Yizard

ThinM anager Security Groups

Azzign access to Thinkd anager functions for Windows User Groups. %
M

Windows User Group Dilete Group |
CompliterS upportGEraup ;I

Administrators Add Group
: Computersupporta roun

Thinkd anager Administrators

Thintd anager [nteractive Shadow Lsers
Thintdanager Power Users

Think anager Shadow zers Fledl

Thintd anager Ugers Eractive Shadow

[ Install Files [~ Reboot / Calibrate Terminals
[ Edit Teminal # User [ Teminal Server &dmin

[ Create Terminal # User

¢ Back I MHewt > I Finizh Cancel Help

New ThinManager Security Group

Select the group from the Windows Users Group drop-down.

Choose the permissions you want to grant to the group by selecting and unselecting the Windows Users
Group Permissions checkboxes.

Members of the Windows User Group will have the selected permissions the next time they login.

Note: Although ThinManager has Windows User Groups pre-configured with privileges, these groups have
not been created on the terminal servers.

To Create A Windows User Group Open the Computer Management Console by selecting Start > Settings
> Control Panel > Administrative Tools > Computer Management.
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Created ThinManager Security Groups

Highlight Groups in the tree and select Action > New Group.

Name the group and select the Create button.

Add Users to the Windows User Group.

Members of the Windows User Group will have the selected permissions the next time they login.

If groups are not created, members of the standard Windows Administrator group have full privileges in
ThinManager while members of the standard Windows User group will be denied access.

Note: The thinserver service will need to be stopped and restarted and the users will need to re-login for the
changes to take effect.

ThinManager Server Security

ThinManager has a number of security settings for the ThinManager Server. Open the ThinManager Server
Configuration Wizard by right clicking on the ThinManager Server in the tree and selecting Modify, or
highlight the ThinManager Server and select Edit > Modify from the menu.
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Help

ThinManager Server Configuration Wizard

The second page of the wizard has two settings related to security:

e Allow unknown terminals to connect - This, when unchecked, will prevent any new terminals

connecting to the system.

e Require passwords on unknown terminals - This checkbox, if checked, allows new terminals to

be added, but only if the installer has the password.
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ﬂThinManager Server Configuration Yizard
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Terminal Replacement

On the Terminal Replacement page of the ThinManager Server Configuration Wizard is the Enable
replacement checkbox. This allows failed terminals to be replaced. If this is unchecked, terminals can still be
added, but only by using the Create New Terminal process.

This is a global setting that affects all terminals connected to this ThinManager Server. The Enable
replacement checkbox is also found on the Terminal Configuration Wizard of each terminal and the
Terminal Group Configuration Wizard of each Terminal Group so that the setting can be applied to
individual terminals and Terminal Groups.

Windows Security

The ACP ThinManager system delivers a Windows 2000/2003 desktop to each thin client by default. Each
thin client has full access to the server resources, as if it is the server. However, just because the thin client
has the ability to have full access to the server resources doesn’t mean that the user should be granted full
access to the server. To prevent unauthorized changes to the server, it is recommended that each user profile
have security policies applied through the System Policy Editor to limit access to the needed functions.
Windows 2000/2003 Security procedures are discussed in the Windows on-line help and in many books and
articles.

Administrators usually require that each user login to a terminal with their personal account and have the
Microsoft policy determine the user’s access rights.
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Note: Task Manager has a feature that allows the launching of applications. If using an Initial Application,
access to Task Manager should be denied in the security policy or with the Key Block Module to prevent a
user from launching unauthorized programs.
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TermSecure

TermSecure Overview

TermSecure is a new ThinManager feature that allows users to logon to a ThinManager Ready thin client and
access user-specific or terminal-specific Terminal Server Groups. This does not replace the Windows logon,
but adds an additional layer of security and control. Terminals and Terminal Server Groups can be assigned
TermSecure Access Group permissions. A TermSecure User can use those terminals and Terminal Server
Groups only if the TermSecure User has been assigned to the same Access Group.

TermSecure has two main attributes:

SecureAccess: Manages user access to terminal servers and sessions through ThinManager
authentication and group permissions.

SmartContext: Allows the movement of the display of a TermSecure User’s terminal server
sessions between multiple ThinManager Ready thin clients; initiated by either manual login or
the use of an authentication device. This allows a user to leave one terminal, logon to a different
terminal, and reconnect to their session, essentially having the session follow him from terminal to terminal.

Although TermSecure has these two attributes, SecureAccess and SmartContext are not discussed as
products, features, or items, but are invisible components of TermSecure.

Note: TermSecure requires the usage of Terminal Server Groups instead of using individual terminal servers.

Users

There are three types of users in a ThinManager system. Windows Users and TermSecure Users are
important to TermSecure.

Windows Users

Windows Users are the Microsoft accounts created in Windows that allow access to the Windows terminal
servers. These are configured within Windows and authenticated by Windows. They can be given varying
levels of access and power using Windows User Groups and Group Policies.
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TermSecure Users

TermSecure Users are users who can go to a ThinManager Ready thin client and receive access to specific
Terminal Server Groups due to their membership in a TermSecure Access Group. The login and
authentication is done by ThinManager a level above the Windows login.

TermSecure grants and limits access to terminals and Terminal Server Groups but a Windows User login is
still required to actually logon to the terminal server.

ThinManager Security Group Users

ThinManager Security Group Users are Windows User Group members who have been configured in the
ThinManager Server Configuration Wizard to have varying levels of access and control within the
ThinManager program.

These groups are configured on the ThinManager Security Groups page of the ThinManager Server
Configuration wizard. See ThinManager Security Groups for details.

Deploying TermSecure

TermSecure requires a number of steps to configure and deploy TermSecure:

1. TermSecure Access Groups can to be created.
See Creating Permissions Groups for details.

2. Terminals can be assigned TermSecure Access Groups to limit access to specific users.
See Permission Groups for Terminals for details.

3. Terminal Server Groups can be assigned TermSecure Access Groups to limit access to specific
users.
See Permission Groups for Terminal Server Groups for details.

4. TermSecure Users need to be created and assigned to TermSecure Access Groups, if desired.
See TermSecure User Configuration Wizard for details.

5. A Login strategy needs to be put in place. The TermSecure User can use the Terminal Login, their
TermSecure login, or a Windows login to access the terminal servers.
See Windows Login Information for details.

6. USB drives and ProxCards, if used, need to have the identification number entered in their
configuration.
See Card/Badge Information for details.

7. The TermSecure User can then login to a ThinManager Ready thin client using TermSecure
TermSecure prompts the TermSecure User to login to the terminal servers using a Windows User
account, or it will pass the pre-configured Windows User account information to the terminal server
for auto-login, based on the login strategy selected.

8. The TermSecure User is granted access to all Terminal Server Groups that share the same
TermSecure Access as the TermSecure User, and is denied access to Terminal Server Groups that
they don’t share a TermSecure Access Group membership.

TermSecure User Configuration Wizard

ThinManager 3.0 introduces a new function of TermSecure User configuration for use with TermSecure. A
TermSecure User can be configured with a user name, password, and additional Terminal Server Groups.
When the user logs into a terminal with that identity, TermSecure will allow the user access to the

406 e TermSecure ACP ThinManager 3.1 Help Manual



personalized Terminal Server Groups for that user in addition to the Terminal Server Groups already
assigned to the terminal.

Note: The TermSecure Users branch of the ThinManager tree will not be visible unless a valid TermSecure
license is installed on the ThinManager Server.

The TermSecure User Configuration Wizard is launched by right clicking on the TermSecure Users branch
of the ThinManager tree and select Add TermSecure User.

TermSecure User Information

@Termﬁecure User Configuration Wizard |

2':‘3'30

TermSecure User Information

. ) (=]
Enter TermSecure username, password and permizzion infarmation. %
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ThinManager User Information

The TermSecure User Information has fields for the user name and password that will be used by the
TermSecure User to log into ThinManager security to access TermSecure functions.

The TermSecure User Information is for account information:
e User Name - Enter the user name that the user will use to log into the TermSecure system. Although

this can be the same as the Windows user name, the TermSecure user name is independent of the
Microsoft Windows login. This TermSecure user name can be tied to a Windows login later in the

wizard on the Windows Login Page.
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Password - Enter the password for the TermSecure User in this field.
Verify Password - Re- enter the password for the ThinManager User in this field.

The Password Options button launches the Password Maintenance Options window that

regulates rules for the ThinManager User password.

Password Maintainance Options |

— Pazaword Complexity Requirements

Minimum Pazzward Length I':'

[T Must contain numbers [T Must contain symbals
[T Must contain capital letters

— Pazzwaord Maintainance

[ allow Uszer ta change password
[ Foree User bo change password at nest login

[ Foree User to change password periodically

I1zer musgt change pazsword everny I dapz
Cancel |

Password Maintenance Options

Password Complexity Requirements:

Minimum Password Length - Sets the amount of characters that the password must contain to be
valid.

Must contain numbers - This checkbox, if checked, will require that the password contain at least
one number in it.

Must contain symbols - This checkbox, if checked, will require that the password contain at least
one symbol in it.

Must contain capital letters - This checkbox, if checked, will require that the password contain at
least one capital letter in it.

Password Maintenance:

Allow User to change password - This checkbox, if checked, will allow the user to change the
password at the TermSecure menu.

Force User to change password at next login - This checkbox, if checked, will require the user to
change the password at the TermSecure menu when they login the next time.

Force User to change password periodically - This checkbox, if checked, will require the user to
change the password at the TermSecure menu on the schedule set by the User must change
password every X days field.
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e User must change password every X days - This field sets the time period between the scheduled
password changes caused by the Force User to change password periodically checkbox.

The OK button closes the window with any changes. The Cancel button closes the window without changes.
Group:

e The Change Group button opens the Choose User Group window that allows a User to be placed
in an existing TermSecure Users Group.

Choose User Group |

= K
= East
. Delaware Cancel
- Maryland

- Mewlerzey

[=- Morth
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- Wizconzin

= South

- Carolinas

- Florida

- [Aeorgia

- Tenneszes

[+ West

i

Choose User Group

If TermSecure User Groups have been created, the Choose User Group window will display the
TermSecure User Group branch of the ThinManager tree.

o To add the TermSecure User to a TermSecure Users Group, highlight the desired
TermSecure Users Group and select the OK button.

o Tochange the TermSecure User to a different TermSecure Users Group, highlight the
desired TermSecure Users Group and select the OK button.

o Toremove the TermSecure User from all TermSecure Users Groups, highlight the top-level
Users branch and select the OK button.

The OK button closes the window with any changes. The Cancel button closes the window without changes.
Copy Settings:

e The Copy Settings from another User checkbox, if selected, activates the Copy From button that
allows the configuration of an existing TermSecure User to be applied to the current TermSecure
User.

e The Copy From button opens the Select User window that allows the selection of the desired
TermSecure User configuration.
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Select User
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Select User Window

The Select User window will show a tree with the existing TermSecure User Groups and the TermSecure
Users.

Highlight the TermSecure User whose configuration you want to copy and select the OK button. The OK
button closes the window with any changes. The Cancel button closes the window without changes.
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Card / Badge Information

@Termﬁecure User Configuration Wizard |
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Card / Badge Information Page

The Card / Badge Information Page enables the use of Identification devices such as USB flash drives, HID
ProxCards, and WaveTrend Radio Frequency IDs (RFIDs) as login devices. This will be covered later. See
Card and Badge Configuration for a TermSecure User for details

Note: Terminals using the USB flash drives, HID ProxCards, and WaveTrend RFIDs as login devices will
need the appropriate module added. See TermSecure Modules for details.

Select the Next button to continue with the configuration.
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Terminal Server Group Selection

ﬂTermEEl:urE User Configuration Wizard |
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Terminal Server Group Selection

The Terminal Server Group Selection page allows Terminal Server Groups to be assigned to the
TermSecure User. When the TermSecure User logs onto a terminal, these Terminal Server Groups will be
available on the terminal for him.

e Add User specific Terminal Server Groups? - This setting, if set to Yes, will allow the selection of
Terminal Server Groups for the TermSecure User that will be added to the terminal when the

TermSecure User logs in top the terminal. Selecting Yes will display the Enable MultiSession
checkbox.

e Enable MultiSession - This checkbox, if selected, will allow the TermSecure User to run more than
one Terminal Server Group at a time.

Select the Next button to continue with the configuration.
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Terminal Server Group Specification

@Termﬁecure User Configuration Wizard |
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Terminal Server Group Specification Page

The Terminal Server Group Specification page allows Terminal Server Groups to be assigned to the
TermSecure User if the Add User specific Terminal Server Groups? radio button is set to Yes.

Move a Terminal Server Group you want the TermSecure User to use into the Selected Terminal Server
Groups list by double-clicking on it in the Available Terminal Server Groups list or by highlighting it and
clicking the Right Arrow button.

To add a new Terminal Server Group, select the Edit Server Groups button to launch the Terminal Server
Group Wizard. See Terminal Server Group List for details.

Select the Next button to continue with the configuration.
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Windows Login Information
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Windows Log In information 'y 2

! . . (]
Enter Windows uzemame and pagzsword information %
M

—"Windows Log |n Infarmation

[ Usze Temminal Configuration Login Information

[ Same as TermSecure User usemname/pazsword

|lzername ||

Pazzword

|
Yerify Pazsword I
Dramain I

< Back I Mewxt » I Finizh Cancel Help

Windows Login Information

The Windows Log In Information page allows the configuration of how the TermSecure User will log on to
the Windows terminal servers.

There are several Windows login options for the TermSecure User.

1. The TermSecure User can use the terminal’'s username and password to auto-log on to the terminal
server. To do this, check the Use Terminal Configuration Login Information checkbox

2. The TermSecure User can use the TermSecure User username and password to auto-log on to the
terminal server. To do this, check the Same as TermSecure User username/password checkbox.
The TermSecure User username and password must match a Windows User username and
password to get authenticated by Windows.

3. The TermSecure User can use a separate username and password to auto-log on to the terminal
server. To do this, use the fields for the Username, Password, and Domain that are provided.

4. The TermSecure User can be required to manually log onto the terminal servers. To do this, leave the
checkboxes unchecked and the Username, Password, and Domain empty.

Select the Next button to continue with the configuration.
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Terminal Interface Options

@Termﬁecure User Configuration Wizard |
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Terminal Interface Options

The Terminal Interface Options page sets the menus and hotkeys for the TermSecure User because a
terminal using MultiSession will need to have a method to switch between sessions.

Group Selector Options allow on-screen switching of sessions.

e Use Terminal Settings - This checkbox, when selected, will let the TermSecure User inherit the
hotkeys that were configured for use with the terminal.

e Show Group Selector on Terminal - This checkbox, if selected, will display an on-screen drop-down
menu that can be activated by mouse.

e Screen Edge Group Selection - This checkbox, if selected, will activate a feature that will switch
windows if the mouse is moved off screen.

e Selector Options - This button, if selected, will launch the Group Selector Options window.
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Group Selector Options

Cancel

|
[ iwto-hide Group Selectar

Group Selector Options Window

e Auto-hide Group Selector - This checkbox, if selected, will hide the on-screen group selector until
the mouse is moved over its location. The OK button closes the window with any changes. The
Cancel button closes the window without changes.

Terminal Hotkeys allows the selection of keyboard combinations that allow switching between sessions.

e Use Terminal Settings - This checkbox, when selected, will let the TermSecure User inherit the
hotkeys that were configured for use with the terminal.

e Enable Instant Failover Hotkeys - This checkbox, if selected, allows the hot key switching between
the two active sessions of a Terminal Server Group that is using Instant Failover.

e Change Hotkeys - This button, if selected, will launch the Select Hotkeys window for Instant
Failover.

Select Hotkeys |

— Ingtant Failowver Hotkey

& Control Key IFQ LI Cancel |

Al kKey

Select Hotkeys Window for Instant Failover

The hotkey combination for switching between Instant Failover sessions can be changed by selecting the Alt
Key radio button or by selecting a different function key from the dropdown. The OK button closes the window
with any changes. The Cancel button closes the window without changes.

e Enable Group Hotkeys - This checkbox, if selected, allows the hot key switching between different
sessions of a terminal using MultiSession.

e Change Hotkeys - This button, if selected, will launch the Select Hotkeys window for the Group
Selector.
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Select Hotkeys for the Group Selector

The hotkey combination for switching between Terminal Server Group sessions can be changed by selecting
the Alt Key radio button or by selecting a different function key from the dropdown. The OK button closes the
window with any changes. The Cancel button closes the window without changes.

Main Menu Options allow switching between sessions.

e Use Terminal Settings - This checkbox, when selected, will let the TermSecure User inherit the
hotkeys that were configured for use with the terminal.

e Enable Main Menu Hot Key - This checkbox will be displayed if TermSecure is being used and will
allow the TermSecure menu to be shown with a hot key, if selected.

e Main Menu Options - This button, if selected, will launch the Main Menu Options window to
configure the TermSecure Main Menu options.

Main Menu Options

[T allow reboat £ restart

Main Menu Options

The Allow reboot/restart checkbox, if selected, will place a Shut Down button on the Main Menu that leads to
a Reboot/Restart menu to reboot or restart the terminal. The OK button closes the window with any changes.
The Cancel button closes the window without changes.

Note: If the Main Menu Options window is launched from the Terminal Configuration Wizard for a terminal
using TermSecure, a checkbox is displayed that enables a virtual keyboard.
See Main Menu Configuration — Terminal Configuration Wizard for details.

Note: It is possible to unselect the Show Group Selector on Terminal, Enable Group Hotkeys, and the
Enable Main Menu Hot Key checkboxes, making it impossible to login a TermSecure User manually.
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While the manual lockout might normally be undesirable, it might be desired if one is using the USB of
ProxCard badge login to limit logons to badge holders.

Select the Next button to continue with the TermSecure User Configuration wizard.

User Options

@Termﬁecure User Configuration Wizard |
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User Options

Log In / Log Out Options

e Inactivity Timeout - TermSecure will log a TermSecure Users off the terminal after this much
inactive time has passed.

e Reset Sessions at Logout - This checkbox, if selected, will logoff a session when the TermSecure
User logs off.

e Activate User Group at Log In - This checkbox, if selected, will display the TermSecure User’s first
Terminal Server Group when the user logs in to the terminal.

User Schedule

e Set Schedule -

Selecting the Schedule button on the User Options page will launch the Event Schedule window and allow
a schedule to be created for terminal events.

See Terminal Schedule for details.
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Terminal Effects

e Enable Terminal Effects - This allows the use of Terminal Effects. This currently includes sliding
Windows and message rollups.

Shadowing

e Allow terminal to be shadowed - This drop-down box allows the configuration of Shadowing
Options.

o No - Prevents the TermSecure Users from being shadowed.

o Ask - Will display a message window that will prompt for a positive response before the
shadowing is allowed.

o Warn - Will display a message window alerting the terminal that it is to be shadowed, but
doesn’t require a positive response before the shadowing is allowed.

o Yes- Allows shadowing to occur without warning or recipient input.

o Allow Interactive Shadow - This checkbox, if selected, will allow members with Interactive Shadow
privileges to shadow this TermSecure User.

Shadowing is initiated from the Shadow tab on the Details pane of the ThinManager program. Unselecting
this will prevent shadowing from within ThinManager.

Select Finish to finish the configuration.

TermSecure Users Group Configuration Wizard

TermSecure Users can be organized into TermSecure User Groups, just as Terminals can be organized into
Terminal Groups. This Section will show the configuration of a TermSecure User Group.

The TermSecure Users Group Configuration Wizard can be launched by right clicking on the TermSecure
Users branch of the tree and selecting Add TermSecure User Group.
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TermSecure User Group Information
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ThinManager User Information

The TermSecure User Group Information has fields for the group name and membership.
e User Name - This field names the TermSecure User Group.
e Password - This field is unused since each TermSecure User will login as a separate entity.
e Verify Password This field is unused.

e Password Options - This button launches the Password Maintenance Options window that
regulates rules for the ThinManager User password.

e Group Setting - This checkbox, if selected, applies this configuration to all members of the group.
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Password Maintainance Options |

— Pazaword Complexity Requirements

Minimum Pazzward Length I':'

[T Must contain numbers [T Must contain symbals
[T Must contain capital letters

— Pazzwaord Maintainance

[ allow Uszer ta change password
[ Foree User bo change password at nest login

[ Foree User to change password periodically

I1zer musgt change pazsword everny I dapz
Cancel |

Password Maintenance Options

Password Complexity Requirements:

Minimum Password Length - Sets the amount of characters that the password must contain to be
valid.

Must contain numbers - This checkbox, if checked, will require that the password contain at least
one number in it.

Must contain symbols - This checkbox, if checked, will require that the password contain at least
one symbol in it.

Must contain capital letters - This checkbox, if checked, will require that the password contain at
least one capital letter in it.

Password Maintenance:

Allow User to change password - This checkbox, if checked, will allow the user to change the
password at the TermSecure menu.

Force User to change password at next login - This checkbox, if checked, will require the user to
change the password at the TermSecure menu when they login the next time.

Force User to change password periodically - This checkbox, if checked, will require the user to
change the password at the TermSecure menu on the schedule set by the User must change
password every X days field.

User must change password every X days - This field sets the time period between the scheduled
password changes caused by the Force User to change password periodically checkbox.

The OK button closes the window with any changes. The Cancel button closes the window without changes.

Group:

The Change Group button opens the Choose User Group window that allows a TermSecure Users
Group to be placed in an existing TermSecure Users Group.
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Choose User Group

E..

- East
- Delaware
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- M e] Erzey
[=- Morth
- Michigan
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- Wizconzin
= South
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- Florida
- [Fe0rgia
- Tenneszes
- West

]|
k. I
_ Corcel |

Cancel

Choose User Group

If TermSecure User Groups have been created, the Choose User Group window will display the

TermSecure User Group branch of the ThinManager tree.

o To add the TermSecure User Group to another TermSecure Users Group, highlight the
desired TermSecure Users Group and select the OK button.

o To move the TermSecure User Group to a different TermSecure Users Group, highlight the
desired TermSecure Users Group and select the OK button.

o Toremove the TermSecure User Group from all TermSecure Users Groups, highlight the

top-level Users branch and select the OK button.

The OK button closes the window with any changes. The Cancel button closes the window without changes.

Select Next to continue.
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TermSecure Group - Terminal Server Group Selection

ﬂTermEEl:urE User Configuration Wizard |
. . =]
Terminal Server Group Selection *au%
Select "es" to zpecify Terminal Server Groups for uzsers in thig
graup. M

Group Setting [

Add User-gpecific Terminal Server Groups?

Anzwer es' here if you want ba zelect user-specific Terminal Server Groups
ift addition ba the Terminal Server Groups that are in the terminal configuration.

Ay uzer-zpecific groups will be added ta the groups zpecified in the terminal
configuration,

Group Setting [
kultiS ezsion

[ Enable MultiSession

< Back I Mewxt » I Finizh Cancel Help

Terminal Server Group Selection

The Terminal Server Group Selection page allows Terminal Server Groups to be assigned to the TermSecure
User. When the TermSecure User logs onto a terminal, These Terminal Server Groups will be available on
the terminal for him.

e Add User specific Terminal Server Groups? - This setting, if set to Yes, will allow the selection of
Terminal Server Groups for the TermSecure User that will be added to the terminal when the
TermSecure User logs in top the terminal.

e Enable MultiSession - This checkbox, if selected, will allow the TermSecure User to run more than
one Terminal Server Group at a time.

e Group Setting - This checkbox, if selected, applies this configuration to all members of the group.
Select the Next button to continue with the configuration.
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TermSecure Group - Terminal Server Group Specification

@Termﬁecure User Configuration Wizard |
. g - ~ala
Terminal Server Group Specification o 2
Select the Terminal Server Groups bo which users in thiz group can
connect. N
Group Setting [
Available Terminal Server Groups Selected Teminal Server Groups
Deszk_Black Calculatar
Desk_Brown Motepad F 3
Desk_Tan e
HM 4
— w

Edit Server Groups

The thin clients will connect to the servers in the order that they are listed, with the
top zerver az the Primary Terminal Server.

< Back I Mewxt » I Finizh Cancel Help

Terminal Server Group Specification Page

The Terminal Server Group Specification page allows Terminal Server Groups to be assigned to the
TermSecure User Group if the Add User specific Terminal Server Groups? radio button is set to Yes.

Move the Terminal Server Groups you want the TermSecure User Group into the Selected Terminal Server
Groups list by double-clicking on it in the Available Terminal Server Groups list or by highlighting it and

clicking the Right Arrow button.

To add a new Terminal Server Group, select the Edit Server Groups button to launch the Terminal Server

Group Wizard. See Terminal Server Group List for details.

Select the Next button to continue with the configuration.
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TermSecure Group - Windows Login Information

ﬂTermEEl:urE User Configuration Wizard |
- . . =]
Windows Log In information 29 %a
! . . . (]
Enter Windows uzemame and paszword information. Entering a
zpecific uzemame/pazsword for the group iz naot allowed. 7y
Group Setting [

—"Windows Log |n Infarmation

™ Uze Terminal Configuration Login Informatior

[ Same as TermSecure User usemame/pazsword

|lzername

Pazzword

|
|
Yerify Pazsword I
Darmain I

< Back I Mewxt » I Finizh Cancel Help

Windows Login Information

The Windows Log In Information page allows the configuration of how the members of the TermSecure
User Group will log on to the Windows terminal servers.

There are several Windows login options for the TermSecure User Group.

1. The members of the TermSecure User Group can use the terminal’'s username and password to
auto-log on to the terminal server. To do this, check the Use Terminal Configuration Login
Information checkbox

2. The members of the TermSecure User Group can use the TermSecure User username and
password to auto-log on to the terminal server. To do this, check the Same as TermSecure User
username/password checkbox.

3. The members of the TermSecure User Group can use a separate username and password to auto-
log on to the terminal server. Because each user should logon with a unique user name and
password, the Username, Password, Verify Password and Domain fields are inactive for the
members of the TermSecure User Group.

4. The TermSecure User can be required to manually log onto the terminal servers. To do this, leave the
checkboxes unchecked and the Username, Password, and Domain empty.

Select the Next button to continue with the configuration.
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TermSecure Group - Terminal Interface Options

@Termﬁecure User Configuration Wizard |

Terminal Interface Options 'y 2

. . . (]
Select the menuz and hotkeys that will be available on the terminal. %
M

Group Setting [

— Group Selection Optionz
[ Use Teminal Settings

¥ Show Group Selector on Terminak Selector Options

[" Screen Edge Group 5election

Group Setting [

— Terminal Hotkeys
[ Use Teminal Settings

[™ Enable Instant Failower Hotkeys Change Hotkeys |

¥ Enable Group Hotheys Change Hotkeys |

Group Setting [

— Main Menu Options
[ Usze Teminal Settings

¥ Show Main Menu on Group Selector tain Menu Optians |

< Back I Mewxt » I Finizh Cancel | Help |

Client Interface Options

The Terminal Interface Options page sets the menus and hotkeys for the TermSecure User because a
terminal using MultiSession will need to have a method to switch between sessions.

Group Selector Options allow on-screen switching of sessions.
e Group Setting - This checkbox, if selected, applies this configuration to all members of the group.

e Use Terminal Settings - This checkbox, when selected, will let the TermSecure User inherit the
hotkeys that were configured for use with the terminal.

e Show Group Selector on Terminal - This checkbox, if selected, will display an on-screen drop-down
menu that can be activated by mouse.

e Screen Edge Group Selection - This checkbox, if selected, will activate a feature that will switch
windows if the mouse is moved off screen.

e Selector Options - This button, if selected, will launch the Group Selector Options window.
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Group Selector Options

Cancel

|
[ iwto-hide Group Selectar

Group Selector Options Window

e Auto-hide Group Selector - This checkbox, if selected, will hide the on-screen group selector until
the mouse is moved over its location. The OK button closes the window with any changes. The
Cancel button closes the window without changes.

Terminal Hotkeys allows the selection of keyboard combinations that allow switching between sessions.
e Group Setting - This checkbox, if selected, applies this configuration to all members of the group.

e Use Terminal Settings - This checkbox, when selected, will let the TermSecure User inherit the
hotkeys that were configured for use with the terminal.

e Enable Instant Failover Hotkeys - This checkbox, if selected, allows the hot key switching between
the two active sessions of a Terminal Server Group that is using Instant Failover.

e Change Hotkeys - This button, if selected, will launch the Select Hotkeys window for Instant
Failover.

Select Hotkeys |

— |nztant Failover Hotkey

% Cantrol Key I Fg - Cancel |

Al Key

Select Hotkeys Window for Instant Failover

The hotkey combination for switching between Instant Failover sessions can be changed by selecting the Alt
Key radio button or by selecting a different function key from the dropdown. The OK button closes the window
with any changes. The Cancel button closes the window without changes.

e Enable Group Hotkeys - This checkbox, if selected, allows the hot key switching between different
sessions of a terminal using MultiSession.

e Change Hotkeys - This button, if selected, will launch the Select Hotkeys window for the Group
Selector.
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Select Hotkeys

— Mext Group Hotkey

& Control Key IPage Do LI

Al kKey

— Previouz Group Haotkey

¥ Control Key Page Up -

i Al Key

Select Hotkeys for the Group Selector

The hotkey combination for switching between Terminal Server Group sessions can be changed by selecting
the Alt Key radio button or by selecting a different function key from the dropdown. The OK button closes the
window with any changes. The Cancel button closes the window without changes.

Main Menu Options allow switching between sessions.
e Group Setting - This checkbox, if selected, applies this configuration to all members of the group.

e Use Terminal Settings - This checkbox, when selected, will let the TermSecure User inherit the
hotkeys that were configured for use with the terminal.

e Enable Main Menu Hot Key - This checkbox will be displayed if TermSecure is being used and will
allow the TermSecure menu to be shown with a hot key, if selected.

e Main Menu Options - This button, if selected, will launch the Main Menu Options window to
configure the TermSecure Main Menu options.

Main Menu Options

[T allow reboat £ restart

Main Menu Options

The Allow reboot/restart checkbox, if selected, will place a Shut Down button on the Main Menu that leads to
a Reboot/Restart menu to reboot or restart the terminal. The OK button closes the window with any changes.
The Cancel button closes the window without changes.

Note: If the Main Menu Options window is launched from the Terminal Configuration Wizard for a terminal
using TermSecure, a checkbox is displayed that enables a virtual keyboard.
See Main Menu Configuration — Terminal Configuration Wizard for details.
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Note: It is possible to unselect the Show Group Selector on Terminal, Enable Group Hotkeys, and the
Enable Main Menu Hot Key checkboxes, making it impossible to login a TermSecure User manually.
While the manual lockout might normally be undesirable, it might be desired if one is using the USB of
ProxCard badge login to limit logons to badge holders.

Select the Next button to continue with the TermSecure User Group Configuration wizard.

TermSecure Group - User Options

@Termﬁecure User Configuration Wizard |

Uszer Group Options 'y 2

- . (]
Select optionz for users in thiz group %
M

—Logln / Log Out Options

Group Setting
[nactivity Timeot 120 geconds I
Rezet Sezzionz at Logout [ I
Activate User Group at Log In I I
Giroup Setting [
— zer Schedule b d
[T SetSchedule schedule |
Group Setting [
— Terminal Effectz
¥ Enable Teminal Eflects
Group Setting [
— Shadowing
Allov terminal to be shadowed TES B
v Allows Interactive Shadow

< Back Hewt > | Firuzh I Cancel | Help

User Group Options

The User Group Options page has settings that configure several features.
Log In / Log Out Options
e Group Setting - This checkbox, if selected, applies this configuration to all members of the group.

e Inactivity Timeout - TermSecure will log a member of the TermSecure Users Group off the terminal
after this much inactive time has passed. Setting this to “0” will prevent it from logging off.

e Reset Sessions at Logout - This checkbox, if selected, will logoff a session when the TermSecure
User logs off.

e Activate User Group at Log In - This checkbox, if selected, will display the TermSecure User’s first
Terminal Server Group when the user logs in to the terminal.

User Schedule
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e Group Setting - This checkbox, if selected, applies this configuration to all members of the group.

e Set Schedule -Selecting the Schedule button will launch the Event Schedule window and allow a

schedule to be created for terminal events.
Terminal Effects

e Group Setting - This checkbox, if selected, applies this configuration to all members of the group.

e Enable Terminal Effects - This enables terminal effects that currently include sliding windows and

rollup message boxes.
Shadowing

e Group Setting - This checkbox, if selected, applies this configuration to all members of the group.

e Allow terminal to be shadowed - This drop-down box allows the configuration of Shadowing

Options.
o No - Prevents the TermSecure Users from being shadowed.

o Ask- Will display a message window that will prompt for a positive response before the
shadowing is allowed.

o Warn - Will display a message window alerting the terminal that it is to be shadowed, but
doesn’t require a positive response before the shadowing is allowed.

o Yes - Allows shadowing to occur without warning or recipient input.

e Allow Interactive Shadow - This checkbox, if selected, will allow members with Interactive Shadow

privileges to shadow this TermSecure User.

Shadowing is initiated from the Shadow tab on the Details pane of the ThinManager program. Unselecting
this will prevent shadowing from within ThinManager

Select Finish to complete the configuration.
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Adding a TermSecure User to the TermSecure User

Group

To add a TermSecure User to a TermSecure User Group, create a new TermSecure User by right clicking on
the TermSecure Users branch in the ThinManager tree and select the Add TermSecure User option.

@Termﬁecure User Configuration Wizard

TermSecure User Information

. ) (=]
Enter TermSecure username, password and permizzion infarmation. %
AL

— TermSecure Lzer Information

IJzer Mame I.-’-'-.I:urahamL

Pazzword

Ixmmxx

Yerify Fazsword |’1

Paszwiord Options |

— Group

I Change Group

— Copy Settingz
[™ Copy Settingz from another User

[Eopy From

f
| B

Fermizzions |

Pazzword and Yernity Pazswaord do not match.

¢Back | Hews | Firish

| Cancel I

Help

TermSecure User Information Page

Enter a name for the TermSecure User in the User Name field.
Select the Change Group button.
This will launch the Choose User Group window.
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Choose User Group

= U_sers
- East
. Delaware Cancel
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= South
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- Flonda

- Georgia

- Tennesses

[+ ‘West

Choose User Group Window

Highlight your TermSecure Users Group and select OK. This will accept the changes and close the window.
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@Termﬁecure User Configuration Wizard |

. ala
TermSecure User Information Y <

S . (*]
Enter TermSecure ugermame, password and permizsion information.

— TemSecure Lser Information
IJzer Mame I.-’-'-.I:lrahamL

Ixxxxxx

Pazzword

Yerify Pazsword

Ixxxxxx

Fazsword Options |

— Group

IEentraI Change Group |
— Copy Settings

[ ‘Copy Settings from another Llser oy From |

Permizsiong |

¢ Back I Mewxt » I Firizh | Cancel Help

TermSecure User Information Page

The TermSecure User Group will now be displayed in the Group field.

Select Next to continue.
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@Termﬁecure User Configuration Wizard |

Card / Badge Information o
Enter card/badge information if uzer has one. 1&
™M

[™ This user will uze a card, badge, or other device to log irt

— Card / Badge |nformation

Enter Card/B adge |0 number

[T flways Frompt for Fasswond

< Back I Mewxt » I Firizh Cancel Help

Card/Badge Information

The Card/Badge Information options are available because these are individual settings, not group settings.

Select Next to continue.
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@Termﬁecure User Configuration Wizard

Terminal Server Group Specification 'y
Select the Terminal Server Groups to which thiz uzer can connect.

Available Terminal Server Groups Selected Teminal Server Groups

Deszk_Black Dezlk_Tan
Desk_Brown Calculator X
M otepad T
HM >

— w

Edit Server Groups

The thin clients will connect to the zervers in the order that they are listed, with the
top zerver az the Primary Terminal Server.

< Back Finizh Cancel Help

Terminal Server Group Specification

Each of the settings that have the Group Setting checkbox selected in the TermSecure User Group wizard
will be grayed out because the Group Setting enforces the configuration of each chosen parameter.

Select the Finish button to accept the configuration.
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TermSecure Login

To log in a TermSecure User on a terminal, go to a terminal that has the Enable TermSecure checkbox
selected on the Terminal Server Specification page.
Type CTL+m at the keyboard.

The Main Menu will be displayed on the terminal.

MAAIN MERL

Log In | About |  Cancel |

TermSecure Main Menu

The About button to see details about the terminal.

About

Terminal Mame = Terminall
TermSecure User Mame = MNone
IP Address =192 168.3.101
Firmware Yersion =+3..00.01

About Menu

Select OK to close the About window.

Select the Log In button to login.

Term3ecure Log On

Enter Liser Mame

TermSecure Log On Screen

Enter your TermSecure User user name in the Enter User Name field.
Select OK.
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Enter the password in the field.

Term=ecure Log On

Enter Password:

Password Screen

Select the OK button. If the user name and password are correct, ThinManager will allow the login.
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ThinManager With TermSecure Log On

Once a TermSecure User is logged into a terminal, ThinManager will display the TermSecure User’'s name

after the terminal name in the tree.

ThinManager will add the name of the terminal after the TermSecure User name in the tree.
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Right-clicking on a terminal and selecting Go to TermSecure User will move the focus to the TermSecure
user that is logged into the terminal.

Right-clicking on a TermSecure user and selecting Go to Terminal will move the focus to the terminal that
the TermSecure user is logged into.

Logging Out
The TermSecure User can be logged out by:

e Opening the TermSecure Main Menu (type CTL+m) on the terminal and selecting the Log Off
button.

e Right clicking on the TermSecure User in the ThinManager tree and selecting Logoff User.

e Restarting or Rebooting the terminal that has a TermSecure User logged in.

R I =

Switch User Log Off | About | . Cancel |

Main Menu

The Switch User button will log off the TermSecure User and open the Login screen for another TermSecure
User. The Log Off button will log of the TermSecure User and return to the terminal’s display.

TermSecure Menu

The TermSecure Menu that is displayed on a terminal that allows TermSecure Users to manually log on to a
ThinManager Ready terminal is configurable for use with TermSecure. This menu is generated from the
terminal and not the terminal server session.

MAAIN RAENL

Basic TermSecure Menu

The TermSecure Menu can be configured by a number of settings in the Terminal Configuration Wizard
and TermSecure User Wizard.

The Main Menu is activated on the Terminal Interface Options page of the Terminal Configuration Wizard
and/or TermSecure User Configuration Wizard.

Main Menu Configuration - Terminal Configuration Wizard

Open the Terminal Configuration Wizard by double clicking on the desired terminal in the ThinManager
tree. Terminals using Terminal Server Groups will display the Terminal Interface Options page. This page
will display Main Menu options when TermSecure is enabled for the terminal.
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MTerminal Configuration Wizard |

Terminal Interface Options \oQ
Select the menus and hotkeys that will be available an the terminal. %
M

— Group Selection Optionz

¥ Show Group Selector on Terminak Selector Optiohs

¥ Screen Edge Group Selection

— Teminal Hotkeys

" Enable Instant Failover Hotheyps Ehange Hotkeys |
IV Enable Group Hotkeys Change Hotkeys |
¥ Enable Main Menu Hotkey Change Hotkey |

— Main Menu Options

¥ Show Main Menu on Group Selectar tain Menu Options |

¢ Back I MHewt > I Finizh Cancel | Help |

Terminal Interface Options Page

A terminal using MultiSession will need to have a method to switch between sessions. This is configured on
the Terminal Interface Options page. For terminals using TermSecure, additional Main Menu options are
available, as shown. See Terminal Interface Options for a terminal for a comparison.

Group Selector Options allow on-screen switching of sessions.

e Show Group Selector on Terminal - This checkbox, if selected, will display an on-screen drop-down
menu that can be activated by mouse.

Calc

Calc
Motepad

Thinkdan_1
Fain kenu

On-Screen Group Selector

e Screen Edge Group Selection - This checkbox, if selected, will activate a feature that will switch
windows if the mouse is moved off screen.

e Selector Options button will launch the Group Selector Options window that allows configuration
of the on-screen Group Selector.
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Group Selector Options

|
[T Auto-hide Group Selector
Group Selector Menu Size IN':'”T"3| :Iv Cancel |

Group Selector Options Window

The Auto-hide Group Selector checkbox, if selected, will hide the Group Selector until the mouse is
move to that space.

The Group Selector Menu Size drop-down box allows the setting of the size of the Group Selector
font.

Terminal Hotkeys on the Terminal Interface Options page allows the selection of keyboard combinations
that allow switching between sessions and launching the TermSecure Main Menu.

e Enable Instant Failover Hotkeys - This checkbox, if selected, allows the hot key switching between
the two active sessions of a Terminal Server Group that is using Instant Failover.

e Change Hotkeys - This button allows the Instant Failover hotkey to be configured.

Selecting the Change Hotkeys button when Enable Instant Failover Hotkeys is selected will allow
the Instant Failover hotkeys to be changed from the default.

Select Hotkeys |

— Ingtant Failowver Hotkey

& Control Key IFQ j Cancel |

Al kKey

Select Instant Failover Hotkeys

The default hotkey for Instant Failover switching is set to Control+F9. This can be changed by
selecting the Alt Key radio button or using the drop-down to select another function key.

e Enable Group Hotkeys - This checkbox, if selected, allows the hotkey switching between different
sessions of a terminal using MultiSession.

e Change Hotkeys - This button allows the Group hotkey to be configured.

Selecting the Change Hotkeys button when Enable Group Hotkeys is selected will allow the
MultiSession Switching hotkeys to be changed from the default.
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Select Hotkeys

— Mext Group Hotkey

& Contral Key IPage Do j

Al kKey

— Previouz Group Haotkey

¥ Control Key Page Up =l

i Al Key

Select MultiSession Switching Hotkeys

The default hotkey for MultiSession switching is set to Control+Page Up and Control+Page Down.

This can be changed by selecting the Alt Key radio button or using the drop-down to select another
hot key.

e Enable Main Menu Hotkeys - This checkbox, if selected, allows the Main Menu to be launched with
a hotkey combination. This terminal option is only configurable in the Terminal Configuration Wizard.

MAAIN RAENL

Main Menu

The Main Menu can be launched with the Ctrl+ m hotkey if the Enable Main Menu Hotkey checkbox
is selected.

e Change Hotkey - This button allows the Main Menu hotkey to be configured.

Selecting the Change Hotkey button when Enable Main Menu Hotkey is selected will allow the
TermSecure Main Menu hotkey to be changed from the default.
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Select Hotkeys

— Switch Uszer Hotkey

& Control Key I m j

Al kKey

Enable Main Menu Hotkey

The default hotkey for launching the Main Menu is Control+m. This can be changed by selecting the
Alt Key radio button or using the drop-down to select another hotkey.

Main Menu Options:

e Show Main Menu on Group Selector - This adds a Main Menu launch command to the Group
Selector.

Calc

Calc

Nooad —, |

Thinkdan_1
Fain kenu

Group Selector with Main Menu Option

Moving the mouse over the Group Selector menu and selecting the Main Menu entry will launch the
Main Menu.

e Main Menu Options - This allows the addition of a Restart and Reboot button to the TermSecure
Menu. It also enables an on-screen keyboard to aid with logins.

Selecting the Min Menu Options button will allow the TermSecure Main Menu to be changed from
the default.

Main Menu Options

¥ allow reboot £ restart

¥ Show virtual Keyboard

Main Menu Options

The Allow reboot/restart checkbox, if selected, will add a Shut Down button to the TermSecure
Main Menu. The Shut Down button leads to a menu with a Restart and Reboot button.
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MAAIN RAEN

Switch User Log Off |  Shut Down | About | Cancel

Main Menu with Shut Down Button

Once the user logs out, a Shut Down button will appear on the Main Menu. Selecting the Shut Down
button will launch the Shut Down Menu.

Shut Down

Restart | Rebnntl

Shut Down Menu
The Shut Down window has two buttons.
e Restart, when selected, will log off the TermSecure User, reload the configuration and load any

changes.

* Reboot, when selected, will log off the TermSecure User, power off the terminal and reload firmware

and configuration.

The Show Virtual Keyboard checkbox, if selected, will display an on-screen keyboard to assist in logins.
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Del

Return

Shift : : /

BackSpace

TermSecure Lag On
Erner User Name

THINMAMNAGER =2

Virtual Keyboard

The virtual keyboard allows users to login to terminals that use a touch screen instead of a keyboard and
mouse.
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Main Menu Configuration - Terminal Group Configuration Wizard

The Main Menu Group Selection and Hotkey options are also configurable in the Terminal Group
Configuration Wizard on the Terminal Interface Options page.

MTerminal Configuration Wizard |
. . o

Terminal Interface Options ="'U"'°
Select the menus and hotkeys that will be available for terminalz in
thiz group. M

Troup Setting [

S aa S e S S e

¥ Show Group Selector on Terminal Selector Options |

[~ Screen Edge Group Selection

Group Setting [
— Teminal Hotkeys

[ Enable Instant Failover Hotkeys Ehange Hotkeys |
IV Enable Group Hotkeys Change Hotkeys |
¥ Enable Main Menu Hotkey Change Hotkey |

: : Group Setting [
— Main Menu Options

¥ Show Main Menu on Group Selectar tain Menu Options |

¢ Back I MHewt > I Finizh Cancel | Help |

TermSecure User Configuration Wizard - Terminal Interface Options Page

The Terminal Interface Options window of the Terminal Group Configuration is the same as the Terminal

Interface Options window of the Terminal Configuration Wizard except for the Group Setting checkboxes.
The Group Setting checkbox, if selected, will apply that setting to all members of the group.

See Terminal Interface Options for details on this configuration.
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Main Menu Configuration - TermSecure User Configuration Wizard

The Main Menu Group Selection and Hotkey options are also configurable in the TermSecure User
Configuration Wizard on the Terminal Interface Options page.

@Termﬁecure User Configuration Wizard |

Terminal Interface Options 'y 2

. . . (]
Select the menuz and hotkeys that will be available on the terminal. %
M

— Group Selection Optionz

[ Use Teminal Settings

¥ Show Group Selector on Terminak Selector Options

[" Screen Edge Group 5election

— Terminal Hotkeys
[ Use Teminal Settings

[™ Enable Instant Failower Hotkeys Change Hotkeys |

¥ Enable Group Hotkeys Chatige Hotkeys |

— Main Menu Options
[ Usze Teminal Settings

¥ Show Main Menu on Group Selector tain Menu Options |

< Back I Mewxt » I Finizh Cancel | Help |

TermSecure User Configuration Wizard - Terminal Interface Options Page

The Terminal Interface Options window of the TermSecure User Configuration is the same as the
Terminal Interface Options window of the Terminal Configuration Wizard except for the absence of the
Enable Main Menu Hotkey checkbox. This setting affects the display on the terminal and is not available for
configuration for TermSecure Users.

See Terminal Interface Options for details on this configuration.

446 ¢ TermSecure ACP ThinManager 3.1 Help Manual



Main Menu Configuration - TermSecure User Group Configuration Wizard

The Main Menu Group Selection and Hotkey options are also configurable in the TermSecure User Group
Configuration Wizard on the Terminal Interface Options page.

@Termﬁecure User Configuration Wizard |

Terminal Interface Options 'y 2

. . . (]
Select the menuz and hotkeys that will be available on the terminal. %
M

Group Setting [

— Group Selection Optionz

[ Use Teminal Settings

¥ Show Group Selector on Terminak Selector Options

[" Screen Edge Group 5election

Group Setting [

— Terminal Hotkeys
[ Use Teminal Settings

[™ Enable Instant Failower Hotkeys Change Hotkeys |

¥ Enable Group Hotkeys Chatige Hotkeys |

Group Setting [

— Main Menu Options
[ Usze Teminal Settings

¥ Show Main Menu on Group Selector tain Menu Optians |

< Back I Mewxt » I Finizh Cancel | Help |

TermSecure User Configuration Wizard - Terminal Interface Options Page

The Terminal Interface Options window of the TermSecure User Group Configuration is the same as the
Terminal Interface Options window of the Terminal Configuration Wizard except for the absence of the
Enable Main Menu Hotkey checkbox and the addition of Group Setting checkboxes.

The Enable Main Menu Hotkey setting affects the display on the terminal and is not available for
configuration for TermSecure Users and TermSecure User Groups.

The Group Setting checkbox, if selected, will apply that setting to all members of the group.
See Terminal Interface Options for details on this configuration.
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Permissions

Creating Permissions Groups

Permissions grant or limit access through the TermSecure Access Groups. Select the Permissions button in
the Terminal Configuration Wizard, the Terminal Group Configuration Wizard, the Terminal Server
Group Wizard, the TermSecure User Wizard, or the TermSecure Users Group Wizard to set these up.

e Terminal Permissions is the list of named permission groups whose members may
access a terminal. The Unrestricted group does not require a membership to access.

¢ Terminal Group Permissions is the list of named permission groups whose members
may access a terminal belonging to the Terminal group. The Unrestricted group does
not require membership to access.

e Terminal Server Group Permissions is a list of named permission groups whose
members may access and view a terminal server group. The Unrestricted group does
not require a login.

e TermSecure User Permissions is a list of named permission groups to which a
TermSecure User belongs.

e TermSecure User Group Permissions is a list of named permission groups to which
members of a TermSecure User Group belong.

A TermSecure User can use a terminal when they share membership in a TermSecure Access
Group.

A TermSecure User can use a Terminal Server Group when they share membership in a
TermSecure Access Group.
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Creating a TermSecure Access Group

Selecting Manage > TermSecure Access Groups from the ThinManager menu will launch the Access
Groups window.

Access Groups |

Unrestricted
Al Users

Edit

[ &8 |

&dd

Delete

i

Access Groups Window with Default Groups

Select the Add button to add an Access Group. The Add button launches an Access Group window.

Access Group |

Enter Group Mame
I Cancel |

Edit tMembers |

Permission Group Creation Window

Enter a name for the new TermSecure Access Group and select OK to create the group.
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Access Groups

Urrestricted QK
All Uszers

Edit

i

&dd

Delete

i

Additional TermSecure Access Groups Created

The created Access Groups will be displayed in the Access Group window. These TermSecure Access
Groups, like Microsoft User Groups, do not have settings and parameters, but instead get their usefulness by
adding members to them or applying restrictions to them.
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Permission Groups for Terminals

TermSecure Access Groups are assigned to a terminal on the first page of the Terminal Configuration

Wizard.

Open the Terminal Configuration Wizard for an existing terminal by double clicking on it in the tree. Start the
Terminal Configuration Wizard for a new terminal by selecting Edit > Add Terminal.

MTerminal Configuration Wizard

Terminal Name
Enter the name for thiz terminal, select the teminal group ta whick
thiz terminal belongs, or choose to copy the configuration from
another kerminal.

— Teminal Mame

Thiz ruzt be a unique name uging letters, numberz, huphens [-],
and underzcorez ] anly.

— Terminal Group
I Change Group

— Copy Settingz

il

[~ Copy Settings from anaother Terminal Copy Fram

Permizsions |

¢ Back | (i [ | Eirizh | Cancel I

Help

Terminal Configuration Wizard

Select the Permissions button on the first page of the Terminal Configuration Wizard to launch the
Permissions window to apply the TermSecure Access Groups to the terminal.
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Permissions |

TermSecure Access: Groups

Available tember OF
Urnrestricted

Al Uszerz

/12]
NI

Permissions Window
By default, the terminal uses the Unrestricted access group, allowing anyone access to the Terminal Server
Groups that are assigned to the terminal.

If Additional Permission Groups are configured, they will be displayed in the Available list. Access can be
granted or denied by moving the Access Groups into or out of the Member Of list by double clicking or
highlighting the desired group and selecting an arrow.

Permissions |

TermSecure Access Groups

Available tember OF
Arocess 2 Aooess 1
Al Uszers
nrestncted

Object Permissions

If the terminal has the Unrestricted access group removed from Member Of list and is replaced by other
Access Groups, TermSecure will deny access to the terminal except for members of the selected access
groups.

Note: Removing the Unrestricted group from a terminal and adding a different group will render the terminal
functionless until a member of the group logs in.

Select OK to close the Permissions window.
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Permission Groups for Terminal Server Groups

TermSecure Access Groups are assigned to a Terminal Server Group on the first page of the Terminal
Server Group Wizard.

Open the Terminal Server Group Wizard for an existing Terminal Server Group by double clicking on it in the
tree. Start the Terminal Server Group Configuration Wizard for a new Terminal Server Group by right clicking
on the Terminal Server Group branch icon and selecting Add Terminal Server Group.

@Terminal Server Group Wizard |
=]
Group Hame *au%
Enter the Terminal Server Group name. %
M
Group Marme HH

— Terminal Serser Tupe

Select the type of Terminal Server to put in thiz group

" Metaframe Servers
" Citrix Device Services S ervers
¥ Femote Desktop Pratocal Servers

Permizsions |

< Back I Mext > I Firizh Cancel Help

Terminal Server Group Configuration Wizard

Select the Permissions button on the first page of the Terminal Server Group Configuration Wizard to launch
the Permissions window to apply the TermSecure Access Group to the Terminal Server Group.
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Permissions |

TermSecure Access: Groups
Available tember OF
: g Urnrestricted
Access 2
Al Uszerz
Permissions

By default, the Terminal Server Group uses the Unrestricted access group, allowing anyone access to the
Terminal Server.

If Additional Permission Groups are configured, they will be displayed in the Available list. Access can be
granted or denied by moving the Access Groups into or out of the Member Of list by double clicking or
highlighting the desired group and selecting an arrow.

Permissions |

TermSecure Access Groups

Available tember OF
Arocess 2 Aooess 1
Al Uszers
nrestncted

Permissions Changed

If the Terminal Server Group has the Unrestricted access group removed from Member Of list and is
replaced by other Access Groups, TermSecure will deny access to the terminal except for members of the
selected access groups.

Note: Removing the Unrestricted group from a terminal and adding a different group will render the Terminal
Server Group functionless until a member of the group logs in.

Select OK to close the Permissions window.

Permission Groups for TermSecure Users

TermSecure Access Group permissions can be applied to TermSecure Users.

454 ¢ Permissions ACP ThinManager 3.1 Help Manual



Open the TermSecure User Configuration Wizard by double clicking on a TermSecure User icon or by right
clicking on the TermSecure User branch of the ThinManager tree and selecting Add TermSecure User.

TermSecure Access Groups are configured on the first page of the wizard by selecting the Permissions
button.

TermSecure User Information

@Termﬁecure User Configuration Wizard |

ﬂacaﬁ

TemmSecure User Information o
Enter TermSecure ugername, password and permizzion information. %
M

— TemSecure Lser Information

Izer Hame B ek

Pazzword I

Yerify Pazsword I

Fazsword Options |

— Group

I Change Group |
— Copy Settings

[ Copy Settings fram anather L zer Copy Fran |

Permizsiong |

< Back I Mewxt » I Firizh | Cancel Help

TermSecure User Information

Selecting the Permissions button will open the Permissions window that allows the assignment of a
TermSecure Access Groups.
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Permissions |

TermSecure Access: Groups
Anailable M ember OF
Arocesz 2 Aocesz_1
Permissions

The Permissions window for TermSecure Users does not show the Unrestricted or the All Users groups,
just the created groups. Access can be granted or denied by moving the Access Groups into or out of the
Member Of list by double clicking or highlighting the desired group and selecting an arrow.

Select OK to close the Permissions window.

Shortcut Method of Adding TermSecure Access Groups

Members can be added to TermSecure Access Groups quickly through the TermSecure Access Group
Wizard.

Open the TermSecure Access Group Wizard by selecting Manage > TermSecure Access Groups from the
ThinManager menu. This will launch the Access Groups window.

Access Groups

Unrestricted Ok

.-’-'-.u:u:essLE

Edit

i

&dd

Delete

i

Access Groups Window

Highlight the desired TermSecure Access Group and select the Edit button.
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Access Group

X]
Enter Group Mame QK. |

I.-“-‘-.ccess_'l Cancel

Access Group Window

Select the Edit Members button to launch the Access Group Members window.

Access Group Members

& Teminals " Teminal Server Groups " TemSecure Users

Terminal Mame | Terminal Path |

&dd

Remove

[

Access Group Members Window

Select the Terminals, Terminal Server Groups, or TermSecure Users radio button to configure that
category and select the Add button.
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Select Terminal

=~ Terminals

- East
- Delaveare Cancel
- Terminall

i

- Teminal2
- Teminal3
=1 M arpland

- Terminall
B T erminal2

- Terminal3
= Hewlerzey
- Terminall

- Terminal2

- Teminal3
[ Morth

- South

[ Wwest

- Terminall

i TRC_1

Select Terminal Window

A Select Terminal window will be displayed with a tree of the configured terminals and terminal groups.

Select the desired terminals and terminal groups and select OK for each addition.

Access Group Members |
& Temminals " Teminal Server Groups " TemSecure Users 0K |
Cancel |
Terminal Mame | Terminal Path |
‘@ East

Terminals SouthhGeargia

Remove |

Access Group Members

The Access Group Members window will show the members of the TermSecure Access Group. These can be
removed by highlighting and selecting the Remove button.
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Terminal Server Groups and TermSecure Users can be added by the same process of adding by selecting

the appropriate radio button.

Access Group Members

" TermSecure Users QK |
=]

Cancel |

i Teminals £ Teminal Server Grouos
Select Terminal Server Group
Calc
————  ||F_Groupl
T erminal Serve MNotepad
S5_Groupl

Cancel |
STD G ru:uui'l Add

Remove |

Terminal Server Group Selection

Access Group Members

" Temminals % Teminal Server Groups

Cancel

]|
i~ TemSecure Users ] |

Temninal Server Group |

@ M otepad
i Thintan_1

Femove |

Member Terminal Server Groups

Members can be removed by highlighting them and selecting the Remove button.
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Card and Badge Configuration for a TermSecure User

TermSecure allows the use of USB drives and RFID cards as login devices at terminals. This is configured on
the Card/Badge Information page of the TermSecure User Configuration Wizard. The TermSecure
Users Configuration Wizard can be launched by double clicking on a TermSecure User in the ThinManager
tree or by right clicking on the TermSecure Users branch of the tree and selecting Add TermSecure User.

mTEI‘ITISEELII‘E User Configuration Wizard

Card f Badge Information
Enter card/badge information if uszer has one.

]|

¥ This uzer will uze a card, badge, or other device to log in

— Card / Badge Information

Enter Card/B adge |0 number

I‘I 37EE0250000000000000000

[ Always Prompt for Passward

¢ Back MHewt »

Cancel

Help

Card / Badge Information Page

the use of a USB device, card or badge to login to a terminal.

This user will use a card, badge, or other device to log in - This checkbox, if selected, enables

e Enter Card/Badge ID number - This field is for the unique identification number of the ID device.

This can be filled manually or automatically. See Automatic Card/Badge ID Number Entry and Manual

Card/Badge ID Number Entry for instructions on the methods.

e Always Prompt for Password - This checkbox, if selected, will require a password in addition to the

ID device to login to a terminal as a TermSecure User.
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Automatic Card/Badge ID Number Entry

ThinManager can be configured to automatically add the Card/Badge ID number. There are a few conditions
that need met to allow this to happen.

e The Display “Create New User” dialog for unknown users check box on the Options page must
be selected.

The terminal must use Terminal Server Groups.

The terminal needs the Enable TermSecure checkbox on the Terminal Specification page of the
Terminal Configuration Wizard.

The USB Drive module, RF Ideas pcProx Module, or Wavetrend Tag Reader Module need added
to the terminal. The USB Drive module needs the Use with TermSecure parameter set to Yes.

The user needs to scan the card or insert the USB drive to start the TermSecure Configuration
Wizard.

Automatic Card/Badge use starts with the enabling of the Create New User dialog box. This is configured on
the Options window that is opened by selecting View > Options.

Options |

— General Options

¥ Dizplay "Create New Terminal’ dialog for unknown terminals.

v Display "Create Mew User dialog for unknown users

— lzon Ophions

[T Mirimize to the System Tray.

— Licenze Options

Wiarn if licenze will expire within I-I 0 dayz].

& walue of 0 dizables warning.

coos|

Options Window

The Display “Create New User” dialog for unknown users check box, if selected, will launch the
TermSecure User Configuration Wizard on the ThinManager Server when an unknown ID device (USB key
or ID card) is read by a terminal. Once this checkbox is selected, scanning a new ID card or inserting an
undefined USB key will launch the TermSecure User Configuration Wizard with the Enter Card/Badge ID
number automatically filled in.
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ﬂTermSEl:urE User Configuration Wizard |

TermSecure User Replacement 'y 2

i i - (]
Agzign thiz card number to an existing uzer or create a new uzer %
M

Mews Card Murnber : 197660250000000000000000

Click “Azzign Card Humber to Existing Usen'' to replace the card number of
an exigting uzer. To create a new uzer click "MHext',

TemSecure Lszer bo replace;

< Back Mewxt = Firizh Cancel Help

TermSecure User Configuration — TermSecure User Replacement

When a new card is scanned or a new USB key is inserted into a USB slot on the terminal the TermSecure
User Configuration is launched with an option to assign the card to an existing user.

Selecting Next will open the TermSecure User Configuration Wizard and allow a new TermSecure user to be
configured.

Selecting Assign Card Number to Existing User will launch the Select TermSecure User to replace
window to assign the card/badge number to an existing TermSecure User account.
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Select TermSecure User to replace

= Uzers
& TSU_Group2
I EenF
- Georgelw
L TS Groupl

ik

Caricel

Select TermSecure User To Replace Window

Highlight the desired TermSecure user and select OK. The wizard will display the TermSecure User
Information page with the selected user entered.
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@Termﬁecure User Configuration Wizard

TermSecure User Information

S . (*]
Enter TermSecure ugermame, password and permizsion information.

]|

Eacaﬂ

— TemSecure Lser Information

Usger Marne

Pazzword

Ixxxxxxxx

Yerify Pazsword

Ixxxxxxxx

Fazsword Options |

— Group

Change Group

— Copy Settings
[~ Copy Settings fram anather L zer

0

[Eapy Eram

Permizsiong |

< Back I Mewxt » I Firizh

Help

TermSecure User Information Page

If a TermSecure user was selected for the badge, the user will be displayed in the User Name field of the
TermSecure User Information page.

Selecting Next will continue with the configuration and show the Card/Badge Information page.
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ﬂTermSEl:urE User Configuration Wizard |

Card / Badge Information 'y 2

Enter card/badge information if uzer has one. 1%
M

¥ This uzer will uze a card, badge, or other device to log in

— Card / Badge Information

Enter Card/B adge |0 number

[ Aways Prompt for Password

< Back I Mewxt » I Finizh Cancel Help

Card/Badge Information Page

The card, badge, or USB drive number will be entered in the Enter Card/Badge ID number field.

Select Back to change the configuration, select Next to continue, select Finish to accept the changes, or
select Cancel to cancel changes.

Manual Card/Badge ID Number Entry

If the Display “Create New User” dialog for unknown users check box on the Options window is
unselected, the Enter Card/Badge ID number field will need to be entered manually. The Card/Badge ID
number is accessible in the event log. To configure a terminal to allow a device one needs to:

Turn the Event Log on

Have the appropriate hardware on the terminal, either a USB port or a ProxCard reader.
Add the appropriate module.

Use the device once to have the device’s identifier entered to the event log.

Open the TermSecure User Configuration Wizard and enter the ID number to tie the TermSecure
User to the device.

Login with the ID device.
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Event Log

The Event Log is configured in the ThinManager Server Configuration Wizard.

Open the ThinManager Server Configuration Wizard by double clicking on the ThinManager Server icon in
the tree, or highlighting it and selecting Edit > Modify from the menu.

Navigate to the Historical Logging page.

@ThinManager Server Configuration Wizard

Historical Logging o a

5 - (]
Select the temsz to log and how long to maintain the logged
infarmation. 7y

— Higtarical [ata

Maintain Hiztoncal Log for I days

Clear Hiztary

—Ewent Log
td aintain Event Log for I? dapz
Chooze events talog

¥ Terminal Server Events
¥ Temminal Events

¥ Teminal Configuration changes

¥ Termsecure Uszer Configuration changes

Clear Event Log |

< Back I Mext > I Finizh Cancel | Help |

Historical Logging Page

All events may be selected to be logged, but the Terminal Events checkbox is critical to the TermSecure
Device detection. Select the Terminal Events checkbox and select the Finish button.
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USB Device

When using the USB drive, the USB Flash Drive Module needs added to the terminal.
Open the terminal by double clicking on it in the ThinManager tree. Navigate to the Module Selection page.

ﬂTerminal Configuration Wizard |
. (=]
Module Selection ‘Eaaa“
Select the modules that load on this terminal at boat up. 1&
M
Attach Module to Terminal |
Modu Module Type ITermSecure ;I i

AF ldea: poProy Module

Temntdon Activerd Configuration Module
:LISE Flazh Dirive Module
Wavetrend Tag Reader Module

careel_|
Add... Eatfigure... | | Hemawe I

¢ Back Finizh

Cancel | Help |

USB Flash Drive Module

Select the Add button. Highlight the USB Flash Drive Module in the TermSecure Section and select OK to
accept the module and to return to the Module Selection page.

Highlight the USB Flash Drive Module and select the Configure button to launch the Module Properties
window.
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Module Properties |

Farameter | " alue |
Drrive Access Rights in Session Mone
Idze with TermSecure MO
Allow Manual Lagan YES
Frompt for Paszword MO
Farameter I
" alue |
Set to Default Set
Cancel |

USB Flash Drive Module Properties

The USB Flash Drive Module has several parameters.

e Drive Access Rights in Session - This lets the USB device to be used as a removable storage drive
when set to ReadWrite. Read Only will allow the device to be read for its ID number, but not used as
a drive. None blocks any access.

e Use with TermSecure - This needs to be set to YES to allow the device to be a TermSecure
identifier. A NO setting, in conjunction with a ReadWrite Access Rights setting, will allow the device
to be used as a remote storage drive

e Allow Manual Login - If set to YES, allows a TermSecure User to use the hotkey to initiate logins, or
the device. If set to NO, it will force a TermSecure User to use a device to login.

e Prompt for Password - NO allows the device to login without a password. YES forces every
TermSecure User to enter a password after using the device.

Configure the USB parameters as desired and select Finish to close the Terminal Configuration Wizard.

Restart the terminal.

ProxCard Reader
A ProxCard Reader works much the same as the USB device, but uses a different module, the RF Ideas
pcProx Module.
Open the terminal by double clicking on it in the ThinManager tree. Navigate to the Module Selection page.
Select the Add button.

Highlight the RF Ideas pcProx Module in the TermSecure Section and select OK to accept the module and
to return to the Module Selection page.

Highlight the RF Ideas pcProx Module and select the Configure button to launch the Module Properties
window.
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Module Properties |

Farameter | " alue |

Fart COk1
Mumber of Data Bitz 26
I1ze Facility Code YES
Allows b anual Logon YES
Prarmpt for Pazsword MO

Farameter I

" alue |

Set to Default Set
Cancel |

RF Ideas ProxCard Module Properties

The RF Ideas pcProx Module has several parameters.

e Port- The RF Ideas pcPRoxCard Reader connects to a ThinManager Ready thin client through the
serial port. The Port setting specifies which COM Port the reader is attached to.

e Number of Data Bits — The reader can use 26, 37, or all (RAW) data bits for identification.
e Use Facility Code - This, if set to YES, includes the facility code as part of the identifier number.

e Allow Manual Login - If set to YES, allows a TermSecure User to use the hotkey to initiate logins, or
the device. If set to NO, it will force a TermSecure User to use a device to login.

e Prompt for Password - NO allows the device to login without a password. YES forces every
TermSecure User to enter a password after using the device.

Configure the ProxCard parameters as desired and select Finish to close the Terminal Configuration Wizard.

Restart the terminal.

WaveTrend Tag Reader Module
A WaveTrend Tag Reader works much the same as the USB device, but uses a different module, the
WaveTrend Tag Reader Module.
Open the terminal by double clicking on it in the ThinManager tree. Navigate to the Module Selection page.
Select the Add button.

Highlight the WaveTrend Tag Reader Module in the TermSecure Section and select OK to accept the
module and to return to the Module Selection page.

Highlight the WaveTrend Tag Reader Module and select the Configure button to launch the Module
Properties window.
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Module Properties |

Farameter | " alue |

Fart COk1
Idze Wendor Code YES
Allovw b anual Lagan YES
Prompt for Paszword MO
Entry Signal Strength G0
E xit Signal Strength G0
E ntry Senzitivity 1
Euit Sengitivity 1

Farameter I

" alue |

Set to Default Set
Cancel |

WaveTrend Module Properties

The WaveTrend Tag Reader Module has several parameters.

Port - The WaveTrend Tag Reader Module connects to a ThinManager Ready thin client through the
serial port. The Port setting specifies which COM Port the reader is attached to.

Use Vendor Code - This, if set to YES, includes the vendor code as part of the identifier number.

Allow Manual Login - If set to YES, allows a TermSecure User to use the hotkey to initiate logins, or
the device. If set to NO, it will force a TermSecure User to use a device to login.

Prompt for Password - NO allows the device to login without a password. YES forces every
TermSecure User to enter a password after using the device.

Entry Signal Strength - The signal strength required to register the card as in range
Exit Signal Strength - The signal strength required to register the card as out of range

Entry Sensitivity - The number of reads above the Entry Signal Strength reads that are required to
register as “Entered”

Exit Sensitivity - The number of reads below the Exit Signal Strength that are required to register as
“Exited”

Configure the WaveTrend parameters as desired and select Finish to close the Terminal Configuration

Wizard.

Restart the terminal.
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Device Identifier Number

Next the ID device needs to be scanned or inserted to help find the ID number.
Insert the USB device or scan the ProxCard on the terminal.

A TermSecure message should be displayed.

Term3ecure Message

05deadi00001203000001236 |s Mot a Walid User ID

TermSecure Message

The ID device will not work so the terminal will send a message with the ID device’s identifier number.
e Record this number.

This number is also entered in the event log if the Terminal Events were selected in the ThinManager Server
Configuration Wizard.
e Open ThinManager.

e Highlight the terminal in the tree and select the Event Log tab.

The ID for the device is entered in the log.
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Edit Manage Install Tools Yiew Remoteliew Help
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E|---"'.f' ohoopee Ewent | User | Time
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ﬂ BenF
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ThinManager Event Log

Next the ID number needs to be associated with the TermSecure User.
e Open the TermSecure User Configuration Wizard for the user you want to have use that ID device.

¢ Navigate to the Card / Badge Information page.
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@Termﬁecure User Configuration Wizard |

Card / Badge Information 'y 2

Enter card/badge information if uzer has one. 1%
M

¥ This uzer will uze a card, badge, or other device to log in

— Card / Badge Information

Enter Card/B adge |0 number

I'I 3¥ER0250000000000000000

[ Always Prompt for Password

< Back Mewxt » Cancel Help

Card / Badge Information Page
e Select the This user will use a card, badge, or other device to log in checkbox.

e Enter the ID Identifier from the earlier steps into the Enter Card/Badge ID number field.

e Select the Always Prompt for Password, if desired.

Now the Terminal is configured, the ID device is identified, and the TermSecure User is configured to use the
device.
¢ Insert the USB device into the USB port on the ThinManager Ready thin client or scan the ProxCard
on the card scanner.

The USB device will log the TermSecure User into the terminal server.
e Open ThinManager.

e Highlight the ThinManager Server and select the Event Log tab.
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EThinManager ¥3.1 =]

Edit Manage Install Tools Yiew Remoteliew Help

Il]hl]l]pt:e j Configuratian I todules I Schedule I Froperties Ewent Log | Shadow I Report I
E|---"'.f' ohoopee Ewent | User | Time
[—:l El: Terminals Usger Sezsion Establizhed on Server Black for Group Desk_Bla... 06/171/07 22:03:01
Groupl IJser Session Established on Server Black for Group Motepad 06/11/07 22:03:01
; WRTMC Uszer BenF logged in 06/171/07 22:03:00
g MultiManitar Login attempt failed for card id 1976E0250000000000000000 0B/A11/07 21:58:44
i Seszsion Established on Server Black for Group Calculator 06/11/07 21:58:07

[L]@ N

Received Configuration from Thinkd anager Server 93,98,97.34 06/11/07 21:58:06
Maonitar Connection Established 06411207 21:58:06
Maonitar Connection Lost 06411207 21:58:01
Restart Terminal pburns 06/11/07 21:58:01
Motepad Terminal Configuration Changed pburns 06/11/07 21:57.58
Desk_Black
- B Uno-z0s3E
- B wa1300

31

- ﬁ Terminal Servers
Eﬂ---ﬁ Terminal Server Groups
=-4% TermSecure Users
4 TSU_Groupt
€7 T5U_Groupz

@ BenF (NTA-6020)
4 Georgew

1 | _rl
For Help, press F1 l_ S

Event Log

The Event Log will show the results of the successful login. The terminal will have the TermSecure User
added to its icon in the tree, while the TermSecure User icon will show the name of the terminal that it is
logged into.
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WinTMC Fat Client

WIinTMC Overview

WinTMC is a ThinManager Client for PCs running Windows NT/2000/XP operating systems. WinTMC
provides similar functionality to that of a ThinManager Ready Terminal. The WinTMC client can use failover,
Instant Failover, SmartSession, MultiSession, and AppLink, among others. Once the WinTMC client is
installed the client can be managed remotely through ThinManager instead of locally.

See WIinTMC Installation for details on installation.

Local WinTMC Configuration

When WinTMC starts, a Configure button will be displayed on the splash screen.

WinTMC Splash Screen

Click on the Configure button to configure the initial WinTMC settings.
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ThinManager Server List |

Enter new Thinkd anager Server Mame or IP Address QK |
| Add
Cancel |

Curment Thintdanager Servers

Delete

Move p

M ave Down

EEl

Help

[ e
&bout |

WinTMC ThinManager Server List Configuration

The ThinManager Server List allows the WinTMC to be pointed to one or more ThinManager Servers to
retrieve its configuration.

Enter the IP address or name of your ThinManager Servers in the Enter new ThinManager Server Name or
IP Address field and click the Add button to add them to the Current ThinManager Servers list.

The WinTMC will try to connect to the ThinManager Servers in the order listed, so the order can be changed
with the Move Up and Move Down buttons.

Unneeded ThinManager Servers can be removed with the Delete button.

This configuration menu can be password protected by selecting the Set Password button. Once the
password is set, when WinTMC is started and the Configure button is clicked, a password will be required to
change the configuration.

Mo ThinManager Server specified

ou muskt specify at least one ThinManager Server

No ThinManager Server Specified
If the OK button is selected without entering a ThinManager Server, an error window will remind you to enter
a ThinManager Server address.

Once the local configuration is set, WinTMC will connect to a ThinManager Server and attempt to retrieve its
configuration.
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Terminal Replacement Dialog |

Chooze a Teminal to replace

Acck_1 - Accounting
Aok 2 - Accounking
k3 - Accounting
Acck 5 - Accounking
Prod_Linels - Produckion
Prod_Line16 - Production
Prod_Line24 - Production
Prod_LineZE - Production
Prod_Line2C - Production
Sales_1 - Sales

Sales_7 - Sales

Sales_4 - Sales

Create a new T erminal

Terminal Replacement Dialog

If the WinTMC PC has not been defined, the user will be prompted with a dialog box to allow for the creating a
new configuration or replacing an existing terminal configuration on the ThinManager Server.

This functionality is similar to that of the create/replacement menu on a ThinManager Ready Thin Client. See
Replace or Create New Mode for details on that method.

Once the WinTMC has been assigned a configuration you will not need to make a selection again.

If you want to run WinTMC without the configure button, you can run it from a command line with the
ThinManager Servers separated by semi-colons (i.e. WinTMC TMS1; TMS2; TMS3). This will eliminate
the configure button when WinTMC is started.

If you want to pre-create a WinTMC client in ThinManager using the Terminal Configuration Wizard, select
GENERIC for the Make/OEM and PersonalComputer for the Model on the Terminal Hardware page of the
Terminal Configuration Wizard.
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MTerminal Configuration Wizard |

. -1
Terminal Hardware \oQ 4
Select the manufacturer and model of this terminal. %
M
IJze this to configure the bype of hardware far thiz terminal.
take / OER GEMERIC ;I

PerzonalComputer

tadel

OEM Maodel OTHER
Yideo Chipzet  UNENDWHN

T erminal 1D MHaone Clear |

¢ Back I MHewt > I Eirizh Cancel Help

WinTMC Settings in Terminal Hardware
The Terminal Configuration Wizard includes a WinTMC Settings page.
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MTerminal Configuration Wizard |

WinTHMC Settings o 4

Select the local devices to be redirected, the expenence zettings: and
chent control zettings. M

— Redirect Local Rezources
[ Redirect Serial Ports
" Bedirect Drives

™ Redirect Printers

™ Bedirect Sound

" Fedirect Smart Cards

— Client Cantrol Settings
v Allow client to be closed
W Allow client to be sized

— Experence Settiings

¥ Show desktop background

¥ Show window contents while dragging
W Show menu / window animations

W Show themes

¢ Back I MHewt > I Finizh Cancel Help

WinTMC Settings

WinTMC clients can also be configured on the WinTMC Settings page. These only apply to connections made
by the WinTMC fat client.

The settings include:

Redirect Local Resources:

Redirect Serial Ports - This checkbox, if selected, will make local serial ports available in a
session. Serial Port redirection does not work when you connect to a terminal server running
Windows 2000 or earlier.

Redirect Drives - This checkbox, if selected, will make local drives available in a session. Drive
redirection does not work when you connect to a terminal server running Windows 2000 or
earlier.

Redirect Printers - This checkbox, if selected, will make your local printer available in a session.

Redirect Sound - This checkbox, if selected, will allow audio played in your session to play
locally. Sound redirection does not work when you connect to a terminal server running Windows
2000 or earlier.

Redirect Smart Cards - This checkbox, if selected, will make your smart card available in a
session. Smart card redirection does not work when you connect to a terminal server running
Windows 2000 or earlier.

Client Control Settings:
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e Allow Client to be closed - This checkbox, if selected, will enable your user to close the client
(WinTMC program).

e Allow client to be sized - This checkbox, if selected, will enable your user to resize the client.

Experience Settings:

e Show Desktop Background - This checkbox, if selected, will enable your user to select a
Windows Desktop Background. If not selected, the background will be a solid color.

e Show window contents while dragging - This checkbox, if selected, will show the window
contents to be shown while the window is being dragged.

¢ Show menu/window animations - This checkbox, if selected, will enable menu/window
animations on the client.

e Show Themes - This checkbox, if selected, will enable your user to select a Windows Theme.

Note: These functions may be denied by user policies or terminal server configuration. Check the Microsoft
Local Policy, Group Policy, and Terminal Services Configuration. See Non-ThinManager Components for
details.

WinTMC Licensing

WinTMC requires a Terminal/WinTMC connection license. Existing Terminal Connection Licenses can be
upgraded to support WinTMC connections. For customers using ThinManager Enterprise Class licenses, a
WinTMC Connection License is required.

See WinTMC Licensing for details.

480 e WinTMC Fat Client ACP ThinManager 3.1 Help Manual



TermMon ActiveX Control

The TermMon ActiveX Control can be used to collect information about a terminal and perform terminal
functions. For the purposes of this document Control will refer to the TermMon ActiveX Control.

This section is not meant as a tutorial on ActiveX controls but is a datasheet on the properties and functions
of the TermMon ActiveX control.

Registering the Control

The TermMon ActiveX Control can be found on the ThinManager CD as termmon . ocx.

The Control must be registered before it can be used. Copy the file termmon . ocx to the computer where
you want to use it. Register the OCX by executing regsvr32 <path\termmon.ocx>.

Using the Control

TermMon ActiveX Configuration Module

If running the Control in the terminal’s terminal services session, no special configuration of the terminal in
ThinManager is required. The TermMon ActiveX Control Configuration Module is not required.

If the Control is not run in the terminal’s terminal services session, the TermMon ActiveX Control
Configuration Module must be added to the terminal configuration in ThinManager. In the module
configuration, Allow ActiveX Connections must be set to YES and Only Allow Connections from Session
must be set to NO.

The TermMon ActiveX Control Configuration Module can be used to prevent a connection from an
application running in the terminal’s terminal services session. This is accomplished by adding the TermMon
ActiveX Control Configuration Module to the terminal in ThinManager and setting the Allow ActiveX
Connections option to NO.

Read-Only Properties

The following properties are read only strings. An event will be generated any time one of these properties
changes. The Enable method must be invoked prior to reading these properties.

e TerminalName - This is the name of the terminal.

e TerminalModel - This is the terminal model number.

e TerminallP - This is the terminal IP address.

e TerminalMAC - This is the terminal MAC Address.

e TerminalBootLoaderVersion - This is the terminal network boot loader version.

¢ TerminalFirmwareVersion - This is the firmware version that the terminal is running.

e TerminalWindowsUsername - This is the Windows Username that is specified in the terminal’s
ThinManager configuration.
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e TermSecureUsername - This is the TermSecure username of the TermSecure user currently logged
onto the terminal. If no TermSecure user is logged on, this value will be blank.

e TermSecureWindowsUsername - This is the Windows Username associated with a TermSecure
user. This is the Windows Username for all TermSecure user sessions. If no TermSecure user is
logged on, this value will be blank.

¢ TerminalServerGrouplList - This is a comma-separated list of terminal server groups currently
running on the terminal.

e ConnectionState - This is the Control’s connection state with the terminal.

e CurrentTerminalServerGroup - This is the Terminal Server Group that is currently being displayed
on the terminal.

e CurrentWindowsUsername - This is the Windows Username of the session where the Control has
been executed. This property is not available when the RunIinSession property is set to False.

e TerminalServerName - This is the name of the Terminal Server where the Control is running. This
property is not available when the RunlnSession property is set to False.

Read-Write Properties
These properties can be set by the application.

¢ RunlInSession - When the RuninSession property is set to True, the Control will be running in the
terminal’s terminal services session. The terminal IP address will be determined automatically by the
control.

e OverridelP - If the RuninSession property is set to False, the OverridelP property specifies the IP
Address of the terminal that the Control will connect to.

Note: To use the OverridelP property, the TermMon ActiveX Control Configuration Module must be added to
the terminal configuration in ThinManager. In the module configuration, Allow ActiveX Connections
must be set to YES, and Only Allow Connections from Session must be set to NO.

e WatchdogTime — This is the number of seconds before the watchdog will reset the terminal session.
Once this property is set to a non-zero value, the property must be updated before the watchdog time
reaches zero. To disable the watchdog, set this property to zero. The watchdog is disabled by default.

Note: The Enable Method does not need to be called for watchdog operation. Watchdog operation is
independent of the Enable and Disable Methods.

Events

When a property value changes, an event will be generated by the Control. When an Event occurs the event
code can be used to determine the property that changed. The Event method must be invoked in order to
receive events (except for WatchdogTime). The event code is provided by the Control as follows:

e TermMonEvent.TerminalName

e TermMonEvent.TerminalModel

e TermMonEvent.TerminallP

e TermMonEvent.TerminalMAC

e TermMonEvent.TerminalBootLoaderVersion

e TermMonEvent.TerminalFirmwareVersion
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e TermMonEvent.TerminalWindowsUsername

e TermMonEvent.TermSecureUsername

e TermMonEvent.TermSecureWindowsUsername

e TermMonEvent.TerminalServerGroupList

e TermMonEvent.ConnectionState

e TermMonEvent.CurrentTerminalServerGroup

e TermMonEvent.CurrentWindowsUsername

e TermMonEvent.TerminalServerName

e TermMonEvent.WatchdogTime

Methods

e Enable - Invoking this method will enable the Control. The Control will attempt to connect to the
terminal and generate events to update the Control Properties. The Control will maintain a connection
to the terminal as long as it is enabled.

e Disable - Invoking this method will cause the Control to break the connection with the terminal.
Events will be generated to clear the Control Properties.

e Command - The Command method can be used to send terminal action commands. The Command
method requires one parameter which is the terminal command to be performed. The Enable method
must be invoked before these commands can be executed (except for noted exceptions). The
supported commands are:

O

O

O

Reboot - This command will initiate a terminal reboot.

Restart - This command will initiate a terminal restart.

Calibrate - This command will initiate a touch screen calibration.

GotoMainMenu - This command will cause the Main Menu to be displayed.
SwitchToNextGroup - This command will switch to the next terminal server group.
SwitchToPrevGroup - This command will switch to the previous terminal server group.
SwitchlInstFailover - This command will switch the instant failover group.

ChangeTermSecureUser - This command will disconnect any current TermSecure user
sessions and then display the TermSecure Log On menu.

LogOffAndChangeTermSecureUser - This command will log off any current TermSecure
user sessions and then display the TermSecure Log On menu.

LogOffTermSecureUser - This command will log off any current TermSecure user sessions
and will return to a terminal server group which is assigned to the terminal. If no terminal
server groups have been configured on the terminal, the TermSecure Log On menu will be
displayed.

DisconnectTermSecureUser - This command will disconnect any current TermSecure user
sessions and will return to a terminal server group which is assigned to the terminal. If no
terminal server groups have been configured on the terminal, the TermSecure Log On menu
will be displayed.

DisconnectSession - This command will disconnect the Terminal Services Session running
on the terminal. This command does not require that the Enable Method be invoked prior to
execution.
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o LogOffSession - This command will log off the Terminal Services Session running on the
terminal. This command does not require that the Enable Method be invoked prior to
execution.

The Command Method constants are provided by the Control as follows:
o TermMonCommand.Reboot

o TermMonCommand.Restart

o TermMonCommand.Calibrate

o TermMonCommand.GotoMainMenu

o TermMonCommand.SwitchToNextGroup

o TermMonCommand.SwitchToPrevGroup

o TermMonCommand.SwitchlnstFailover

o TermMonCommand.ChangeTermSecureUser

o TermMonCommand.LogOffAndChangeTermSecureUser
o TermMonCommand.LogOffTermSecureUser

o TermMonCommand.DisconnectTermSecureUser

o TermMonCommand.DisconnectSession

o TermMonCommand.LogOffSession

e ChangeTerminalServerGroup - This method can be used to change the terminal server group
currently displayed on the terminal. This method requires one parameter which is the name of the
terminal server group that the terminal should switch to.

e TermSecureCheckAccess - This method can be used to query the access rights of a TermSecure
user. This method requires two parameters. The first parameter is the name of the user. The second
parameter is the name of the Access Group. This method returns the result of the query as follows:

o TermMonConst.Timeout - The request timed out.
o TermMonConst.Busy - The Control is busy with another request.

o TermMonConst.InvalidMember - The user is not a member of the specified TermSecure
Access Group.

o TermMonConst.ValidMember - The user is a member of the specified TermSecure Access
Group.

o TermMonConst.UserNotFound - The TermSecure Username was not found.

o TermMonConst.GroupNotFound - The Access Group Name was not found.
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Control Constants

Constant values provided by the Control are as follows:

TermMonEvent

TerminalName
TerminalModel

TerminallP

TerminalMAC
TerminalBootLoaderVersion
TerminalFirmwareVersion
TerminalWindowsUsername
TermSecureUsername
TermSecureWindowsUsername
TerminalServerGroupList
ConnectionState
CurrentTerminalServerGroup
CurrentWindowsUsername

TerminalServerName

TermMonCommand

Reboot

Restart

Calibrate
GotoMainMenu
SwitchToNextGroup
SwitchToPrevGroup
SwitchlnstFailover

ChangeTermSecureUser

LogOffAndChangeTermSecureUser

LogOffTermSecureUser
DisconnectTermSecureUser
DisconnectSession

LogOffSession

TermMonConst

Success
Fail

Disconnected
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100
101
102
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107
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109
110
111
112
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Connected
Timeout

Busy
Updating
RequestFailed
InvalidMember
ValidMember
UserNotFound 10
GroupNotFound 11

© 00 N O o A W

TermMon ActiveX Demo Application

The TermMon ActiveX Demo Application can be used to demonstrate the features of the Control. The demo
application is found on the ThinManager CD in the Terminal ActiveX folder as TermMon . exe.

To start the application in graphical mode, run TermMon . exe in a terminal’s terminal services session.
This will allow the Control functionality to be demonstrated. The demo application can also be run non-

graphically using command line options. The format is as follows:

TermMon —-c <command> —f <output path and filename> -d <data> —-a <ip
address>

The following commands are terminal action commands:

The following commands return the result in the output filename.

Reboot

Restart

Calibrate

GotoMainMenu

SwitchToNextGroup
SwitchToPrevGroup
SwitchiInstFailover
ChangeTermSecureUser
LogOffAndChangeTermSecureUser
LogOffTermSecureUser
DisconnectTermSecureUser
ChangeTerminalServerGroup -d <groupname>

TerminalName -f <output filename>
TerminalModel -f <output filename>
TerminallP -f <output filename>
TerminalMAC -f <output filename>
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Non-ThinManager Components

Configuring RDP for Auto-Login

RDP, the Remote Desktop Protocol , is configured by default to require users to enter a password when
logging on to a Windows 2000 Terminal Server. This prevents a terminal from logging in automatically when
using an initial program. The change in the configuration to allow the auto-login and initial program while
using RDP is made in the Terminal Services Configuration.

Note: The information included here is for your convenience. Because this information can change, please
see Microsoft at www.microsoft.com for up-to-the-minute details.

Select Start > Programs > Administrative Tools > Terminal Services Configuration to launch the
Terminal Services Configuration Console.
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tsce - [Terminal Services Configuration',Connections]

File Action Wew Help

= | ER DB 2E

,, Terminal Services Configuration
a _onneckions

------ (2] Server Settings

Conneckion | Transpork | Twpe | Carnment |
S 1cA-Top top Citriz ICA 3,0
SPROP-Tcp top Microsoft ROP 5.2

Terminal Services Configuration Console- Windows 2000

Double-click RDP-tcp in the right pane or highlight RDP-tcp and select Action > Properties to launch the

RDP-tcp Properties.
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RoPtcpProperies K|

Rermate Cantral | Client Settings | Metwark Adapter I Permizsions
General Logaon Settings | Cessions I E rvironirnent

&% ze client-provided logon informatior:

" Always use the following logon infarmation:

zer name;

Damair:

Pazzwaord;

|
|
|
Corfirm password: |

[ Always prompt for paszword

k. I Canicel Smply

RDP-tcp Properties

Uncheck the Always prompt for password checkbox and click the OK button to allow auto-login.

Configuring Windows 2003 Terminal Services for
Multiple Logins

Windows 2003 is set to prevent multiple logins by the same account. Although it is a “best practice” to have
each user login with a unique account, a terminal using MultiSession can use the same terminal server in
several Terminal Server Groups, making multiple logins desirable. This setting, and others, is changed in the
Terminal Services Configuration Console. See Configuring RDP for Auto-Login.

Open the Microsoft Terminal Services Configuration Console by selecting Start > Control Panel >
Administrative Tools > Terminal Services Configuration.
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tscc - [Terminal Services Configuration’, Server Settings]

File Action Wew Help

&= | ER DB 2mE

,, Terminal Services Configuration Settings | Attribute |
{1 Connections 2¥]Delete temparary Folders on exit Yes
~{_3 Server Settings Llse kemporary Folders per session es
Lil:ensing Per Device
F'.u:ti'-.fe Ceskkop Cisable
F‘ermissien Cornpatibility Relaxed Securiky
Restrict each user ko one session Mo
License server discovery mode Automatic

Terminal Services Configuration Console- Windows 2003

The Server Settings in the Terminal Services Configuration can be changed by double-clicking them. Four
that are of interest are Licensing, Permission Compatibility, Restrict each user to one session and
License server discovery mode.

Single Session Per User

The Single Session Per User setting controls multiple logins. Double-clicking the setting will launch a

settings window.
Single session per user EH |

To conserve server resources and simplify reconnecting to
dizconnected seszions, you can restrict each user to a single
FEEEION

¥ Restict each user to one session

k. I Cancel

Terminal Services Configuration Console- Single Session Per User

The Restrict each user to one session checkbox is selected by default in Windows 2003. Unselect it to
allow multiple logins if needed for MultiSession.
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Licensing Mode

Microsoft has expanded the Terminal Server Client Access License (TS CAL) program in windows 2003. TS
CALs are available in two types, TS Device CALs and TS User CALs.

e The TS Device CAL licenses one device for any user to connect to Microsoft Terminal Servers. This
functions like the previous Windows 2000 TS CAL.

e The TS User CAL licenses one user for any device to connect to Microsoft Terminal Servers.

To change between the Per Device licensing and Per User licensing, double-click Licensing to launch the
Licensing Mode window.

censingode @R

Licensing Mode: I Per Device ;I

Thiz palicy requires a license to be izzued to each client computer
[device] that connects ko the terminal zerver.

To change thiz zerver to Bemate Desktop for Administration, use Adds
Remove Programs.

Cancel |

Terminal Services Configuration Console- Licensing Mode

Select the desired mode from the Licensing Mode dropdown box and click OK.

Permission Compatibility

Microsoft has increased the security in each successive release of its terminal server software. These new
policies prevent users from accessing the system folder, *.ini files, the registry, and other resources. Some
programs such as HMI, SCADA, database, and control software need access to these resources to function.
Instead of making all the users administrators, the security can be set to the less strenuous Windows NT 4.0-
style security.
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Permission Compatibility

Some applications require special access o system resources, such as the registy and
awztem directonies, in order to work, correctly.

" Full Security

Select thiz option o provide the mozst secure enviranment ik which ta run applications. By
default, Terminal Server Uzerz will have the same permizzions az memberz of the Uzers
group and thus may not be able to run zome legacy applications.

Select thiz option if you have compatibility problems with legacy applications.

& Under thiz configuration, all Uszers will have full access to crtical registry and
file spztem locationg. Thiz may be neceszan in order to rin many legacy

applications.
] I Cancel

Terminal Services Configuration Console- Permission Compatibility

Launch the Permission Compatibility window by double-clicking on the Permission Compatibility setting.
Select the Relaxed Security radio button and select the OK button.

492 e Non-ThinManager Components ACP ThinManager 3.1 Help Manual



License Server Discovery Mode

A new feature in Windows 2003, Service Pack 1 and later, is a setting to point the terminal server to a specific
Terminal Server Licensing Server. This is the License server discovery mode setting in Terminal Services
Configuration. This is easier than hard coding the license server into the registry.

Terminal Server License Server discovery ﬂ |

— Licenze server discovery method

" Automatic

¥ lza these license servers:

Check. namesl

Thiz Terminal Server will attemnpt to locate these licenze servers first, If they are not
lozated, thiz Terminal Server will attempt automatic dizcovery.

Separate license zerver names with commag.

Example: Serverl, Server?. erample.com, 192.168.1.1

—Automatically discovered license servers

[n DiamainSsf arkagroup rale: I

In Enterprize role: I

Cancel | 0k I

Terminal Server License Server Discovery Window

Launch the Terminal Server License Server Discovery Window by double-clicking the License server
discovery mode setting in Terminal Services Configuration window.

Entering a valid Microsoft Terminal Server Licensing Server name in the Use these license servers field will
force the terminal server to use the defined server as the license server. This keeps the terminal server from
getting confused when there are multiple license servers.

The Automatically discovered license servers field would be automatically populated with license servers
found by the terminal server and can be used as a reference. The Check names button will check the
validation of the name in the Use these license servers field.
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Command Prompt

Terminal Services has several commands that aid in managing the terminal server. Some useful ones are:

Command Action
change logon Temporarily disables logons to a Terminal Server
change port Changes COM port mappings for MS-DOS program compatibility
change user /install Puts the server into “Install Mode”
change user /execute Removes the server from “Install Mode”
Ipconfig Displays the IP addresses of the network card
Logoff Logs off a user from a session and deletes the session from the server
net send username “message” Sends a message to a user. username is the NT/2000 user name that the

person or terminal is logged in as. “message” is the text of the message.
Quotation marks are needed for any messages containing a space.

query process Displays information about processes running on a Terminal server
query session Displays information about sessions on a Terminal server

query termserver Displays a list of all Terminal servers on the network

query user Displays information about user sessions on a Terminal server
reset session Resets a session to known initial values

Shadow Monitors another user's session

Tsdiscon Disconnects a client from a terminal server session

Tsshutdn Shuts down the terminal server in an orderly manner

See the Windows online help for additional commands and parameters.
Other useful commands include:

Command Action
gpedit.msc Launches the Group Policy Editor
tscc.msc Launches the Terminal Services Configuration Console
tsadmin Launches the Terminal Services Manager
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Alternative Terminal Keystrokes

Certain keystrokes are not available in a terminal session. Microsoft has provided these alternatives.

Keystroke

Function

ALT+PAGE UP

Switches between programs from left to right.

ALT+PAGE DOWN

Switches between programs from right to left.

ALT+INSERT Cycles through the programs in the order they were started.
ALT+HOME Displays the Start menu.

CTRL+ALT+BREAK Switches the client between a window and full screen.
CTRL+ALT+END Brings up the Windows 2000 Security dialog box.
ALT+DELETE Displays the Windows menu.

CTRL+ALT+Minus (-) symbol on the
numeric keypad

Places a snapshot of the active window, within the client, on the Terminal server
clipboard (provides the same functionality as pressing PrintScrn on a local
computer.)

CTRL+ALT+Plus (+) symbol on the
numeric keypad

Places a snapshot of the entire client window area on the Terminal server
clipboard (provides the same functionality as pressing ALT+PrintScrn on a local
computer.)
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Group Policy
Windows 2003 has a number of features that can be allowed or prevented with a Group Policy. Group Policy
is configured in the Group Policy Object Editor snap-in to the Microsoft Management Console.
Access the Group Policy Editor by typing gpedit .msc at a command prompt to launch the Microsoft
Group Policy Editor.

'iti Group Policy Dhject Editor =] B3
File  Action Yiew Help

= | OE TR 2

_E—_j Local Cormputer Palicy a | | Sekting | Skake |
L—‘_I@ Computer Corfiguration | | CJDesktop Themes
D Software Settings :@ Remave Display in Cankral Panel Mak configured
(1 windows Settings 5% Hide Desktap tab Mok canfigured
EH:I Adrinistrative Templat: @ Present changing wallpaper Mok configured
[:I Windows Compone @ Hide Appearance and Themes tab Mok configured
[:I System @ Hide Settings tab Mok configured
[:I Ne.twurk @ Hide Screen Saver kab Mok configured
D Printers - - -
. SCresn Saver Mok configured

=g User Configuration

+1-(0] Software Settings @ Screen Saver executabls name Mok configured
-] Windows Settings =W Password protect the screen saver Mok configured
E|[:| Adriristrative Templat =W Screen Saver Hmeout Mok configured

-] Windows Compone
i Start Meru and Ta
G- Desktop

=1 Control Panel
L[] Add or Remave
-2 Display

-1 Printers

|20 Regional and L:
[:| Shared Folders
-1 Network

=] System

‘[0 User Profiles  —

I:l Scripks

...... [0 cr+al+Del O

LI—I r Extended k Standard ,..’"

Group Policy Settings

Expanding the tree will show Group Policy settings that can affect the terminal server experience.

Please refer to Microsoft documentation for information on using these features.

DHCP Server Setup

Dynamic Host Configuration Protocol (DHCP) is a program that assigns IP addresses to devices on a
network. Since a DHCP server can be used to provide IP addresses to ThinManager Ready thin clients, the
instructions for configuring the Windows 2000 DHCP Server are provided.
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Note: The information included here is for your convenience. Because this information can change, please

see Microsoft at www.microsoft.com for up-to-the-minute details.

To add DHCP to a Windows Server after installation select Start > Settings > Control Panel > Add/Remove
Programs > Add/Remove Windows Components. A Windows Configuration Wizard will launch.

Windows Components Wizard

Windows Components
You can add or remove components of Windows.

Tao add ar remaove a companent, click the checkbaox. A& shaded box means that anly
part af the companent will be installed. To zee what's included in a component, click

Dretailz.

LComponents;

[ E;] kanagement and kMaonitoning Tools
o .
O Eﬂ Other Metwork. File and Print Services
| @ Security Canfiguration *izard

Wl Temminal Sereer

1 Metworking Services

Dezcrption:  Containg a vanety of zpecialized, network-related zervices and protocols.

A.0MEB
12889 MB

Total dizk zpace required:
Space available on dizk:

27 MB
0.0ME
0.EMEB
MkR

Detailz... |

< Back I Mest » I

Cancel | Help |

Windows Components Wizard

Highlight Networking Services in the list window and select the Details button.
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Metworking Services |

To add or remove a component, click the check bos. & shaded box means that only part
af the campanent will be installed. Tao zee what's included in a component, click Details.

Suhgﬂmpnnents of Metworking Services:

| Dl:umain Mame System [DHS] 1.7ME =

E. Diynamic Host Configuration Protocol [DHCPY) 0.0MB
| Internet Authentication Service 0ore
| Remote Acceszs Quarantine Service 01 ke
(] 3 RPC over HTTR Prosy 0.0 MB
| Simple TCP/IP Services 0.0rBE
| Winduws Internet Mame Service PwfMS] 0.9B LI

Dezcription:  Setz up a DHCP server that automatically azzigns temporar [P
addrezzes to client computers on the zame nebwark.

Total dizsk space required: 3.0 MB ke e |
Space available on dizk; 1288.9 MB
] I Cancel |

Networking Services

Check the Dynamic Host Configuration Protocol (DHCP) check box and select the OK button.
The wizard will install the DHCP server.

Windows Components Wizard E |

Terminal Services Setup
You can rn Terminal Services inone af bwo modes.

Terminal Services iz currently configured to uze:
" Remote administration mode

Allovez a limited number of administrators o remotely manage this server. Thiz
zetting minimizes impact on server perfarmance.

& iApplication server mode

Allows ugers to remately run one or mare applications. This setting optimizes
program responze Hmes.

To uze thiz option, you must zet up a Terminal Services Licensing server in this
domain or workgroup within 50 days.

IJze Add/FRemaove Programs in Control Panel to install programs far use in
application zerver mode.

¢ Back I et = I Cancel

Application Server Mode

As part of the Windows Components Wizard, you may be asked to confirm the terminal service mode. The
terminal server needs to run in application server mode to work with thin clients.
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DHCP Scope Configuration for Microsoft DHCP Server

A DHCP server, in its simplest form, will assign an IP address to a computer that joins a network and requests
one. A DHCP scope is a range of IP addresses that are available for assignment.

ACP Enabled thin clients need more information from the DHCP server than just an IP address. They need
the IP address of the ThinManager server (Option 066) and the name of the firmware ( Option 067) to
download. This information needs to be added to the DHCP scope in the form of options.

To establish a DHCP scope, open the Computer Management Console by selecting Start > Programs >
Administrative Tools > Computer Management.

Q File Action Wiew  indow

Help | =181

¢ | AmXERH| @@ B

Q Compuker Management (Local)
=k ﬁ& System Tools
I @ Ewvent Wiewer

! Shared Folders
Local Users and Groups

Lo B Device Manager
=] @ Skarage
-3 Removable Storage
- [B& Disk Defragmenter
5 Disk Management
[=- @ SE:rwu:es and Applications

- pEE

----- EE Server Options
I a Telephony
Services
- wMI Control
g Indexing Service

I_l

| Performance Logs and Alert:

--PJ Inkernet Infarmation Setvice

Jl | B

\l) Add a Scope

A scope is a range of IP addresses assigned to computers requesting a
dynamic IP address, You must create and configure a scope before dynamic
IP addresses can be assigned.

To add a new scope, an the Action menu, click Mew Scope,

Far rare infarmation abauk setting up a DHCP server, see anline Help,

Create a DHCP Scope

Highlight DHCP in the Services and Applications folder of the tree pane and select Action > New Scope.

A New Scope Wizard will launch that will guide the process of creating the scope.
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New Scope Yizard

IP Addresz Range

Y'ou defing the zcope address range by identifying a 2et of consecutive [P @J
addrezses.

Enter the range of addrezzes that the zocope distibutes.

Start IP address: I |

EndIP addrezs: I

& subnet mazk defines how many bitz of an IP addrezs to uze for the nebwork./zubnet
Dz and haow many bitz to use for the host [D. Y'ou can specify the subnet maszk by
length or as an IF address.

Length: IEI _IQ

Subnet masgk: I

| < Back I Hewt Cancel

Scope Range

Set the range of IP addresses by entering the starting IP address for the scope and the ending IP address of
the scope.

Enter the desired subnet mask.

Select the Next button to continue.
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New Scope Yizard

Add Exclusions

Excluzions are addresses or a range of addresses that are nat distributed by the @J

FEMET

Twpe the IF addrezs range that you want to exclude. If pou want to exclude a zingle

addresz, type an addrezs in Start [P addressz only.

Start [P address: End IF addresz:

192168 . 1 . 234

Excluded address range:

1321681, 222 to 192 168.1. 23 Remaye |

< Back

Mest » Cancel

Scope Exclusions

If computers are already assigned IP addresses in the scope range, they can be excluded from the range by

adding the IP address(s) and selecting the Add button.
Scope Options

The DHCP Server needs two options configured before it will provide all the information that the terminal

needs to boot. These options are Option 066 and Option 067.
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Scope Dptions E |

General | Advanced I

Available Options | Descriptiun;l
O 064 WIS+ Domain Mame The name ¢
O 065 MIS+ Servers A ligt of IP 2
0EE Boot Server Host Mame TFTP boot —J
O 067 Eootfile Mame Bootfile Mar +
< | ,
—Data entry
String walue;
|1¢.1¢.1¢.n1

k. I Carnicel Apply

Boot Server Host Name

The Boot Server Host Name, Option 066, assigns a ThinManager server to the terminal.

Open the Scope Options dialog box by highlighting the Scope Option folder in the tree pane of the Computer
Management Console under the Services and Application > DHCP folder and selecting Action >
Configure Options.

Scroll through the list window and check the Option 066 check box.
Enter the IP address of the desired ThinManager server in the String Value field.
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Scope Dptions E |

General | Advanced I

Available Options | Descriptiun;l

O 064 WIS+ Domain Mame The name ¢

O 065 MIS+ Servers A ligt of IP 2

0EE Boot Server Host Mame TFTP boot —J

0&7 Bootfile Mame Bootfile Mar +

< | ,
—Data entry

String walue;

192162.1.35 192.162.1.25

k. I Carnicel Apply

Boot Server Host Name for Dual ThinManager Servers

The DHCP Server can issue the IP address for a Primary ThinManager Server and a Secondary
ThinManager Server by listing the IP addresses of both, separated with a space.

Do not select the OK button yet.
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Scope Dptions E |

General | Advanced I

Available Options | Descriptiun;l
O 064 WIS+ Domain Mame The name ¢
O 065 MIS+ Servers A ligt of IP 2
0EE Boot Server Host Mame TFTP boot —J
0&7 Bootfile Mame Bootfile Mar +
< | ,
—Data entry
String walue;
firmware. acp

k. I Carnicel Apply

DHCP Options

The Option 067, Bootfile Name, tells the terminal what file to download during the boot process.
Scroll through the list window and check the Option 067 check box.
Enter firmware. acp in the String Value field.

Select the OK button to accept the configuration of options.
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O Computer Management

|_ (O] =]
| otion Vew || & = |[Bm XEFEHE 2| ®
1 Dizplay Statistics. . Dalizils o Sems I
E Recancile... acal) = | B Addiess Podl
E — @Addless Leases
EE Reszervations
Delete il @ Scope Options
Refresh and alerts
Ewpart List...
Properties Groups
E
ﬂ8|_|3. )
----- @ Dizk Defragmenter
-=2 Logical Drives
[]--@ Remowable Storage
EI--& Services and Applications
= [ DHCP
BRo}
{13 Addiess Leases
{8 Feservations
; @ Scope Options
TR Server Options T
4| | v
|.t’-‘«c:tivate thiz scope |
Completed Scope

Once the scope is added, the range is set, and the options are configured, it needs to be activated.

Highlight the scope in the tree pane of the Computer Management Console. Select Action > Activate. The
scope is now active.

Scope Reservation

Reservations allow an IP address to be reserved for a specific terminal instead of being assigned randomly.

An IP address can be matched with a MAC address to create a reservation. This allows DHCP to assign a
“static” IP address.

ACP ThinManager 3.1 Help Manual Non-ThinManager Components ¢ 505



NewReservaton G|

Provide information for a reserved client,

Beszeration name; ||

IP address:

|
MALC address: I
!

Description:

Supported types
i Eath

" DHCP only
" BOOTP orly

Add Cloze

Scope Reservation

The New Reservation window is launched by selecting the Reservation folder in the tree pane of the
Computer Management Console under the Services and Application / DHCP folder and selecting Action >
New Reservation.

The MAC address of a terminal is displayed in the details-view pane of ThinManager.
Enter a Reservation Name, the desired IP address, and the MAC address from the terminal. Select OK to
finish.

DHCP Properties
The DHCP Server can be configured to check for duplicate IP addresses before issuing a new address. This
is a good feature to use.

Highlight DHCP under Services and Applications in the Computer Management tree and select Action >
Properties, or right-click on DHCP and select Properties. The DHCP Properties window will launch.
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DHCP Propetties E |

Generall DHS  Advanced I

Specify the nurmber af imes the DHCP zerver should atterpt conflict
detection for an [P addresz before the server leases the address to a client.

Conflict detection atternpts: g _I

Zudit log file path: IE:"-.WINDDWSHSystemEE'\dhcp Browse. . |
Databaze path: IE:'\WINDDWS Waystem32hdhop Browse. .. |
Eackup path: IE:'\WINDDWS WSuztem32dhepiba Browse... |
Change server connections bindings: Bindings... |
DMS dynamic updates reqistration credentials: Credentialz... |

k. I Carnicel Apply

DHCP Properties — Advanced Tab

Select the Advanced tab. Replace the zero in the Conflict detection attempts field with an integer. This will
prompt the DHCP Server to check for duplicate IP addresses before assigning an IP address.

Select OK when finished.
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Creating Microsoft User Profiles

A terminal needs a valid Windows 2000/Windows 2003 User Profile to log onto a terminal server.

To create a user profile open the Computer Management Console by selecting Start > Programs >
Administrative Tools > Computer Management in Windows 2000 or by selecting Start > Administrative
Tools > Computer Management in Windows 2003.

O computer Management [ _ O] =]

=) Fle Action view Window Help | =] %]
& = | BB 2
Q Campuker Management (Lacal) Mare | Full Marme | Description
EIﬁB Swstem Toaols madmim
@ Event Viewer 7 admin10
[#-g] Shared Folders % admint 1
=-#3 Local Users and Groups ﬂadminlz

e f-i-ﬁadminlS
- ﬁadminldr

- &4 Performance Logs and Alert: @adminlE

E;, Device Manager _
EI@ Starage £admf”2
[+-{&) Removable Storage 'ﬁadm!'ﬁ
ki Dk, Defragmenter éﬁadm'”"f
g Disk Management i_ﬁadmirﬁ
-8 Services and Applications 5 adming

-i-ﬁ adrnin?
ﬁadminﬁ
@adming

}ﬁ,ﬁ,dministramr Built-in account For administering k-

«| | 4l | N

Computer Management Console

Highlight the User sub-folder of Local Users and Groups in the Computer Management tree pane.
Select Action > New User. This will launch a New User dialog box.
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Mewvser R

Uszer name: I

Full name: I

Dezcription; I

Pazsword: I

Canfirm paszward: I

¥ Uszer must change password at nest logon
[T User cannot change passwond
[T | Pazsword never expires

[T Accourt is dizabled

| [Create I

Cloze

New User Dialog

Enter the user name for the user in the User name field.
Enter a password in the Password field.
Re-enter the password in the Confirm password field.

The User must change password at next logon check box forces the user to change the password.

Select the Create button to finish the profile.

Select the Close button to return to the Computer Management Console.
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Microsoft TS CALs — Terminal Server Client Access
Licenses

Microsoft Client Access Licenses (CALS)

ACP Enabled Thin Clients require a terminal server with Windows 2000 Server with Terminal Services
enabled, or Windows 2003 Server with Terminal Services enabled as an operating system.

Each of these operating systems requires a standard Microsoft Client Access License (CAL) for each
connection to the server. These are based on concurrent use; a 5-pack would allow more than five users to
access server resources, but only five users at a time.

Microsoft Terminal Server Client Access Licenses (TS CALS)

Terminals, such as thin clients and fat clients, require an additional license, the Microsoft Terminal Server
Client Access License (TS CAL) to connect to the server using either RDP or ICA. This licensing is per
seat; ten terminals would require ten TS CALs, even if only two were connected at a time.

Windows NT 4.0 Terminal Server Edition was sold with TS CALs. These were installed on each NT 4.0
Terminal Server. Additional TS CALs are available from Microsoft.

Windows 2000 and Windows 2003 have an improved method of license management. All TS CALs are
installed on a Terminal Services Licensing Server. This acts as a repository for all TS CALs. The terminal
servers request TS CAL authentication from the Terminal Services Licensing Server as terminals attach to
terminal servers.

Note: The Terminal Server Licensing Server does not need to be a separate computer but can be run on any
Windows 2000 or 2003 server, including Windows 2000/2003 Terminal Servers.

In Windows 2000, Microsoft requires that the Terminal Server Licensing Server be installed on the Primary
Domain Controller in a domain.

The Terminal Services Licensing server is activated through the Internet by connecting to the Microsoft
Certificate Authority and License Clearinghouse.

Windows 2000/2003 Server with Terminal Services enabled will issue 90-day temporary licenses while the
Terminal Services Licensing server is being setup and activated. If this period has elapsed, the terminal will
not connect to the terminal server and will display an “Error Number 50” message box.

Windows 2000/2003 Server is not normally sold with TS CALs. These need to purchased separately and
installed on the Terminal Services License server.
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Windows 2003 TS CALS

Microsoft has expanded the Terminal Server Client Access License (TS CAL) program in windows 2003. TS
CALs are available in two types, TS Device CALs and TS User CALs.
e The TS Device CAL licenses one device for any user to connect to Microsoft Terminal Servers. This
functions like the previous Windows 2000 TS CAL.

e The TS User CAL licenses one user for any device to connect to Microsoft Terminal Servers.

To change between the Per Device licensing and Per User licensing, double-click Licensing to launch the
Licensing Mode window.

Microsoft Terminal Server Licensing Activation

In Windows 2000 and 2003, all the TS CALs are installed on a single Terminal Server Licensing Server. This
allows a single site for management and authentication of terminal server connections. A server becomes a
Terminal Server Licensing Server by selection of the option during the installation phase or by selecting
Add/Remove Programs > Add/Remove Windows Components from the Control Panel and selecting the
Terminal Services Licensing.

Note: The information included here is for your convenience. Because this information can change, please
see Microsoft at www.microsoft.com for up-to-the-minute details.

The licensing of the Microsoft components of a Windows 2000 terminal server is a two-step process; one
must first authorize the Terminal Server Licensing Server, then one must activate the licenses. The license
activation will be repeated for each license pack.

Note: The Terminal Server Licensing Server does not need to be a separate computer but is usually installed
on a Terminal Server. Microsoft requires that the Terminal Server Licensing Server be installed on the
Primary Domain Controller in a 2000 domain.
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To begin the process select Start > Programs > Administrative Tools > Terminal Server Licensing on the
Terminal Server Licensing Server.

B Terminal Services Licensing ol x|

Action  Wiew Help

Mame Activation Status
ELaurEL Mok activated

Terminal Services Licensing

Highlight desired server.

‘B Terminal Services Licensing e =10] x|
Ackion  Wiew Help
oWt
E|-i E &l servers Product | Type | Tokal | Available | Issued
iR} L ALUREL ) Existing Windows 2000 License Built-in Urlimited Unlimited ]
IE]Tempnrary Licenses for Existing Windows 20...  Temporary - - 1
Tempotary Licenses For Windows 2000 Termi... Temporary - - 4
| | ©

Selected Terminal Server

Select Action > Activate Server from the menu bar.
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Licensing Wizard ! : |

Welcome to the Licensing
Wizard

Thig wizard helps vou activate your license server.

For information about the uze of data you provide during
activation, see Microzoft's privacy policy statement in
Terminal Services Help.

Licenze server settings
Activated for:
Connection method:
Licensing Program:
Product [D: 12345-123-1234567-12345

To change settings, select the icensze zerver, click Yiew, and
then click Properties. To continue, click Mest.

< Back Cancel

Licensing wizard

The Licensing Wizard will launch.

Follow the steps of the wizard by selecting Next.

Note: The ID numbers shown on screens have been changed to “1234”. Please use the appropriate numbers
that apply to your server and licenses.

Licensing Wizard - ; x|
Connection method R%
Specify the connection method you want to use, @

If your computer has an Internet connection, select Internet. Otherwize, zelect one of
the other methods.

LConnection method:

Uze the ‘World Wide "eb method to activate a license server or install icenses by
connecting to the Microzoft Terminal Services Web site. After you enter the data, you
receive the information you need. You can use thiz method on any computer with an
Internet connection. Any information wou transmit over the Intemet is encrypted for your
Zecurity,

¢ Back I Mest » I Cancel

Connection Method

There are several methods for connecting to the Microsoft License Clearinghouse.

¢ Internet - Allows activation through a direct connection to Microsoft. The Licensing Server must have
Internet access.

e World Wide Web - Allows activation at Microsoft's web site through a web browser.
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e Fax - Allows activation through faxes to Microsoft.

e Telephone - Allows activation through the telephone.

Select the desired method from the drop-down box and select Next.

Note: This section will detail the World Wide Web method.

Licensing Wizard : x|

Licenze Server Activation &

Enter the license zerver ID. @

To activate your licenze zerver, go to the Terminal Services Licensing 'Web site listed
below,

‘ httpz: // activate microsoft.com

'ou need your Product |D to complete this operation. “rour Product 10 is:
| 12348-123-1234067-12344

After you complete the transaction on the Terminal Services Licenzing Web site. type
the licenze zerver ID in the following boxes.

¢ Back I Mest » I Cancel |

License Server Activation

The server needs a License Server ID for authorization. This is done on the Microsoft web site.

Go to the https://activate.microsoft.com site mentioned in the dialog box.
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erminal Services Licensing - Microsoft Internet Explorer

=101
J File Edit Wew Favorites Tools Help

J A= Fack ~ = - @ ot ‘ @Search (] Favorites @Histury ||%v =

J.C\gdress I@ https:ffactivate, micrasoft.com j @Go “Links 4

= Terminal
-, ® HWindows 000 Services

Server Licensing

To visit the Wieb site of spesific language,

Welcorme to the Terminal Services Licensing web site. This secure site is designed to
chonze the language and click go

help you manage your Windows 2000 License Server and for you to obtain Terminal
- @ Services client licenses or Internet Connector licenses. All infarmation collected at this
English j site is used to help you manage your Terminal Serices resources

All information provided an thig site is encrypted for your gecurity. For information on data
privacy, see Microsoft's Terminal Services Licensing privacy policy.

& Activate a license server [mare info
© Install client license key packs [maore info

INext »

|@ Done

K

l_ré_m Internet
Microsoft Terminal Services Licensing Web Site

Select Activate a license server and select Next.
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J File Edt Yiew Favorites Tools Help |

J dpack ~ = - (D i3 ‘ (@h5earch  [GlFavorites & #History “%v =

J Address I@ https: jfactivate, microsoft.comfackivate, asp

= Terminal
Eﬂ-ﬁ%ﬂmmSerwces
~ Server Licensing

To activate your license server, you will need to provide the following inforrmation. Product 1D can be found by
selecting Activate Server in Terminal Services Licensing.

Required information is denoted by a red asterisk(®)

Product 1D:

I [ I *

Purchase Method:
|Se|ect or Enterprise Agreementj *

Last / Surname First / Given Mame
| . |

%*
Cormpany: Organizational Unit:
| * |
etdail Address Fhone Mumber:

Company Address:

City: State/Province: FPostal Code:

Country/Region
|Afghanistan j * =l
4

&1 ’_ E | 1nternet

Customer Information Entry Form

Fill out the information forms and select Next. The Product ID is supplied by the Licensing Wizard.
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=} Terminal 5ervices Licensing - Microsolt Internet Explorer £ -100] x|
J File Edit View Favorites Tools Help |

J GBack - = - D ot | {Qh5earch (G Favorites S #History ||%v =]

J Address I@ https: jfactivate .microsoft. comy activateconfirm. asp

all Praducts | Support | S

=1 Terminal
@ Windows2o Services

Server Licensing

Terminal Services Licensing is ready to process your request. Please confirm the
infarmation provided is correct and click Mext. If you need to make carrections, click Back.

Product 1D:
12345-123-1234567-12345

Purchasze Method:
Other

Last # Surname:
Doe

First / Given Marne:
John

Carnpany:

Acme Co.
Organizational Unit:

ehdail Address:
johndoe(@acme.com

Phane Mumber:
(123) 456-7890
Cornpany Address:
123 WMain St.
City:

Anytown

State/Province:

[N,

[ K

&] |_|—é_ |4 Internet

Customer Information

Continue with web-based wizard. Verify the data and select Next.
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8 Terminal Services Licensing - Microsolk Internet Explorer

J File Edit ‘Wiew Favorites Tools Help

J &Back ~ = - @ ﬁ| i@ search [ Favorites £ History ||%v =]

Jnddress I@ https:{factivate microsoft.com/activateprocess. asp

All Products

| Support | Search

= Terminal
-, ® S Windows 2000 Services

Server Licensing

Your license server activation request was successfully processed. Your license server D is:

|| 12345-67890-ABCDE-12345.67890-ABCDE-12345 ||

Far the license server with the Product ID: 12345678-901234567890

‘fou will need to enter the license server 1D in the Licensing YWizard. You should print this page now.

Do you wish to obtain client licenses at this time?

Yes

@ 1999 Microsoft Corporation, All rights reserved, Terms of use. Contact us if you have problerms with this site.

|&] Done I_E|° Internet

a1

Server Activation Number
Microsoft will provide the License Server ID.
Add this number to the form in the Licensing Wizard.
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Licensing Wizard

Completing the Licensing Wizard

You have successfully completed the Licensing wizard.

Status:

r'our license server iz successfully activated. To install
license key packs now, click Mext. To postpone license

inztallation, clear the following check box, and then click.
Finizh.

< Back I Mext = I Cancel |

Wizard Completion

Once the License Server ID is placed in the appropriate fields on the Licensing Wizard, you will have a choice
to continue and activate the license packs or to stop with the server activation.

Microsoft TS CAL License Authorization

To continue adding license packs, return to the https://activate.microsoft.com web site.

ACP ThinManager 3.1 Help Manual Non-ThinManager Components ¢ 519



erminal Services Licensing - Microsoft Internet Explorer : o [w=] 4|
J File Edit ‘Wiew Favorites Tools Help |

J 4=Eack ~ = - @ ﬁ| @Search (3] Favarites @History ||%v =]

Jnddress I@ https:factivate.microsoft.com

All Products

=] Terminal
-, ® - Windows 000 Services

Server Licensing

To wisit the Web site of specific language, Welcome to the Terminal Services Licensing web site. This secure site is
choose the language and olick go. designed ta help you manage your Windows 2000 License Server and far
- you to obtain Terminal Services client licenses or Internet Connector
English ﬂ @ licenses. All information collected at this site is used to help you manage

your Terminal Services resources,

All infarmation provided on this site is encrypted for your security. For
information on data privacy, see Microsoft's Terminal Services Licensing
privacy palicy.

" Activate a license senver [more info
@ |nstall client license key packs [mare infa

et > |

LK

& l_ E |4 Internet

Microsoft Terminal Services Licensing Web Site

Select the Install client license key packs and select Next.
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Terminal Services Licensing - Microsoft Internet Explorer o =]

J File Edit ‘“iew Favorites Tools Help |

J GBak - = - i | Qhsearch [GlFavortes  CHHistary ||%v =]

Jnddress I@ https:ffactivate. microsoft.com/getlkp. asp

All Products

=l Terminal
rjﬁ-ﬁMmmSerwces

Server Licensing

To obtain client licenses, you will need to provide the following information. License Server 1D can
be found by selecting Install Licenses in Terminal Services Licensing with any Connection method
other than Intermet (Connection method is set in Properties).

Reguired information is denoted by a red asterisk(™).

License Server D:

FPurchase Method:

I Selector Enterprise Agreementj *

Last / Sumarme: First £ Given MNarme:
| . |

ES
Company: Organizational Unit:
| * |
ehdail Address: Phone Mumber:

Cormpany Address:

City: State/Province: Postal Code:

Country/Region:

& Done l_ |—é_|0 Internet

Customer Information

al

Fill out the form and select Next.
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3 Terminal Services Licensing - Microsoft Internet Explorer ; G —10] =|

J File Edit Wiew Favorites Tools  Help |

J GBack - = - (3 at | Qysearch [GlFavorites  CAHistory ||%v =1

JAgdress I@ https: | factivate. microsoft.comfgetlkpl.asp j 6o |JLinks 2

All Products | Search

Support |

=l Terminal
_;I_J-ﬁWm:mSerwces
= Server Licensing

To obtain client licenses, you will need to provide the following information.

Required information is denoted by a red asterisk(™).

License Server ID:

12345-67890-ABCDE-12345-6 7890-ABCDE-12345
Product Type:
|Wind0ws 2000 Terminal Services Client Access License j *

Cluantity:
I E 3
FPurchase Method:

Microsoft Open License

Authorization Mumber:
| *

License Mumber:

| *

< Back ext »

’@ 1999 Microsoft Corporation. All rights reserved. Termsz of use. Contact us if yvou have problers with this site.

s

|&] pone ’_|§|° Internet
TS CAL Information

Select the Product Type and fill in the fields with the Quantity, Authorization Number, and License Number
from the Licensing Certificate that was included with the purchase of the licenses.

Select Next to continue.
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J File Edit Wiew Favorites Tools Help ﬁ
J o O < | at | Qhsearch [GFavorites & &History ||%v =1

JAgdress I@ https: factivate. microsoft, comfgetlkpconfirm, asp

All Praducts

1 Terminal

= Services
E: 'J-H SHZOVE Licensing

‘?

Terminal Services Licensing is ready to process your request. Please confirm the information
provided is correct and click Mext. If you need to make corrections, click Back.

License Server |D:
12345-678390-ABCDE-12345-67890-ABCDE-12345
Product Type:

Windows 2000 Terminal Services Client Access License
CQuantity:

5

Purchase Method:
Microsoft Open License
Autharization Number:
123456 7890ABCDE I
License Mumber:

12345678

Last / Surname:
Doe

First / Given Marne:
John

Company:

Acme Co.

Organizational Unit:

ehdail Addracs:

|&] pone |_|—é_|° Internet

KN

License Information

Verify that the information is correct and select Next to continue.
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J File Edit Wew Favorites Tools Help : ﬁ
J $Back - = - £ ﬁ| @ search [(GFavorites & &Histary ||%v =

J Address I@ https: | activate microsoft, comjgetlkpprocess, asp

All Products | Search

Support |

=l Terminal
Fj&-ﬁ“w&m;aomSerwces
. Server Licensing

Your request for client licenses was successfully processed. Your license key pack 1D is:

I 12345-67890-ABCDE-1234567890-ABCDE-12345 I

For the license server with the license server ID: 12345-123-1234567-12345

ou will need to enter the license key pack 1D in the Licensing Wizard, You should print this page now.

[Thank you for activating your Terminal Services Licenses!

Finish |

El
4

|@ g = . g : . = ’_|—é_|° Internet
License Key Pack ID

The Microsoft site will provide the License Key Pack ID. This needs to be installed in the Licensing Wizard.
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Licensing Wizard

Obtain Client License Key Pack
Praovide the client icenze key pack [D.

To install Termiinal Services licenses, you muszt obtain a client license key pack 10
from the Teminal Services Licensing 'Web site listed below;

| https: /factivate. microzaft. com

To obtain this [, you will need vour license server ID and either a license code fram
retail product packaging or Select, Enterprize Agreement or Open license contract
infarmation. vour icenze server [0 iz

| 12345-67390-4BCDE-12345-67330-ABCDE-1 2345

Enter the licenze key pack [ in the boxes below. Thiz 1D is obtained from the T erminal
Services Licenzing “Web site.

[12345 |67890 [ABCDE [12345 [67890 [ABCDE | 12345

< Back I Mext = I Cancel |

License Key Pack ID Fields

Fill in the fields of the Licensing Wizard with the License Key Pack ID from the Microsoft site and select Next.

Licensing Wizard xl

Completing the Licensing Wizard

“'ou have successfully completed the Licensing wizard.

Status:

The new client icenze key pack has been successiully
installed.

< Back Cancel |

Licensing Completion

The licenses will be added and will be displayed in the Terminal Services Licensing window.
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Software Installation On Windows 2000/2003

Microsoft Windows 2000 Server requires that software be added in the “Install Mode” through the Control
Panel, Add/Remove Programs.

Select Start > Settings > Control Panel > Add/Remove Programs to launch the Add/Remove Programs
dialog box.

Note: Some software, especially downloaded software, doesn'’t allow the installer to install it through the
Add/Remove Programs tools. To manually put the machine into the install mode open a command
prompt and type:
change user /install
This command sets the machine to install mode. When finished, type:
change user /execute

This command returns the machine to the normal run mode.

Fj'g Add/Remove Programs H=] B3

add a program Fram CO-ROM or Floppy disk,

To add a program from a CO-ROM or Floppy disk, click CD or Floppy, D ar Eloppy |

Add programs From Microsaft

To add new Windows Features, device drivers, and syskem updates wind Undat |
@ over the Internet, click wWindows Update, NERNE SRERE

AddfR

Components

Close |

Add/Remove Programs

Select the CD or Floppy button on the Add/Remove Programs dialog box to open the Installation wizard.
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Install Program From Floppy Disk or CD-ROM |

|nzert the product's first inztallation foppy dizk or CO-ROM,
and then click Hexst.

< Black

Cancel |

Install Program Window

The wizard will prompt for the installation of the software disk. Select Next to display the Run Installation
Program dialog box.

Note: If the new program starts in autorun and proceeds without going through the following procedures,
either stop the autorun and use the wizard to initiate the installation, or use the change user
/install command to place the machine in the install mode. Use the change user /execute
command when finished to return the machine to the Run mode.
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Run Installation Program |

Windows waz unable to find the installation program. Click.
Back totry again.  Click Browse to find the installation
program matially.

Open;

|| Browse. . |

< Back I Eirizh Cancel

Run Installation Program

Enter the command line of the installation program and select Finish, or select the Browse button to select
the installation file.

2]

& ENTEEE x| « @ E-

ACROBAT [ wbw
bootagnt [ winGx
drvi-snrp E setup.exe
dos

info

Idcrm
rnakedisk.
MASErVEr
ose

Eiveali

unix

File: hiame: I j Open

Files of twpe: ISetup Programs j Cancel

It

Browse File Window

Selecting the Browse button on the Run Installation dialog box will launch a Browse File window. Highlight
the installation file and select Open. This will begin the application setup.
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After Installation i : x|

. After installation, please click MNext.

< Back Cancel

After Installation Window

As the installation begins, an After Installation dialog box is displayed. It requests that the Next button be

selected when the installation is finished. When this button is selected a second confirmation window is
displayed.

Finish Admin Install i : |

“When the installation haz ended [successfully or not),
please click the Finizh button ar the Cancel button. DO

NOT CLICK THE BUTTONS BEFORE INSTALLATION
Ha&S5 EMDED!

< Back

{Rmish Cancel

Finish Install Window

Select the Finish button when the installation is finished.

Note: If a choice is given to Reboot Now or Reboot Later, choose to reboot later once the entire setup is
completed and the dialog boxes are cleared.
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Glossary of Terms

Access Groups
Access groups are used to limit access to a terminal or Terminal Server Group unless the user is also a
member of the access group.

ACP

Automation Control Products.

ACP Enabled Thin Client

A terminal that uses ACP technology. Also called ThinManager Ready

ACP Enabled Thin Client Network

A ThinManager server, a terminal server, and ACP enabled thin clients connected and configured on the
same network.

ActiveX

A Microsoft technology that allows the sharing of data between different applications.

AppLink

A function that applies the Initial Program to a Terminal Server Group.

BIOS

Basic Input/Output System. A program that the computer uses to control the keyboard, mouse, monitor, serial
ports, and other devices before the hard drive is accessed .

CAL

Client Access License. A Microsoft license that is required to print or access files on a Windows Server. See
also TS CAL.

Classic Mode
The method of configuring Groups and Terminals using property tabs that was introduced in ThinManager
1.0. See also Wizard Mode.
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Client

A machine that requests data, resources, or services from a server. A software program that shares data with
the server.

Client/Server
A relationship between two computers or programs where one, the client, requests data, resources, or
services from the other, the server.

COM Port

A serial communication port on a PC.

Console
The administrative session that is run on the server.

DHCP

Dynamic Host Configuration Protocol. A protocol for assigning IP addresses and other boot information to
computers on a network.

Disk-On-Chip
Storage device that contains firmware that allows an ACP Enabled thin client to boot locally. This may be a
disk-on-chip or compact flash, depending on the make and model of the terminal.

DNS

Domain Name Service. An Internet service that converts domain names to IP addresses.

Domain
A group of computers that are administered as a unit, with common rules, policies, and procedures.

Domain Name Service
An Internet service that converts domain names to IP addresses. Often abbreviated to DNS.

Enforce Primary
A ThinManager feature that allows terminals that failed over to a backup terminal server to return to their
primary terminal server once the primary terminal server has returned online.

Failover
The ability of a terminal to switch to a backup server when the primary server fails.

Fat Client

A computer with a hard drive and operating system that is acting as a client.

Firmware
The software that runs the ThinManager Ready thin client.
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Gateway
A device that connects two computer networks that use different protocols.

GUI

Graphical User Interface. The portion of an operating system or program that provides icons, symbols, or
pictures for options and choices.

HMI

Human-Machine Interface. A software program that allows an operator to control a manufacturing process.
Also known as MMI, Man-Machine Interface.

Hot key

A keyboard combination that triggers a function.

HSSD

High speed Serial Driver. A module that works with the ACP Com Redirection program to transfer serial data
from the ThinManager Ready thin client to the session on the Terminal Server at speeds up to 115 Kbaud.

ICA

Independent Computing Architecture. A remote presentation services protocol from Citrix that allows thin
clients to access the server.

ICA Connection
The communication channel between an ICA server and an ICA terminal.

Initial Program
A function that loads a specific application instead of the desktop in a terminal server session.

Instant Failover
A ThinManager function that allows a ThinManager Ready thin client to start sessions on two terminal
servers, with only the session of the primary terminal server visible. If the primary terminal server fails, the
secondary session is immediately displayed.

IP

Internet Protocol. A widely used protocol for network communications.

IP Address

Four sets of numbers from 0 to 255 that represent an Internet address.

KeyBlock

A module that prevents certain keyboard combinations like CTL+ALT+DEL from functioning.

KVM

Keyboard/Video/Mouse. A device that allows several PCs to be displayed on a single monitor and controlled
by a singe keyboard and mouse.
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Load Balancing
A dynamic ability to connect a thin client to a group of servers and login to the server with the lightest load.

Load Sharing
A static ability to connect a thin client to one of a group of servers in a predetermined fashion to share the
load among the servers available.

MAC

Media Access Control Layer. A protocol that controls access and communication on a network card.

Module

Modules are software components that can be added to the firmware to increase the functionality of the
terminal. Modules include touch screen drivers, sound drivers, and special device drivers.

MultiCast

Multicast provides the ability for an unlimited number of terminals to boot simultaneously from the same data
stream.

MultiMonitor

The ability for some ThinManager Ready thin clients to use two or monitors attached to the thin client.

MultiSession
A function that allows a terminal to connect to several Terminal Server Groups at one time and to switch
between sessions.

MultiSession License
A license that allows a server to be added to a Terminal Server Group that uses the MultiSession function.

OEM

Original Equipment Manufacturer. A company that manufactures computers.

PLC

Programmable Logic Controller. A device, often using ladder logic programs, that controls processes and
devices in an industrial plant.

POST

Power On Self Test. A diagnostic test that a computer runs when it is first turned on to make sure that the
hardware is functioning.

Primary Up Delay

An interval of time given to a server to allow it to finish loading before terminals will connect to it.

Primary Terminal Server
The first terminal server that a terminal will log into.
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Published Application

An application in a server farm that is shared equally among the servers.

Queuing
Queuing extends the functionality of Smart Session by preventing terminals from connecting to Terminal
Servers that have exceeded their Smart Session CPU load limit by letting the terminals connect in an orderly
fashion.

RAM

Random Access Memory. The computer's primary memory space.

Redundancy
The use of duplicate equipment so that if one unit fails, another one takes its place. ACP uses Redundancy
for duplicate ThinManager Servers and uses Failover for duplicate terminal servers.

RDP

Remote Desktop Protocol. The client/server communication protocol used between Windows NT/2000/2003
servers and Windows clients.

Router
A device that manages data transmission between two networks.

SCADA

Systems Control And Data Acquisition. A software program that gathers and displays data, and allows for
operator input, for control of a manufacturing process.

Secondary Server
Backup terminal servers that a terminal may log into.

Server
A computer that holds applications, files, or data for use by other computers.

Server Farm
A group of connected servers that share responsibilities and are usually configured to allow processing to
continue if one or more server crashes.

Server Ranking
A number that represents the available resources on a terminal server using SmartSession. Lower numbers
indicate a lighter load.

Share Keyboard and Mouse
A module that allows several thin client to share a keyboard and mouse.
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SmartSession
A function that allows a Terminal Server Group to be load balanced so that a ThinManager Ready terminal
will connect to the terminal server in the terminal server group that has the lightest load.

SmartSession License
A license that allows a server to be added to a Terminal Server Group that uses the SmartSession function
for load balancing.

Standard Group
A Terminal Server Group without additional options. The terminal servers are listed in a pre-defined order and
a terminal connects to the first available terminal server in the order specified by the group.

Subnet

A group of TCP/IP addresses that communicate without going through a router and can be reached by
broadcasts.

TCP/IP

Transmission Control Protocol/Internet Protocol. A layered application that allows shared applications and
data on PCs.

Terminal
A client device that relies on a server for operations. ThinManager Ready thin clients are terminals.

Terminal Server
A server with a multi-user operating system that processes data for terminals.

Terminal Server Groups
A managed collection of terminal servers that a terminal can connect to.

TermSecure
A function that allows user profiles to be created and configured with their own Terminal Server Groups and
Access Groups. When a TermSecure User logs in to a terminal using TermSecure, they will be allowed
access to their own Terminal Server Groups and any of the terminal sessions that they are a member.

Thin Client

A terminal without a hard disk that is used to access a server.

ThinManager

A thin client configuration and management software from ACP.

ThinManager Ready
An ACP Enabled thin client.

ThinManager Server
A computer running both the ThinServer service and the ThinManager interface.
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Since ThinManager will run on Windows workstations, a ThinManager “Server” can be a workstation.

ThinServer
The Windows NT service that is the engine for ThinManager.

Trialware

A free demo version of ThinManager that can be downloaded from www.thinmanager.com. It can run for 30
days without a license.

TS CAL

Terminal Server Client Access License. A Microsoft license that is required for each client accessing a
terminal server.

uUSB

Universal Serial Bus. A data port that allows peripherals to connect to a PC.

WinTMC

A terminal server client application that can be installed on a PC. It can be controlled, configured, and
managed through ThinManager.

Wizard Mode

A method of configuring Groups and Terminals using a Wizard that was introduced in ThinManager 2.4. See
Classic Mode.
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A

Access Groups 111, 449, 451, 453, 455, 456, 458

Activate License 66, 67

ActiveX Configuration 343, 360

ActiveX Configuration Module 343, 360, 481
ActiveX Control 481

ActiveX Demo 486

Add Group 105, 106, 162

Add Programs 19

Add Remove 19

Add Remove Programs 526

Add Server 151, 172

Add Terminal 105, 213

Add ThinManager Server 106

Adding Modules 325

Adding Terminals 142

Administrators 394

Allow 184, 221

Allow terminal to be shadowed 184, 221, 395
Application Link 165

Application Link Group 291

AppLink 165, 169, 279, 291, 292
AppLink Group 291

Attach Module 326

Auto Login 166

Auto-Create 143, 258

Auto-Create Mask 143

Auto-Create mode 143

Auto-Creation 144

Auto-Login 487

Auto-Login 166, 487

automatic synchronization 46

Available Terminal Server Groups 194, 232
Available Terminal Servers 152, 192, 230
Available ThinManager Servers 210, 253

B
Background 351, 480

Backup 113

Backup Configuration 113
Badge 460, 461
Boot 13, 135

C

CAL 510

Calibrate 124

Calibrate Touch Screen 124

Card 460, 461

Change Group 214

Change User 526

Changing a Terminal’s Group 100
Citrix 227

Citrix Device Services 158, 188, 226
Citrix ICA UseAlternateAddress Module 332
Citrix MetaFrame 8, 158, 164, 188, 226
Clear button 219

Clear Event Log 125

Clear History 260

Client Access License 510

Client Communication Protocol 8

Color Depth 243

Command Prompt 494
Communication Indicator 79

Compact Flash 333

Components 8

Computer Management Console 508
Configuration 214

Configure Default 112

Configure Default Terminal 112
Confirm at Terminal 334

Copy Settings from another Terminal 216
Create New Terminal 142

Create New Terminal Mode 142

Cut and Paste 287

D

Data Gathering 159
Default 144

Default Terminal 112
Default Terminal 144
Delete 108

Deleting 102

Detail pane 79

Details Pane 89

Device Services 158, 188, 226
DHCP 13, 136, 138, 497
DHCP Options 137
DHCP Scope 499
Disable 84, 122, 123
Disconnect 117

Disk On Chip 333
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Disk-On-Chip 334 Hotkey 298

DNS Configuration 112, 175 Hotkey 288

Domain 176, 199, 238 Hotkeys 336, 416, 427, 440, 446

Domain Name Server 175 Hybrid 141

Domain Users 240 Hybrid IP 141

E I

Edit 105 ICA 8, 226

Edit Group 162 ICA Browser 190, 228

Edit Server 151 ICA Modules 332

E-mail 273, 274 Icons 80, 317

Enable 123, 124 Initial Program 165, 199, 238, 239, 291, 292, 293,

Enable MultiSession 187, 193, 224, 231 295, 487

Encryption 189, 227 Install 7, 117

Enforce Primary 165, 192, 230, 233 Install Mode 526

Event Log 125, 260, 466 Install New Firmware 119

Experience 246, 351 Install New TermCap Database 120
Installation 19, 28, 526

F Installation ID 51, 59, 67
Installing a Module 322

Failover 14 Instant Failover 166, 279, 285

Fat Client 245 Instant Failover 58

Find 110 Instant Failover License 58

Find Next 110 Instant Failover Module 335

Find Server 151 Interactive Shadow 128

Firmware 119 IP Address 136, 140

Firmware Update 333 IP Configuration 138, 140

Force Update 334

Full Screen 129 K

Full Security 492
Key Block 338, 403

G Keystrokes 396, 495
Go FullScreen 129 L
Graph 284
Graphic User Interface 78 License 60
Group Configuration 179 License File 60, 71
Group Configuration Wizard 109 License File Installation 71
Group Modules 206, 249, 327 License Installation 71
Group Option 285 License Number 67
Group Options 196, 234, 289 Licensing 57, 117, 510
Group Policy 345, 351, 496 List Wizards 151
Group Selector 288, 295, 298, 439, 442 Loading Order 330
Group Setting 179 Local Printer 339

Local Storage Modules 332
H Lock 109

Login 414, 425
Hardware 9, 218 Login Permissions 487
Help 130, 140
Help Topics 130 M
HID Cards 411
Historical Log 260 Main Menu 441, 446
HMI 491 Main Menu Options 417, 428, 442, 446
Hot Keys 289 Make 218
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Manage 110

Menu Bar 78

Menu Items 106

MetaFrame 158, 188, 226, 227
Microsoft Licensing 510
Mirrored 51

Mirrored License 51

Mirrored Redundancy 51
Model 218

Modify 109

Modifying 102

Module 204, 247

Module Licensing 75

Module Loading Order 330
Module Parameters 328
Modules 117, 319, 322, 325
Modules Properties 251
Monitor Interval 211, 254
Monitor Retry 211, 254
Monitor Timeout 211, 254
Mouse Modules 345

Multicast 277

MultiMonitor 365

Multiple Logins 490
MultiSession 57, 165, 279, 490
MultiSession 287

MultiSession License 57
MultiSession not Enabled 232, 288

N

Name 214, 238
Network 13

Network Access 108
Networks 11

New Hardware 142
New User 508

O

OEM 218

Operating System 8
Option 285

Option 066 13, 137, 501
Option 067 13, 137, 501
Options 127, 129, 165

P

Pane 78
Password 140, 199, 238, 401, 408, 420, 421
Permission Compatibility 492

Permissions 163, 217, 268, 398, 448, 451, 453,

455
Policy 351

Primary Terminal Server 192, 230
Primary Up Delay 211, 254

Primary Up Delay Multiplier 211, 254
Print 126, 339

ProxCard 468

ProxCards 411

Published Application 190, 227, 228
Published Applications 228

Q

Queuing 168
Quick Start 7

R

RDP 8, 158, 159, 189, 226, 351, 487
RDP 287

RDP Experience 351

RDP Modules 351

RDP Serial Port 353

Reboot 121

Reboot Terminals 121

Rebooting 103

Reconnect 117

Redirect 202, 245, 479

Redundancy 41

Relaxed Security 492

Remote Desktop Protocol 8, 159, 189, 226
Remote View 128

Remove Module from All Terminals 324
Remove Programs 19

Remove Server 172

Remove ThinManager Server 108
Rename 109

Renaming 103

Renaming a Terminal 103

Replace or Create New Terminal 142
Replace or Create New Terminal Mode 142
Replacements 258

Reports 126

Requirements 8

Reservation 505

Resolution 243

Restart 121

Restart Terminals 121

Restarting 103

Restore 113

Restore Configuration 113

Restrict each user to one session 490
RFID 411, 460, 468, 469

Right Click 130

Right Click Menus 130

Router 140
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SCADA 491

Scaled to Window 128

Schedule 184, 221

Scope 499

Scope Options 501, 503

Screen Saver 356

Screen Saver 355

Screen Saver Modules 355

Screened 365

Search Domain 176

Security 108, 397, 402, 491

Select Group 214

Select Individual Terminal Servers 187, 224
Selected Terminal Server Groups 194, 232
Selected Terminal Servers 192, 230
Selected ThinManager Servers 210, 253
Selector 78

Send Key 130

Send Message 125

Serial 353

Server Rank 99

Server Ranking 283

Session Options 129

Set Schedule 184, 221

Shadow 128, 185, 222

Shadowing 393, 419, 430

Share Keyboard and Mouse 365

Share Keyboard and Mouse 347, 365
Share Keyboard and Mouse Module 347, 365
Share Keyboard Mouse 58

Share Keyboard Mouse License 58
Show Connected Only 126

Show Group Selector 296

Single clicking 104

Single Session Per User 490
SmartSession 58, 159, 160, 165, 279, 281
SmartSession Configuration 160, 283
SmartSession License 58

SmartSession Settings 168

Software Installation 526

Sound Modules 358

Spanned 365

Specification 224

Static IP 138

Status Bar 79, 126

Subnet Mask 140

Synchronize 43, 113

Synchronize Configuration 113

T

Tabs 89
TermCap 120, 218
TermCap Database 120

Terminal 214

Terminal Capability 120

Terminal Configuration Wizard 213
Terminal Group Configuration Wizard 179
Terminal Interface Options 289, 415, 426
Terminal IP Address 140

Terminal Server 8

Terminal Server Client Access License 510
Terminal Server Configuration Wizard 109
Terminal Server Group 162

Terminal Server Group 279

Terminal Server Group Configuration Wizard 109
Terminal Server Group List 111, 162
Terminal Server Groups 16

Terminal Server Groups 231

Terminal Server Licensing Server 510
Terminal Server List 110, 151

Terminal Server List Wizard 151

Terminal Server Name 155

Terminal Server Selection 191, 229
Terminal Server Specification 224, 280
Terminal Services Configuration Console 487
TermMon 360, 481

TermSecure 17, 75, 111, 405, 406, 453, 455, 456
TermSecure Access Groups 111
TermSecure Licensing 75

TermSecure Login 436

TermSecure Menu 438

TermSecure Modules 360

TermSecure User 406, 431

TermSecure User Group 419, 431
TermSecure Users 419, 455

TermSecure Users Group 421

Theme 351

Themes 480

ThinManager 9, 77

ThinManager Administrators 394
ThinManager Definition 48, 173
ThinManager Installation 19, 28
ThinManager Interactive Shadow Users 394
ThinManager IP Address 140
ThinManager License Site 60
ThinManager Licensing 57

ThinManager Power Users 394
ThinManager Ready 9

ThinManager Security Groups 268, 397
ThinManager Server 172

ThinManager Server Configuration Wizard 109
ThinManager Server List 111, 171, 172
ThinManager Server Selector 78
ThinManager Shadow Users 394
ThinManager Users 394

ThinServer 9

Time Zone 343

Title Bar 78

Tools 121
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Touch Screen 124, 321, 362
Touch Screen Modules 362
Touch Screens 25

Tree 79

Tree pane 78, 79

Trialware 35

TS CAL 8,510

TS CAL Activation 511, 519

U

Unknown Terminals 258
Unlock 109

USB 346

USB Flash Drive 467

USB Flash Drive Module 332
USB Flash Drives 411, 460

Use Terminal Server Groups 187, 224

User Profile 508
Username 199, 238

\Y

Verify 240

Video 201, 243

Video Resolution 201, 243
View 126

Virtual Keyboard 443

W

WaveTrend 411, 469
Weight 168

What's New 2

Windows 2003 108, 351
Windows Groups 398
Windows Login 414, 425
Windows User Groups 267
Windows Users Group 399
Windows XP 107

WinTMC 28, 202, 245, 475
WinTMC Configuration 475
WinTMC Installation 28
WinTMC License 75, 480
WinTMC Settings 245, 479
Wizards 149
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